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Executive Summary

The AMASS project is developing the first European-wide open certification/qualification platform for the
assurance and certification of Cyber-Physical Systems (CPS).

This deliverable, output of the Task 1.4 “Case Study Implementation and Benchmarking”, focuses on
evaluating the AMASS Prototype P1 by industrial partners in several case studies. Those case studies
represent meaningful segments of the different application domains addressed in AMASS. Partners have
focused on modelling standards depending on its domain (industrial automation, automotive, railway,
avionics, space and air traffic), establishing an assurance project, and using the tools of the different main
building blocks that the tools are created for.

The task T1.4 provides feedback and an active proof of the performance of the AMASS platform in the
industry. It provides support and advice to the tool’s developers (WP3-WP6) for future iterations based on
the case studies. This task will also be an input for WP2 “Reference Architecture and Integration” to
validate the AMASS platform and to create the AMASS user guidance methodological framework (D2.5).
The last iteration of T1.4 will provide benchmarking for AMASS tools more widely, when the Task 1.3
“Benchmarking Framework” is finished.

The data required to develop the task T1.4 has been taken from the deliverable D1.2 [2], which is related to
data collection usage scenarios for each case study described in D1.1 [1].

From the Core Prototype to the Prototype P1, several functionalities have been implemented. Besides the
basic building blocks which were already available in Prototype Core, almost all the STO building blocks
have been released for the Prototype P1 (see Figure 1). Apart from the new functionalities, some
recommendations in terms of features and bugs found in the Core Prototype evaluation have been
included/solved in the Prototype P1. For this iteration, tool providers have developed User Manuals for the
tools and specifically for the different STO objectives as well, which have been an immeasurable help in the
development of the Case Studies.

The deliverable D1.5 focuses on validating the Prototype P1 functionalities, having the Core Prototype tools
been previously analysed for D1.4 [4].

During this second iteration, some case studies have also used the previously developed Core Prototype
functionalities, such as OpenCert or EPF-Composer for compliance management. For each of the case
studies, the coverage with respect to the AMASS Prototype P1 has been identified.

Finally, this document provides input for the implementation tasks in the technical work packages, in the
form of feedback about aspects that could be improved or addressed in the future, taking into account
usability aspects as well.

H2020-JTI-ECSEL-2015 # 692474 Page 10 of 178



AM[ASS AMASS demonstrators (b) D1.5V1.0

1. Introduction

The AMASS approach focuses on the development and consolidation of an open and holistic assurance and
certification framework for CPS, which constitutes the evolution of the approaches proposed by the EU
projects OPENCOSS [10] and SafeCer [12] towards an architecture-driven, multi-concern assurance, reuse-
oriented, and seamlessly interoperable tool platform.

The expected tangible AMASS results are:

a) The AMASS Reference Tool Architecture, which will extend the OPENCOSS and SafeCer conceptual,
modelling and methodological frameworks for architecture-driven and multi-concern assurance, as
well as for further cross-domain and intra-domain reuse capabilities and seamless interoperability
mechanisms.

b) The AMASS Open Tool Platform, which will correspond to a collaborative tool environment
supporting CPS assurance and certification. This platform represents a concrete implementation of
the AMASS Reference Tool Architecture, with a capability for evolution and adaptation, which will
be released as an open technological solution by the AMASS project.

c) The Open AMASS Community, which will manage the project outcomes, for maintenance,
evolution and industrialization. The Open Community will be supported by a governance board,
and by rules, policies, and quality models. This includes support for the AMASS base tools (tool
infrastructure for database and access management, among others) and extension tools enriching
the AMASS platform functionalities.

To achieve the AMASS results, as depicted in Figure 1, the multiple challenges and corresponding scientific
and technical project objectives are addressed by different work packages.

________________________________________________________ .
AMASS Reference Tool Architecture

Architecture-Driven Assurance (STO1)

f&

Certification Safety/SEcurity
Liaison Assessment

Multi-Concern Assurance (STO2) ( " ’EJE‘
' : : S

Component Supplier

WP3 iiié

Component ~ Module Assurance

AMASS Platform Basic Building Blocks Release ~ Case Development

) Common Assurance &
System Component Assurance Case Evidence Compliance Certification Metamodel
Specification Specification N \ (CACM) Product Engineering
._,,a
VS
Design Validation &

Verification

3

Development ~ Quality
Management

O —— i ——— - -

Figure 1. AMASS Building blocks

The scope of the previous deliverable D1.4 [4] was the Core Prototype, which covers the AMASS Platform
Basic Building Blocks in the middle of Figure 1.
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This deliverable (D1.5) covers the Prototype P1. This second iteration addresses not only the basic building
block functionalities but also evolves to tackle some of the functionalities highlighted in green in Figure 1
(not all the functionalities have been fully implemented yet, the remaining ones will be covered during the
third iteration, or Prototype P2, next year).

1.1. Scope and Purpose

The objective of this deliverable is to validate the prototype P1 of the AMASS solution. This second
deliverable related to the task T1.4 “Case Study Implementation and Benchmarking” is based on the case
study specifications from the task T1.1, as well as from the data collection usage scenarios presented in the
deliverable D1.2 [2]. The task 1.4 provides the user validation for the developing work packages and is in
charge of benchmarking in real projects the capability of the AMASS solution.

For the deliverable D1.4 [4], the implementation of the AMASS Platform Basic Building Blocks was covered.
The deliverable D1.5 addresses the validation of more features related to the different STOs (see Figure 1).
Benchmarking work will be covered once the on-going task T1.3 “Benchmarking Framework” has
progressed and achieved a validated and stable benchmarking framework.

Given the importance of the industrial stakeholder’s opinion, AMASS industrial partner’s feedback has been
gathered for a number of distinct aspects related to the functionality (e.g. access management) and the
usability (e.g. GUI improvements) of the AMASS Prototype P1, which will be taken into consideration for
further evolvements of the platform.

The results of the industrial participation will be matched with the AMASS technical requirements and test
cases (WP2-WP6) and the achievement of the goals, from the end-user perspective in Space, Railway,
Automotive, Industrial automation and Aeronautic domains.

1.2. Structure of the Document

The rest of the deliverable is structured as follows:

e Section 2 offers an overview of the AMASS project roadmap, the functional groups that constitute
AMASS Prototype P1 and the main challenges in implementing the case studies.

e In Section 3, each case study presents an assessment of the platform, its coverage with respect to
the AMASS Prototype P1, and some feedback about the main benefits and potential
recommendations of the AMASS Platform functionalities.

e Section 4 provides a summary of the coverage of the AMASS Prototype P1 by the Case Studies.

e Section 5 concludes the document.
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2. Background

2.1. AMASS Prototyping Roadmap

The AMASS Consortium has decided to follow an incremental approach by developing rapid and early
prototypes. The benefits of following a prototyping approach are:

e Better assessment of ideas by initially focusing on a few aspects of the solution.
e Ability to change critical decisions based on practical and industrial feedback (case studies).

The AMASS project has three milestones (M2 to M4) to demonstrate this incremental evolution (see Figure

2):

1. During the first prototyping iteration (Core Prototype), the AMASS Platform Basic Building Blocks
(see Figure 1) were aligned, merged and consolidated. This iteration covers the basic functionality
as specified by the project backend needs. Since the beginning of the project, every technical work
package (WP3-WP6) contributed to complete the first prototype until milestone M2 (m13, April

2017).

2. During the second prototyping iteration (Prototype P1), the AMASS-specific Building Blocks have
been developed and benchmarked at TRL4; this comprises the blue basic building blocks as well as
the green building blocks in Figure 1. By milestone M3 (m24, March 2018), the second prototype is

available with the improvements and new features already included.

3. Finally, during the third prototyping iteration (Prototype P2), all AMASS building blocks will be
integrated in a comprehensive toolset operating at TRL5. By milestone M4 (m36, March 2019) the
third and last prototype will conclude the project with all the features and functionalities.
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e Conceptual/research development: development of solutions from a conceptual perspective.

e Tool development: development of tools implementing conceptual solutions.

e (Case study development: development of industrial case studies using the tool-supported
solutions.

This project deliverable (D1.5) summarises the results of the “Case study development” dimension for the
second AMASS prototype (Prototype P1).
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2.2.

Usage Scenarios per Case Study

Case Studies represent different potential applications within the targeted industrial domains by the
AMASS project. AMASS Usage Scenarios offer a general overview on how the AMASS solutions are intended
to be used in the proposed case studies.

The approach to specify usage scenarios is based on the following principles:

(a) Description of usage scenarios are centred on the AMASS platform “user” perspective (i.e. how

users will interact with the AMASS platform), in the context of typical business cases. The
deliverable D1.2 [2] provides a description of usage scenarios per case study.

(b) Realisation of usage scenarios reports the results of the application of usage scenarios in each of

(c)

the AMASS prototyping iterations. This deliverable (D1.5) summarises the main results of the
realisation of usage scenarios by using the Prototype P1.
Benchmarking of usage scenarios will use a number of research/industrial questions and metrics to

measure the effectiveness of the AMASS platform regarding the proposed business goals. This will
be reported in the deliverable D1.7 (AMASS solution benchmarking).

The AMASS Prototype P1 functionalities have been evaluated by the eleven AMASS Case Studies described
inD1.1[1]:

CS1: Industrial and Automation Control Systems (IACS).

CS2: Advanced driver assistance function with electric vehicle sub-system.

CS3: Collaborative automated fleet of vehicles.

CS4: Design and safety assessment of on-board software applications in Space Systems.
CS5: Platform screen-doors controller.

CS6: Automatic Train Control Formal Verification

CS7: Safety assessment of multi-modal interactions in cockpits.

CS8: Telematics function.

CS9: Safety-Critical SW Lifecycle of a Monitoring Syst. for NavAid.

CS10: Certification basis to boost the usage of Multiprocessor System-on-Chip (MPSoC) architectures
in the Space Market.

CS11: Design and efficiency assessment of model based Attitude and Orbit Control software
development.

Table 1 shows the Case Studies’ usage scenarios involved in the evaluation of the AMASS Prototype P1.

Table 1. Usages scenarios involved in the evaluation of the AMASS Prototype P1

|_Cs_|Owner _____|Short| Domain__| Usage Scenarios

Cs1

CS2

CS3

Schneider Electric TLV  Industrial US1: Managing compliance with IEC 61508, |IEC 62443
Espafa S.A. Automation and IEC 62351
US2: Perform safety and security co-assessment
Infineon IFX Automotive  US1: Reuse of safety artefacts within a product family
(Intra-domain reuse)
Assystem B&M Automotive US1: Safety assessment for collaborative automated
Germany vehicle functions by model-based safety analysis

and contracts

US2: Process for development of collaborative
automated vehicle functions, which considers
functional safety, cybersecurity and reuse aspect
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CS4

CS5

CS6

CS7

CS8

CS9

CsS10

Cs11

GMV Aerospace
and Defence,
S.A.U.

CLEARSY SAS

Alstom Transport
SA

Honeywell

RISE Research
Institutes of
Sweden

Thales Italia SpA

Thales Alenia
Space
OHB Sweden AB

GMV

CLS

ALS

HON

SPS

THI

TAS-E

OHB

2.3. Evaluation Scope

Us3:

Space US1:
US2:

US3:

Railway US1:
US2:

Railway US1:
us2:

US3:
us4:
Avionics US1:

us2:
Automotive  US1:
us2:
US3:
Air Traffic Us1:
Management US2:
Space US1:
us2:
Space US1:
us2:
US3:

US4:

US5:

Collection and Analysis of Assurance Information

Assessment of components reuse using different
execution platforms.

Re-qualification impact of modifying the
hardware platform.

AMASS platform analyses to define safety,
performance, reliability and availability
requirements.

Generation of Frama-C asserted C code from B
models

Support for system-level model, including safety
and security aspects

Assurance Project Creation

System Design, V&V and Dependability
Assessment

Evidence Management

Compliance Management

Application of aerospace industrial standards for
safety assessments

Automation of verification objectives
Multi-concern assurance case for safety/security
Multi-concern assessment

Multi-concern specification, analysis, assurance
System/Software Design and Safety Analysis
Safety Case

BSW modelling for SSDP

Reconfigurable FPGA architectures

Managing compliance with ECSS-E-ST-40C

V&YV integration of RapiCov

Process-Related Reuse via Management of
Process Lines

Product-Related Reuse via Management of
Process Lines

Compliance Management (generation of process-
based arguments)

Table 2 lists the different AMASS functionalities grouped by STOs (cf. Figure 1).

The second iteration of the AMASS platform is built upon the basic building functionalities (blue highlighted
cells) already covered during the first iteration and it is enhanced by advanced functionalities (green
highlighted cells). It must be mentioned that some of the functionalities are achieved by external tools (e.g.
MORETO, OCRA).

During the second iteration, besides the Prototype P1 functionalities, some case studies have also
evaluated the already existing Core Prototype basic functionalities, such as System component specification
(CHESS), Assurance case specification (OpenCert), Evidence Management (OpenCert) and Compliance
Management (EPF-Composer/OpenCert).
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The support for “Architectural Patterns for assurance” functionality provided by the AMASS platform will
be addressed in the next iteration (Prototype P2).

Table 2. Summary of the AMASS Prototype P1 functionalities

Architecture Driven Assurance

System
Architecture
Modelling for
Assurance

This group provides features to allow the
modelling of the system architecture
specification, in particular, to allow the
definition of components as reusable entities,
and then the assembly of the components
themselves, at any level of the hierarchical
architecture, to build/decompose the system.

CHESS

SAVONA (external)
Papyrus/SysML
MORETO (external)

This block contains the functionalities that are
focused on the modelling of the system
architecture to support the system assurance,
which are:

e Supporting the modelling of additional
aspects (not already included in the system
component specification), related to the
system architecture, that are needed for
system assurance.

e Tracing the elements of the system
architecture model to the assurance case.

e Generating evidence for the assurance case
from the system architecture model or from
the analysis thereof.

e Importing the system architecture model
from other tools/languages.

Papyrus/CHESS

CHESS with variability
SAVONA (external)
Enterprise Architect
(external)

MORETO (Enterprise
Architect plug-in) (external)

Architectural
Patterns for
Assurance

Support for architectural patterns management
will be provided by Prototype P2.

For now, some support
with an external tool:
MORETO (Enterprise
Architect plug-in) (external)

Contract-based
Design for
Assurance

This block introduces the functionalities that
support the contract-based design of the
system architecture, which provides additional
arguments and evidence for system assurance.
These functionalities, also include:

e Contracts specification, i.e., specification of
components’ assumptions and guarantees.

e Contract-based reuse of components, i.e., a
component reuse that is supported by
checks on the contracts.

e Generation of assurance arguments from
the contract specification and validation.

CHESS + OCRA

Activities
supporting
Assurance Case

This block contains the functionalities that are
focused on enriching the assurance case with
advanced analysis to support the evidence of
the assurance case. These functionalities
include:

OCRA (external)
KM (external)
nuXmv (external)
XxSAP (external)
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Multi-concern Assurance

Dependability
Assurance

e Requirements formalisation into temporal
logics.

e Analysis of requirements’ semantics based
on their formalisation into temporal logics.

e Analysis of requirements based on quality
metrics.

e Contract-based verification and analysis, i.e.
exploiting  contracts to verify the
architectural decomposition, to perform
compositional analysis, and to analyse the

safety and reliability of the system
architecture.
e Automated Formal verification (model

checking) of requirements on the system
design. (e.g. nuXmv, DIVINE, NuSMV).

e Model-based specification of fault-injection
and analysis of faulty scenarios with
simulation (Sabotage) or model checking
(xSAP) (model-based safety analysis).

e Other techniques (e.g. Component Fault
Trees from SysML models) for Model-based
safety analysis (e.g. Medini Analyze)

e Document generation

ForReq (formalisation)
System Quality Analyzer
(SQA)

Knowledge Manager (KM)
Medini Analyze (external)

Sabotage (external)
(ongoing and planned for
P2)

AMT 2.0 (external)
(ongoing and planned for
P2)

V&V Manager

DIVINE, NuSMV, nuXmv,
Looney, Acacia+
(externals)

RapiCov

This group manages argumentation information
in @ modular fashion. It also includes
mechanisms  to  support  compositional
assurance and assurance patterns
management.

OpenCert

This group contains the functionality for
creating and structuring the multi-concern
assurance case argumentation in  an
understandable and maintainable way. This
includes argumentations targeting various
dependability attributes with support of
argumentation patterns.

OpenCert

System
Dependability Co-
Analysis/Co-
Assessment

This group provides functionalities for analysing
different quality attributes while taking care of
the inter-dependences between them. This is
ideally realized by inherently combined Co-
Analysis and Co-Assessment methods, which
take care of the inter-dependencies within the
method. On the other hand, multi-concern
assurance can be implemented combining
separate  processes with  mono-concern
assurance methods by a workflow tool with a
subsequent interaction point activity for
treating the mutual dependencies between the
quality attributes.

FMVEA (external)
EPF-C+BVR
ConcertoFLA (external)
Papyrus SSE

Contract-based
Multi-concern

This group comprises functionalities which
contribute to assurance for multiple concerns

CHESS
OpenCert
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assurance

by two kinds of contracts: on the one hand,
component contracts, which target more than
one quality attribute. On the other hand,
argument contracts, which provide a means for
realizing a link between related assurance
cases.

This module manages the full lifecycle of
evidence artefacts and evidence chains. This
includes evidence traceability management and
impact analysis.

OpenCert

Tool Integration
Management

This module enables the exchange of data
between engineering/assurance tools, e.g.
between the AMASS Tool Platform and other
tools developed by the AMASS partners.

OSLC

Collaborative Work
Management

This module allows different users to work at
the same time with the same pieces of data,
supporting the interaction of the different
users.

Seamless Interoperability

Tool Quality
Assessment and
Characterisation

This module supports the specification and
management of tool quality needs for CPS
assurance and certification. It is currently
supported by the Compliance Management
functionality for Cross/Intra-Domain Reuse.

Functionality related to the management
(edition, search, transfer, etc.) of process and
standards’ information as well as of any other
information derived from them, such as
interpretations about intents and mapping
between processes and standards. This
functional group maintains a knowledge
database about “standards & processes”, which
can be consulted by other AMASS
functionalities.

OpenCert
EPF

Reuse Assistant

Cross/Intra-Domain Reuse

The reuse assistance functionality concerns
intra and cross-domain reuse of assurance and
certification assets. This module supports users
to understand whether reuse of the assurance
assets is reasonable or determine what further
assurance activities (engineering, V&V, or
compliance activities) are required to justify
compliance in the new scenario.

OpenCert

Process-related

Functionality related to the management of
variability at process level. This functionality

EPF-Composer and BVR

reuse via ) . VSpec, Resolution, and
takes as input a process, which needs to be - .
management of . . . Realisation editors
. reconfigured, and the new selections, desired
variability at . . ) (external)
by the user. As outcome, this functionality
process level . , .
generates a new valid re-configuration of the
process.
Functionality related to the management of | EPF Composer
Product-related variability at product level. This functionality | gyR Tool
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reuse via
management of
variability at
product level

takes as input a product (more specifically, an
architectural specification given in CHESSML),
which needs to be tailored/reconfigured, and
the new selections, desired by the user. As
outcome, this functionality generates a new
valid re-configuration of the architectural
specification.

Small GEO Vspec (external)

Automatic This functionality is related to the generation of | OpenCert
generation of process-based arguments from process models.
process-based It supports the strengthening of the safety case
arguments via arguments that are aimed at explaining why

a process is compliant.
Automatic This functionality is related to the generation of OpenCert

generation of
product-based
arguments

product-based arguments from contract-based
architectural specification. It supports the
strengthening of the safety case via arguments

aimed at showing why the product is expected
to behave safely.

From a user interface perspective, the AMASS tool platform has been realised in the form of:

o Eclipse-based editors are used for creating and defining process and standard models, assurance
projects, assurance case argumentation, evidence and system component models.

e Web application, which synthesizes and summarises compliance information by means of different
reports (e.g., gap analysis report), and can also be used for consulting the evidence, compliance
justification, and argumentation information of an assurance project.

2.4. Challenges implementing AMASS Case Studies

This section discusses the main challenges that have been found for implementing the case studies.

The wide spectrum in the AMASS case studies implies a high complexity on developing a tool which satisfies
all the necessities for each domain.

2.4.1. Comparison of AMASS Scenarios with Real Projects

WP1 focuses in general on the evaluation framework and benchmarking of AMASS tools. In particular, it
aims at demonstrating the benefits of using AMASS tools with regard to current practice on safety/security
assurance and certification.

One issue to work in real industrial projects is that a complete data set is not available for confidentiality
and competitive pressure reasons. As mitigation measures, the following action lines were agreed upon:

1. The industrial partners sanitise the case study data for approval.

2. The scope of AMASS evaluation was initially narrowed to specific parts of the product life-cycle, still
meaningful to validate AMASS benefits.

Another challenge is the comparison of the AMASS results regarding the current practice in industrial
companies. In practice, the only way to really compare the situation before and after the availability of the
AMASS platform, would be to execute the same project twice. This is most often not economical and has
methodological issues as well. For example, the same team cannot be used as it would bias the second
execution of the project. Hence, the most obvious method would be for a given organisation that has
sufficient historical metrics, to compare how subsequent projects are executed and deliver after the
AMASS is introduced and used. Another aspect that compounds the comparison is that the reuse of
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components and assurance artefacts is only measurable over successive projects. The first project is likely
not to have much benefit as the work must be done once, but subsequent projects can benefit from it.

2.4.2. Timing for the Prototype P1 Setting

The data required as input for this deliverable was collected last year in D1.2 [2] and the partners have
been working based on it since then.

The second release of the AMASS Prototype (P1) and the training provided by the tool developers was held
two months before the submission deadline of this deliverable. Since the timing was quite tight, Use Case
owners have done their job being in close relationship with the tool developers via point-to-point calls as
well as group-calls aimed at speeding up the knowledge transfer related to the implementation of the
topics in the tools and giving each other real-time feedback.

It should be noted that typically, prototypes always require a first sprint for understanding how to install
and run properly the applications, and for detecting the problems. However, for this second release of the
AMASS Prototype (P1), this sprint could be shorter than the first one (Core Prototype) because the bugs
and the industrial expectations remarked in the first sprint were treated and solved. Despite this positive
evolution of the core tools, given the richness of the second prototype (P1), an important challenge was
identified: much more functionalities have been added with respect to the ones available for the Core
Prototype, released last year.

As pointed out in Section 2.4.1, to achieve meaningful measurement results, ideally, the same project
should be executed twice (with and without AMASS support) and the resources and time consumption
compared. Given the numerous functionalities of the AMASS Platform, this goal is not easy to achieve and
could involve a high cost.

Benchmarking will add consistency and extra information about the needs of the future potential markets
in different application domains. Some more trials are going to be done with the new improvements to
make every partner capable of using the tools in a perfect way.
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3. Case Study Realisation

3.1. Case Study 1: Industrial Automation domain: Industrial and
Automation Control Systems (IACS)

3.1.1. Case Study Specification

The Case Study 1 is based on an IACS (Industrial and Automation Control System). These systems are in
charge of controlling and monitoring of the electrical infrastructures, such as the primary and secondary
substations. In particular, the Case Study 1 focuses on the RTU (Remote Terminal Unit) devices. The RTUs
are one of the main elements in the control system due to the fact that they execute the commands
received by the control centre, acting directly over the devices placed in the field site.

Security and safety aspects are one of the primary concerns for RTU manufacturers and end users.
Standards such as: IEC 61508, |IEC 62443 and IEC 62351 are the reference in the Smart Grid domain. The
aim of this case study is to integrate the new AMASS tool platform in the lifecycle of the RTU development
process, providing assistance for assurance and certification with respect to the aforementioned standards.

The case study is described more in depth in D1.1 “Case studies description and business impact” [1].
Two different usage scenarios are defined in this case study:

e US1: Managing compliance with IEC 61508, IEC 62443 and IEC 62351
e US2: Perform safety and security co-assessment

On the one hand, US1 focuses on the assessment of the RTU processes. The target for US1 is to check the
compliance of the RTU processes with respect to safety and security standards. The information obtained
by this scenario is very useful for the industrial partner (Schneider Electric) to identify GAPs (between what
we do and we must do) and improve the RTU processes in order to align with the standards and assure the
RTU product.

On the other hand, US2 addressed the RTU product assurance. This scenario is more related to the safety
and security co-engineering by modelling the RTU product requirements, and evaluating the product
integrity respect to safety and security aspects. Based on the relevant standards, the scenario has the
objective to do the safety and security co-assessment of the RTU, analysing the requirements and
identifying safety hazards, security threats and their interrelations.

The final target for both scenarios is to reduce certification time and cost for the RTU using the AMASS
tools.

3.1.2. US1: Managing compliance with IEC 61508, IEC 62443 and IEC 62351

US1 is related to process assurance, i.e. to ensure that the RTU development process follows a given set of
recommendations from the targeted standards.

The goal of this usage scenario is to enable easier understanding of these industry standards, easier
checking for compliance and easier adaptation and reuse of assurance assets.
Assurance Project Creation

Respect to this process, in the first iteration, two assurance projects were created with the OpenCert tool:
one for RTU Safety assurance (based on the standard IEC 61508) and the other for RTU Security assurance
(based on the standard IEC 62443).
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4 = C51- RTU clean
a = ASSURANCE_PROJECT clear
5« 61508 sw_Refframework.bassline clezn
BE C51- RTU.mapping clean
& (51- RTU.assuranceproject clean
& 61508 _sw Refframework.baseline_diagram clean
£, 61508_sw_RefFramewark_2.baseline_diagram clean
4 = EVIDENCE clear
[ defaultevidence clean
= ARGUMENTATION clean
< = PROCESSES clean
43 defaultprocess clean
4 = CS1-RTU-Security clear
4 = ASSURANCE_PROJECT clean
a tailoredRefFrameworkbaseling clean
[#% CS1-RTU-Securitymapping clean
& C51-RTU-Security.assuranceproject clean
&, tziloredRefframeworicbaseline_diagram clean
= EVIDENCE clear
= ARGUMENTATION clean
= PROCESSES clean

Figure 3. RTU assurance projects created

In the second iteration, new features regarding “Criticality level” and “Applicability level” were included in
the assurance projects. These functions allow us to select the requirements according to the security level.

In this case study, we have selected SIL-2 for safety and SL-3 for security.

Baseline Selection
Select the Criticality level: Select the Applicability level:

[7] §p Ref Criticality Level SL-C1 [V] &, Ref Applicability Level Requested
[7] § Ref Criticality Level SL-C 2
ﬁ Ref Criticality Level SL-C 3
[7] P Ref Criticality Level SL-C 4

4 [V] & Ref Framework 62443-4-2 Technical security requirements for IACS || 4 [¥] & Ref Framework 62443-4-2 Technical security requiremer

<« | 1 | P[]« 1

a [V & Ref Framework 62443-4-2 Technical security requirements for IACS components
4 [V][C) Ref Activity Design and engineering of cybersecurity countermeasures for IACS components
4 [V1[C) Ref Activity FR1c - Identification and authentication control
a [V Ref Requirement CR1.1 Human user identification and authentication
7| Ref Requirement CR1.1(1) Unique identification and authentication
7] Ref Requirement CR1.1(2) Multifactor authentication for untrested interface
[ Ref Requirement CR1.1(3) - Multifactor authentication for all interfaces
a [V Ref Requirement CR1.2 - Software process and device identification and authentication
7| Ref Requirement CR1.2(1) - Unique identification and authentication
[¥]|Z] Ref Requirement CR1.3 - Account management
@ Ref Requirement CR1.4 - Identifier management
a [V Ref Requirement CR1.5 - Authenticator management
7| Ref Requirement CR1.5(1) - Hardware security for authenticators
[¥] £ Ref Requirement CR1.6 - Wireless access management
4 [V]|Z) Ref Requirement CR1.7 - Strength of password-based authentication
™ Ref Requirement CR1.7(1) - Passwerd generation and lifetime restrictions for human users
[l Ref Requirement CR1.7(2) - Password lifetime restrictions for all users
1771 [Z) Ref Rennirement CR1 R - Duhlic ke infractrictirec rertificatec

Figure 4. Assurance project creation — Criticality level and Applicability level

3.1.2.1. STO2 Multi-concern Assurance

In addition, another new functionality was checked for the security project. During the creation of the

assurance project, the argumentation diagram of the OpenCert tool was included.
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Figure 5. Assurance project creation — Argumentation diagram

Two Assurance Projects (safety and security) were defined for RTU where the baseline models (instances of
reference frameworks for specific assurance) were created.

Table 3. CS1-Multi-concern Assurance: US1-Assurance Project Management (Create Assurance Project)

Realisation Scenario | Assurance Project Management (Create Assurance Project) and Argumentation
Diagram

Scope In iteration 1:
e Creation of two Assurance Projects, one for RTU Safety assurance and the
other for RTU Security assurance.
In iteration 2:
e Two new features “Criticality level” and “Applicability level” and
Argumentation diagram included. Furthermore, and argumentation diagram
has been created out of the security project.

Tool Settings OpenCert Tools: Assurance Project Management Editor
Participants e Data Analysis: TLV

e Tool User: TLV, TEC
Activities realised 1. Create assurance projects for RTU Safety and for RTU Security.

2. When creating the Baseline models, specify the activities we focus on for the
prototype benchmarking.

Usage Decisions None

Expected Results e Assurance Project structure and Baseline model for RTU Safety
e Assurance Project structure and Baseline model for RTU Security

Conclusions Assurance project management validated for Prototype P1.

3.1.2.2. STO3 Seamless Interoperability

Evidence Management

In the first iteration, a subset of evidence documents was included respect to the safety assurance project.
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4 byl defaultevidence
a B Artefact Model
_% Artefact Definition DESDL Product Concept Option
4 [0 Artefact Definition DESDZ PAS Validation Plan
&F Artefact Template
¥ Artefact First official version ()
T& Artefact Definition DESO3 Product Concept Design
_b Artefact Definition DESOY Product Specification
% Artefact Definition DESOS Praduct and system verification plan
™% Artefact Definition DESOE Praduct Design
"% Artefact Definition DESOT Design functional verification report
b Artefact Definition DES03 Component risk dashboard
b Artefact Definition DES0% Component & quality control specification
% Artefact Definition DES10 Comp & SA verification Plan
T Artefact Definition DES11 Componant & Sub-Assembly verification report
™% Artefact Definition DES12 PAS verification report
_b Artefact Definition DES13 PA&S Validation Repaort
Db Artefact Definition DES14 Completed Froduct Design

Figure 6. Evidences for safety assurance project

In the second iteration, we have focused on the evidences creation for the security assurance project.
Those evidences can be generated and linked from the architecture-driven assurance and multi concern-
assurance (FMVEA co-analysis artefact) approaches explained in Usage Scenario 2.

Two evidence models were created for respective assurance case projects.

Table 4. CS1-Seamless Interoperability: US1-Evidence Management

Realisation Scenario | Evidence Management

Scope In iteration 1:
e Evidence documents for the safety assurance project included

In iteration 2:
e Evidence documents for the security assurance project included

Tool Settings OpenCert Tools: Evidence Management Editor.
SVN repository to store actual evidence documents.

Participants e Data Analysis: TLV
e Tool User: TLV, TEC
Results Analysis: TLV

Create artefact model for RTU Security

Create SVN repository for RTU Security

Collect evidence documents into the SVN repository for RTU Security
Specify characteristics of RTU Security artefacts

Collect evidence documents into the SVN repository for RTU

Use cross-domain functionality to reuse Artefact models from RTU Safety
project in RTU Security project

7. Complete any evaluation of the artefact elements in the assurance project.

Activities realised

o U g> 0 =

Usage Decisions Reuse of some artefacts.
Expected Results Evidence model and artefact repository for RTU Security.
Conclusions Evidence management validated for Prototype P1.
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3.1.2.3. STO4 Cross Intra-domain reuse
Standards Models Creation

In the first iteration, the IEC 61508 Part 3, -which applies to any software forming part of a safety-related
system, was totally modelled using OpenCert. Besides, the modelling of the security standard “IEC 62443:
4-2 Technical security requirements for IACS components” was started. During the second iteration, the
modelling of IEC 62443:4-2 has been finished. The structure of these standards, as well as the core
concepts such as: phases, activities, artefacts, requirements and criticality levels were analysed. After that,
a reference framework diagram was created for each standard.
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Figure 7. 1EC61508 — Part 3 reference framework diagram (OpenCert)

g il Fi k.baseline deauh idence @default.evidence g.tailoredRefFramewcrk.baseﬁne_diagram 22

([T Design and engineering of cybersecurity countermeasures for IACS components

w g Risk and threat analysis
; h@ Vulnerability Analysis

[D FR1c - Identification and authentication contro|] p———

() FR2c - Use control
o it SR ) —
) FR3c - System Integrity Audit Record

() FR4c - Data confidenciality
() FRSc - Restricted Data flow

[D FR6c - Timely Response to events]

Figure 8. |EC62443 — Part 4.2 initial reference framework diagram (OpencCert)
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With respect to the standard IEC 62351, it was decided to address it in the third iteration (P2), focusing the
second iteration efforts in the standard IEC 62443 (more relevant for the RTU security analysis). In the same
way, the modelling of IEC 62443-4-1 will be deployed in the third iteration (Prototype P2).

Compliance Management

During the first iteration, the compliance maps of the safety and security assurance projects were created.
The results were analysed using the OpenCert clients and the web application.
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Figure 9. Compliance report for safety assurance project

In the second iteration, the new function “Mapping Table” was used in order to obtain information about
the compliance using different filters:

Filtering Criticality/Applicability Filter
Map Model: Select the Criticality level: Select the Applicability level:
4 [7] £ Base Framework IEC 61508 4 [7] & Base Framework IEC 61508
Map G g
N ﬁ Base Criticality Level SIL1 ﬁﬁ Base Recommendation Level Highly Recommended
Map Element: @ Base Criticality Level SIL 2 (,% Base Applicability Level HR Highly recommended
§}p Base Criticality Level SIL 3 &%, Base Applicability Level Recommended
Map Type ﬁﬁ Base Criticality Level SIL 4 (,% Base Applicability Level --- No recommendation for or against
Not Defined Full é& Base Applicability Level NR Not recommended
Partial No Map
Base Element Status = Justification:

7.4.2.1 The division of responsibility determined during safety planning
5}7 Concept information

(:’7 E/E/PE system safety requirements

&7 SW safety requirements specification

@ Validation Plan for SW aspects of system safety
{-“7 E/E/PE system HW architecture design

0 SW architecture design

@ SW architecture integration test specification
0 SW/PE integration test specification

5}7 Support tools and coding standards

4"7 Selection of development tools

&7 SW system integration test specification

@ SW module design specification

{-“7 SW module test specification

0 Source code review report

@ SW module test results
£ Varifiod and tectad eur madsilec

m

4 3

Baseline Element Target List:

Figure 10. Compliance map table
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Using the web application, some improvements in compliance reports have been checked. In particular, the
new charts for metrics.

httpi//amasstecnalia.com:8080/ X | 4 Install Add-on. X+ — X
€ O amasstecnalia.com:8080 e QSearch "B 3 A =

| fpenCert iy

Metrics Estimation report

Baseline Framewark: | [EC 61508 - ( Export to MS Word | s

Metrics Menu

Baseline Metrics
Mapping Metrics
Assurance Asset Metrics
Refframework Metrics

¥ Process Metrics.

Base Asset Types

Menitor of Process 0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 90 95 100

Time Efficiency
Resource Efficiency

Argumentation Metrics

Types

= Base Requirementm Base Actwity = Base Technique _Base Role  Base Artefac]

Mapping Metrics
Goal: Maintenance of mappings

Tip: This metric is used to represent the status of each type of compliance mappings.

Figure 11. New metrics for the safety assurance project (1)

WpenCert P T
o
Project: | CS1-RTU ~ Reports - ragumentation Evidence e Process

Metrics Estimation report Baseline Framework | IEC 61508 - [ Export to MS Word | s
1 Refframework Metrics -
st Goal: Coverage of Assurance Project
All Metrics

Tip: The metric of the coverage between the Baseline Framework and & Reference Framework is to visually represent the relationship among them.
Baseline Metrics

Mapping Metrics

Assurance Asset Metrics| Refframework Coverage
Reffr: rk Metrics
1301
¥ Process Metrics
120
Monitor of Process
110

Time Efficiency

Resource Efficiency

Argumentation Metrics

] § e

Requirements Artefacts Roles Techniques Activities
Types

H Covered M Not Covered

Type
¥ Requirements "
¥ Covered:
Requirement 2.1 Name: specification of software safety requirement 7.2.2.11
Requirement 2 Name: SW Requirements derived from the system safety requirements 7.2.2.2°
Requirement ID: 7.2.2.3 Name: SW Req. sufficiently detailed to allow the design 7.2.2.3°
Requirement ID: P3- 7.2.2.4 Name: Common cause failure analysis carried out. 7.2.2.41
Requirement ID: P3- 7.2.2.5 Name: Rrequi ensured to be specified 7.2.2.5°
Requirement ID: P3-7.2.2.6 Name: Req. include relevant modes of operation of the EUC 7.2.2.61

Figure 12. New metrics for the safety assurance project (2)

Table 5 illustrates the modelled two standards (IEC 61508 and IEC 62443) using OpenCert tool.
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Table 5. CS1-Cross Intra-domain reuse: US1-Compliance Management (including Standard Model Creation)

Realisation Scenario | Compliance Management (including Standard Model Creation)

Scope

Tool Settings

Participants

Activities realised

Usage Decisions

Expected Results

Conclusions

In iteration 1:

e |EC 61508 Part 3 (safety) standard was totally modelled
e |EC 62443 Part 4.2 (security) standard was partially modelled
e Compliance maps of the safety and security assurance projects were created.

In iteration 2:

e |EC 62443 Part 4.2 (security) standard was totally modelled.
e New function “Mapping Table” was used in order to obtain information
about the compliance using different filters.

Regarding the standard IEC 62351, it will be addressed in the third iteration.

OpenCert Tools: Standards Editor, Assurance Project Management and
Compliance Reporter Web Client.

e Data Analysis: TLV
e Tool User: TLV, TEC
e Results Analysis: TLV, TEC

Respect to Standard Model Creation:

1. Conceptually analyse the structure of IEC61508, IEC 62443 as well as the
core concepts such as phases, activities, artefacts, requirements and
criticality levels. The goal is to map these concepts to Reference Framework
concepts in OpenCert.

2. Create a Reference Framework diagram for each of the targeted standards
and populate the information related to the document sections focused on
this prototype (only done for IEC 61508 and IEC 62443 at this stage).

3. Validate the interpretations by sharing the reference framework models
with other safety and security experts.

4. At concept level, analyse the concepts from the Standards metamodel
needed to be filtered by the level of capable SIL the activities, techniques
and evidences to be presented for compliance.

Respect to Compliance Management:

1. Specify compliance maps for Requirements and Artefacts in both Baseline
models: RTU Safety and RTU Security.

2. Analyse compliance accomplishment and gaps for both assurance projects.

3. Generate the compliance report for both assurance projects.

We will not use EPF for modelling the targeted Standards (reference
frameworks). Hence, the Standards models are created from scratch.

e Reference Framework model for IEC 62351

e Reference Framework model for IEC 62443-4.2

e Conceptual knowledge to propose some support to filter by Safety Integrity
Level (SIL) and Security Level (SL)

e Compliance report for IEC 61508

e Compliance report for IEC 62443

Compliance Management validated for Prototype P1.
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3.1.3. US2: Perform safety and security co-assessment

The initial objective of the US2 was to provide safety and security co-analysis and co-assessment support
for the RTU design and development based on IEC 615081 for safety and IEC 623512, IEEE 16863, and IEC
624434 for cybersecurity. After a RTU analysis, it was decided for the first iteration to focus on IEC 62443
with the option to include other standards in the second iteration depending on the need. In this sense, the
ISASecure EDSA certification was used as a benchmark to showcase the safety & security co-assessment
method and the supporting tools for safety & security assurance (as an example of multi-concern
assurance). It also intended to explore the AMASS approach for reducing certification time and cost
leveraging reusable artefacts (e.g. evidence).

In the first iteration (see D1.4 [4]), the MORETO tool was introduced for model-based safety & security
product requirements management with its baseline software platform architecture and some example
security requirements for the configuration of devices.

MORETO, as an Enterprise Architect plugin, is an external tool to AMASS that has showed enough reliability
and flexibility to model safety & security requirements applied to the RTU of the CS1. In order to integrate
MORETO with the AMASS platform, the SysML output facility provides the necessary interfaces for that
purpose; however, adaptations are necessary to be performed due to slightly different subsets of the
modelling language between Enterprise Architect and the AMASS internal format (discussions about this
topic are ongoing as of March 2018).

In this second iteration, the cybersecurity standard IEEE 1686 was implemented in MORETO and applied to
the RTU, while the other controls are also further on treated on the basis of IEC 62443.

A specific novelty was the enhancement of MORETO by an automatic security requirements generation
feature, which was performed successfully for the RTU. This new feature allows, based on a target security
level, to enumerate the missing security requirements in a given modelled configuration.

Appendix B: MORETO gives an overview of the MORETO tool and its new features.

MORETO uses two different security standards. In the first hand is IEC 62443-4-2, used for industrial
automation and control systems, and applied to cover security gaps of the network components. In the
second hand, IEEE 1686 security standard is used regarding the access, operation, and configuration of the
RTU device.

Figure 13 shows a simple substation, which contains different levels of structure. The top level is the
control centre which is monitoring all activities in the other levels. The data comes from/ to the Operation
and Engineering stations throughout communication elements (switches and routers). The RTU-CPU gets all
the information coming from the Process Level (through acquisition modules) and sends it to the Station
Level, so it can be processed by the Operation Station and sent also to the SCADA system located outside of
the substation.

1|EC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related Systems

2 |[EC62351is an industry standard aimed at improving security in automation systems in the power system domain
3 |EEE 1686 Standard for Intelligent Electronic Devices Cyber Security Capabilities

4 |EC 62443 Industrial Network and System Security
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RTURTU:CPU )

Outside of the Substation

Station Level

Bay Level

Process Level

Figure 13. Substation example

Figure 13 depicts how the generation of security requirements is performed. By firing the “Security
Requirement Generation” service, the user will get a list of security requirements for the following

elements:

1- Switch Device:

Figure 14 shows a list of security requirements which is generated automatically by MORETO toolbox

based on IEC 62443-4-2.
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Switch

Communication integrity

Network segmentation

General purpose person-to-
person communication
restrictions
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Unsuccessful login attempts
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General purpose, person-to-
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\
\
\
\
\
\

Error handling

Access via untrusted networks

2- Router Device

Figure 14. Switch Requirements

Similarly, a list of IEC 62443-4-2 security requirements has been generated automatically by the MORETO

toolbox.

3- RTU Unit

The security generation process of the RTU device is based on IEEE 1686. This process is built on the
configuration of the RTU device. For example, the RTU-CPU device in Figure 13 has a set of values which are
configured initially by the user to define the number of serial and digital RTU devices connected to the CPU.
Likewise, the value of the role is critical and defines the access control privileges of the user. Figure 15 gives

a simple description of the initial configuration values of the RTU device.
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Figure 15. Configuration

Figure 15 shows some configuration values of the RTU-CPU device in Figure 13. MORETO generates a list of
IEEE1686 security standards based on the following values:

e MORETO generates a list of security requirements for the serial and digital communications because
their values are equal to 1.

e Generates security requirements for the username and the password; in this example, the values are
missing.

e The RTU-CPU has seven different roles; the full privilege is the Admin. In this case, the Engineer role is
chosen, so MORETO generates security requirements regarding that role.

Figure 16 shows a part of the generated security requirements of the RTU unit based on the IEEE 1686.
MORETO generates security requirements regarding the RTU configuration parameters (i.e. password,
username, role, analogue, and digital).

=)
I E 1

Figure 16. Security requirements of the RTU unit based on the IEEE1886
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Based on the values of these parameters, MORETO is able to generate a list of security requirements which
can cover the security flaws of the given values in a category or sub-tree form. For example, the RTU in this
Use-case is connected with a Digital and Analogue device. So, an example, the following Figure 17 shows

the subtree of the Analogue security requirements generated under a sub-under or category named
”Analogue” (cf. upper-left corner of Figure 16).

Alarm point change detect ]

V ’ Encrypting serial ’

communications

Protocol-specific security
Specific cryptographic features ]

features
\ \
= N \ 4
2o \ \ /

~

N\
‘ Superuisory permissive control ’ \ \ /
~

Cryptographic techniques ’<} CSSETa

[, £vents / |
i z ! 24\
s 7 /

/ | Communications port access
‘ 1ED functionality compromise |

ﬁ / [ Event and alarm grouping ’

Alarms I

Figure 17.The subtree of the Analogue security requirements

3.1.3.1. STO1 Architecture-Driven Assurance

The features for Architecture-Driven Assurance address a model-based safety & security product
requirement management. They were provided in the first iteration and described in D1.4 [4], having
significantly been enhanced since then. The tool MORETO was tailored to support the full range of IEC
62443-4-2 and the automatic generation of security requirements has been implemented. The process of

security analysis and requirements generation was now exercised not only for an exemplary portion but for
the entire RTU and it provided valuable results to the use case.

Table 6. CS1-Architecture-Driven Assurance: US2-Model-based requirement management

Realisation Scenario | Model-based requirement management

Scope In Iteration 1, a subset of the following standard was used as a basis for safety and
security product-related requirements. Related requirements were selected
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Tool Settings

Participants

Activities realised

Usage Decisions

(additional requirements might be derived based on system specifics).

IEC 62443-4-2

In the second iteration, the following standard was used in addition:

IEEE 1686

Of high importance in the second iteration was, however, the introduction of
automatic generation of missing requirements by the tool MORETO.

In both iterations, the Model-based Requirement Management Tool (MORETO)
was used (which is an extension of Sparx Systems Enterprise Architect), developed
by AIT.

System analysis, specifications and evaluation: TLV
Tool user and developer: AIT

Iteration1:

MORETO started with four diagrams to model systems for industrial
automation and control systems. The RTU device was integrated but in a simple
form. Import related requirements as SysML requirement diagram.

IEC 62443-4-2 is an integral part of MORETO.

The security requirements analysis process is a part of this version based on the
Drag-and-Drop.

A simple automation feature is integrated with this version, using JScript
language which is managed under the umbrella of the enterprise architect.

The scripts feature in EA has many limitations.

Identify and link requirements related to specific parts of the system model
from (1).

Specify additional safety and security requirements based on co-analysis.
Evaluate the results of the correctness of the requirements and soundness of
the approach with relation to multi-concern assurance.

Iteration 2:

A new RTU diagram has been added to MORETO toolbox, which has additional
features of CPU-RTU initial configurations.

The features of MORETO toolbox have been expanded by replacing JScripts
with C# language.

The C# language makes MORETO more reliable and stable than the EA's script
languages.

Enhancement of the contents of IEC 62443-4-2 and integration of IEEE 1686
with MORETO.

The pattern feature for all security standards has been integrated with the
current version of MORETO.

Modelling of several relevant configurations in MORETO.

Creation of missing security requirements of the configuration for compliance
with IEC 62443 and |IEEE 1686.

Iteration 1:

MORETO is an external tool to the AMASS platform. It might be possible to
import the artefacts into the AMASS platform using a third-party adapter.
However, in the meantime, the same models were duplicated in Papyrus, as an
internal tool for the AMASS platform.

As a starting point, the focus was set on IEC 62443-4-2 for cybersecurity. Other
standards such as IEC 61508, IEC 62351 and IEEE 1686 could be considered
depending on the need.

Iteration2:
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Expected Results

Conclusions

MORETO is external to AMASS and needs an integration. SysML provides an
interface to the AMASS platform; necessary adaptations are currently (March
2018) under discussion with TEC.

MORETO has been extended to support also IEEE 1686 as this standard is very
useful to be applied to the RTU.

Furthermore, the tool is used for automatic requirements generation; this
improves efficiency significantly.

Iteration 1:

Product-related system and component safety and security requirement
specification in the form of a list and in package of SysML diagrams.

Iteration 2:

Automatic generation of system and component security requirements
compliant with IEC 62443 and |EEE 1686.

MORETO is a tool for security requirement analysis, allocation, and
management using SysML/UML models.

MORETO toolbox applies to any system that can be modelled in SysML/UML
(e.g. cyber-physical production systems CPPS).

It supports manual and automatic security requirement generation and
allocation.

System model and requirements, all in one place.

Possibility to import additional requirements, or to export to different formats.
MORETO is a plug-in that can be installed and integrated with Enterprise
Architect which considers one of the top modelling tools in the industry.
MORETO comes with a full installation package ready to be integrated with
Enterprise Architect.

The automatic generation of system and security requirements, was applied to the
RTU, based on IEEE 1686 standard. For final iteration, IEC 62443 will be also
applied to RTU.

3.1.3.2. STO2 Multi-concern Assurance

In AMASS, Safety & Security Co-Analysis can be implemented in more than one way:

1. Using a dedicated co-analysis tool: FMVEA

According to D4.3 "Design of the AMASS tools and methods for multi-concern assurance (b)" [5], one
available co-analysis method is FMVEA (Failure Modes, Vulnerabilities and Effects Analysis). The
respective tool is currently under development and will be available in the third iteration.

2. Combining the analysis processes of separate tools by a common workflow by WEFACT.

Also, in D4.3 [5], the method of combining multiple analysis tools by WEFACT (Workflow Engine for
Analysis, Certification and Test) in order to achieve co-analysis is described. WEFACT has been
available since the second iteration and is currently being extended with enhanced features.

More details about both, FMVEA and WEFACT, can be read in D4.3 [5].

Table 7. CS1-Multi-concern Assurance: US2-Safety & Security Assurance Case

Realisation Scenario | Safety & Security Assurance Case (including co-analysis)

Scope

Iteration 1:
e During the first iteration, an analysis of the product security requirements

from IEC 62443-4-2 and ISASecure EDSA specification were conducted, in
order to 1) interpret technical requirements with respect to concrete product
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and usage context, 2) conduct requirement allocation, and 3) decide testing
method and tool chain for assurance proof.

FMVEA analysis was used to identify safety hazards and security threats, and
their interrelations.

Iteration 2:

e A new tool supporting the above mentioned FMVEA method is being
designed. As a base platform, Eclipse-RCP and Enterprise Architect (EA) were
under discussion. Experience with other Eclipse-based development and with
EA in the context of MORETO influenced the decision in favour of EA.
Currently (April 2018), most of the underlying database has been designed
and the user interface is currently under development.

Tool Settings Iteration 1:

e Excel sheet, optionally Microsoft Threat Modelling Tool for additional threat
identification

Iteration 2:

e Excel sheet

e Combining tools via WEFACT, e.g. MORETO or the Microsoft Threat analysis
tool plus APIS FMEA.

The FMVEA tool is expected for the iteration 3.

Participants e System specification: TLV
e Data analysis: AIT
e Result evaluator: TLV, AIT

Activities realised -

Usage Decisions None specific
Expected Results Complete safety and security analysis results in iteration 3.
Conclusions The safety part of analyses has been postponed to iteration 3 in order to

accelerate the security part of the analyse (MORETO). For the 3rd iteration, a full
co-analysis with FMVEA is foreseen.

3.1.4. Coverage of AMASS Prototype P1 Architecture

Table 8 illustrates the implemented functionalities during this second iteration within the Case Study 1.

Table 8. AMASS Prototype P1 Coverage by CS1

STO AMASS Functionality Group Tools
MORETO
Architecture- System Architecture Modelling for Assurance MORETO
Driven Architectural Patterns for Assurance MORETO
Assurance Contract-based Design for Assurance -
Activities supporting Assurance Case -

OpenCert (Safety and Security
Assurance Case)

Multi-Concern

Dependability Assurance OpencCert
Assurance
System Dependability Co-Analysis/Co-Assessment FMVEA
Contract-Based Multi-concern Assurance -
Seamless OpenCert
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Interoperability

Tool Integration Management

Collaborative Work Management

Tool Quality Assessment and Characterization

Reuse Assistant

OpenCert

OpencCert

Cross Intra-

Process-related reuse via management of variability at

process level

Domain Reuse

Process-related reuse via management of variability at

product level

Automatic generation of process-based arguments -

Automatic generation of product-based arguments -

3.1.5. Conclusions

At this stage, the main benefits and potential improvements are identified in Table 9.

Table 9. Benefits and potential improvements for CS1

US Processes

Achievement/Benefits

Improvements/Recommendations

Standards e Modelling of IEC 62443-4-2 and IEC e Modelling of IEC 62443-4-1 and IEC
Models Creation 61508-3 62351
(OpencCert)
Assurance e Selection of the requirements based on | e Addition of roles and users
Project Creation the “Criticality level” and “Applicability | e Addition of scheduling capabilities
(OpenCert) level” e Wizard for project creation

e Usability/User Interface

e Performance
Evidence e Evidence creation for safety and ¢ Reuse of evidences
Management security assurance project e Wizard for evidence management
(OpencCert) ¢ Usability/User Interface

e Performance
Compliance o Filters about compliance information e Addition of executive summary and
Management using the new function “Mapping new charts with gaps analysis
(OpencCert) Table” e Wizard for compliance management

e New metrics and charts o Usability/User Interface

e Performance

e Information visualisation
Model-based e New RTU diagram with additional e Enhancement of the RTU modelling,
requirement features by differentiating control RTU and
management e Pattern feature integrated gateway
(MORETO) e Automatic generation of system and e Integration of MORETO with the

component security requirements AMASS platform
compliant with IEC 62443 and IEEE 1686 | @ Modelling of IEC 62443-4-1, IEC 62351
and IEC 61508 requirements

Safety & Security | e Preliminary FMVEA analysis to identify e Integration of FMVEA analysis in the
co-analysis safety hazards and security threats AMASS tool
(FMVEA)
Safety & Security | e It has been postponed to iteration 3 e Creation of the assurance case
assurance case according to WP4 results
(MORETO)
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3.2. Case Study 2: Automotive domain: Advanced driver assistance
function with electric vehicle sub-system.

3.2.1. Case Study Specification

The Case Study 2 will be based on an advanced driver assistance function (e.g. a traffic jam assistant
function allowing highly automated driving of a car on highways up to a defined max speed), in which
several electric drives (controller, power electronics and electric machine) act as actuators. The case study
will be executed using modelling, analysis and verification tools and their respective tool integrations.

The focus of this case study is on building blocks for ADAS with electric vehicle sub-system. The
collaboration within AMASS will support the collection of field data and system requirements.

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and
business impact” [1].

3.2.2. US1: Reuse of safety artefacts within a product family (Intra-domain reuse)

The goal of US1 is to bring intra domain reuse forward. In the automotive industry, price sensitivity leads to
a strategy to develop product families rather than single products. Many times, products are not designed
and developed independently and they belong to a product family (e.g. product line). Even if, products
from the same product line are quite similar, those product families require assurance of all "family
members", which would drive efforts leading to significant price increase. Therefore, this usage scenario
attempts to reusing safety assurance artefacts between different products of the same product line.

It has to be noted that this is an ongoing work which will be completed in the next iteration.
3.2.2.1. STO1 Architecture-Driven Assurance

Table 10. CS2-Architecture-Driven Assurance: US1-Reuse of safety artefacts within a product family

Realisation Scenario Reuse of Safety Artefacts within a product family

Scope Model-based design of the AURIX controller

Tool Settings Enterprise Architecture/Medini Analyze

Participants Aurix Controller Architecture Model IFX
Analyses execution IFX, B&M, KMT
Evidences generation

Activities realised AURIX architecture modelling by using Enterprise Architecture and Medini
Analyse

The main purpose of this Usage Scenario is to define the safety requirements
for the item, the safety architecture. These specifications must be considered:
e [tem definition

¢ Functional safety requirements

¢ Technical safety requirements

e Hardware safety requirements

e Software safety requirements

Usage Decisions n.a.
Expected Results Complete architecture including safety information and preliminary analyses
results.

Part 1 of Safety Concept ACC by KMT:
e [tem definition
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e Functional safety requirements
e Technical safety requirements
e Hardware safety requirements
e Software safety requirements
e System Design

e Hardware Architecture

e Software Architecture

Conclusions Some implementations regarding reuse feasibility with the AMASS tools have
been postponed to the third iteration. Once the results are obtained, the
different usage scenarios will be evaluated to get metric figures.

3.2.2.2. STO3 Seamless Interoperability

Table 11. CS2-Seamless Interoperability: US1-Reuse of safety artefacts within a product family: evidence management

Realisation Scenario | Reuse of Safety Artefacts within a product family: evidence management

Scope This usage scenario enables the user to record and retrieve consistent artefacts
for a baseline system specification.

Visualisation of the evidences to be provided in compliance with what is
required by I1SO 26262 and any additional reference document (e.g. company
processes, regulation requirements, etc.).

Definition and visualisation of the mappings between the evidences to be
provided and the corresponding artefacts used as evidence.

Tool Settings Medini Analyze and SVN
Participants IFX, KMT, B&M
Activities realised 1. Impact analysis to identify reusable artefacts for a specific project.

2. Specify evidence model. Allow the user to define the set of evidences to be
provided to meet the requirements defined by ISO 26262 and customer
requirements. These evidences must be then mapped to the actual artefacts
collected from the different tools as evidence.

Part 2 of Safety Concept ACC by KMT:

e GSN Requirements Trees (including safety requirements)

e Fault Tree Analysis (FTA)

e Allocation between preliminary-, system-, hardware- and software
architecture

e Allocation of requirements

e Safety Concept Report

Usage Decisions NA

Expected Results This usage scenario aims at demonstrating that the AMASS tool platform allows
to correctly identify common reusable artefacts between specific project and
generic model in order to automatically fill the Hazard Log.

Conclusions NA

3.2.2.3. STO4 Cross Intra-domain reuse

Table 12. CS2-Cross Intra-domain reuse: US1-Reuse of Safety Artefacts within a product family: intra-domain reuse

Realisation Scenario | Reuse of Safety Artefacts within a product family: intra-domain reuse
Scope Reuse of safety assurance artefacts within different products of the same family
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Tool Settings For now, no specific tools from the AMASS tools have been used. The usage of
AMASS tools (e.g. Reuse Assistant) to address reuse will be evaluated in the next
iteration.

Participants IFX, KMT, B&M

Activities realised First steps on project level reuselF

Usage Decisions NA

Expected Results Impact Analysis of artefacts reuse

Conclusions The reuse capabilities/functionalities of the AMASS platform will be evolved

during P2 in order to improve product and process reuse.

3.2.3. Coverage of AMASS Prototype P1 Architecture
Table 13 illustrates the implemented functionalities during this second iteration within the Case Study 2.

Table 13. AMASS Prototype P1 Coverage by CS2

O AIVIA ona oup 00

Enterprise Architecture

Architecture- System Architecture Modelling for Assurance Enterprise Architecture
Driven Architectural Patterns for Assurance -
Assurance Contract-based Design for Assurance -

Activities supporting Assurance Case -

[ AssuranceCosepecication | -

Multi-Concern Dependability Assurance -

Assurance System Dependability Co-Analysis/Co-Assessment -

Contract-Based Multi-concern Assurance -

Seamless Tool Integration Management -
Interoperability Collaborative Work Management }

Tool Quality Assessment and Characterization -

Reuse Assistant -

Process-related reuse via management of variability at
Cross Intra- process level

Domain Reuse Process-related reuse via management of variability at
product level

Automatic generation of process-based arguments -

Automatic generation of product-based arguments -

3.2.4. Conclusions

Not available.
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3.3. Case Study 3: Automotive domain: Collaborative automated fleet
of vehicles.

3.3.1. Case Study Specification

This Case Study handles with a typical example of a collaborative safety-critical system: a platoon of several
vehicles. A fleet of autonomous model cars in the scale 1:8 (at the state four of them are physically
available) drives and communicate together at runtime via Car2Car communication (based on peer-to-peer
WIFI) to form a system-of-systems (SoS) in a controllable environment. Figure 18 shows the case study
setting.

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and
business impact” [1].

Follower 3

O—

Figure 18. CS3 Main Scenario and one demonstrator

During the development of the case study, it was decided to create a (sub) case study for the validation of
the vehicle powertrain, called “DC-Drive”. This demonstrator is a simplified version of the electrical
powertrain of one car and can used for the implementation of safety measures, regarding the functional
safety of the powertrain and for fault injection of typical, technical failure modes of the powertrain (e.g.
wire breaking).

Based on the initial definition of CS3 usage scenarios provided in Deliverable D1.1 [1], we selected some
primary research topics and created derived usage scenarios that cover the different AMASS evaluation
areas. During the first iteration (D1.4) three usage scenarios were defined: “US1: Safety Assessment of
collaborative automated vehicle functions by model-based safety analysis and fault injection simulations”,
“US2: Model-based safety and systems engineering based on contracts for a distributed system-of system”
and “US3: Systematic creation of functional and technical safety concepts based on contracts for
cooperative vehicle automation”. Since all of share similar concepts, they have been tackled as part of a
unique usage scenario: “US1: Safety assessment for collaborative automated vehicle functions by model-
based safety analysis and contracts”. Furthermore, two new usage scenarios have been defined.

Thus, this is the current status regarding usage scenario definition for CS3:

e US1: Safety assessment for collaborative automated vehicle functions by model-based safety
analysis and contracts

e US2: Process for development of collaborative automated vehicle functions, which considers
functional safety, cybersecurity and reuse aspects.

e US3: Collection and Analysis of Assurance Information.
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3.3.2. US1: Safety assessment for collaborative automated vehicle functions by
model-based safety analysis and contracts

3.3.2.1. STO1 Architecture-Driven Assurance

Defined in the Table 14, the actual result of the iterations in progress will be discussed at this point,
regarding the CACC/Platooning-function and the DC-Drive-validation.

Table 14. CS3-Architecture-Driven Assurance: US1- CACC/Platooning

Realisation CACC/Platooning
Scenario

Scope Model-based design and assurance of “CACC/Platooning”
Tool Settings SAVONA/CHESS
Activities System Definition of top-level Savona 2. iteration in progress
realised Design requirements
CACC/Platooning Savona 2. iteration in progress
functional architecture
CACC/Platooning SysML via MS 2. iteration in progress
functional behaviour Visio
CACC/Platooning Savona 1. Iteration in progress
architecture validation
Safety Hazard analysis - 1. Iteration planning
Analyses  Functional safety - 1. Iteration planning
conception
Contracts- Fault Injection SAVONA- In progress (planned for
Simulations- Monitors AMT2.0-Sabotage 3rd iteration)

Usage Decisions
Expected Results  System design modelling with SAVONA/CHESS and preliminary analyses results.

Conclusions For P2 the automation level between contract-based design (including safety and
nominal behaviour), safety analysis, monitors and fault injection simulations will be
further elaborated.

3.3.2.1.1. CACC/Platooning — System Design

Definition of Top-Level-Requirements

In the previous development iteration, several top-level requirements were defined to develop the first
functions of the system regarding the following use cases:

e Create platoon
e Running platoon
e Join platoon

e Leave platoon

e Dissolve Platoon

4 o“;

In the second iteration, “running platoon”, “join platoon” and “create platoon” functions are chosen. In
addition, user stories describe the typical behaviour of the system, thus, they are refined and implemented
to interact with the environment and the actor. Figure 19 shows an example of a typical user story:
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Name create platoon

Actor future platoon participants

trigger event agreement of platoon creation of both vehicles
description system behaviour and process for creating a platoon
condition

steps to achieve goal

1D actor step when why
cr_plt_1 [Both vehicles Update the own context till the [When the distance Recognition of the other
other vehicle is included between the vehicles is |vehicle as a potentially
smaller than some given |partner for platooning
boundary
cr_plt_2 |Both wvehicles Check if both vehicles can: After both vehicles To make sure that the
- combine their individual recognized each other |common platooning is
context to a shared one and successful, i.e. both
make sure it is up to date, wehicles are profiting and
- physically do maneuvers can reach their individual
together goals
- agree on one common
strategy for driving
cr_plt_3a|Both wehicles Agree to build a platoon and  |after the vehicles agreed |(obvious)
perform the physical task of  |on all points of step 2
building the platoon
cr_plt_3b [Both vehicles Go back to their former driving |After the vehicles failed |To continue following their
manner (automatically or to agree on at least one |individual goals which they
manually, but separated from |of the points of step 2 wouldn’t achieve with the
each other) other vehicle
cr_plt_4a[Platoon Update the context and Periodically after To make sure that the
coordinate necessary creating the platoon platoon is driving safely and
maneuvers has the opportunity to
enlarge or to split up
cr_plt_4b [Vehicle Searching for new potential After leaving a platoon or |Profit by the opportunities
partners for platooning after a failed platoon- which platoons are providing
building (save time or fuel, ...)

exceptional behaviour |-

Figure 19. Example of a user story for the CACC/Platooning-function

At the current state, the existing requirements will be further refined and used for the development of the
system architecture. The requirements will be developed into a semi-formalized way, by doing so,
functional and safety contracts will be easily created. These contracts will be part of the model-based
development of the function.

CACC/Platooning functional architecture

The functional architecture is created in the SAVONA tool and structured under the context of multi-
function integration. This means that, several vehicle functions (Like CACC, Lane Keeping, Automated
parking, etc.) can easily be integrated in the functional architecture with a minimum impact on the vehicle
architecture. Furthermore, all modules of the architecture are designed in a way to easily integrate the
functional and safety contracts. After the definition of the first requirements, they will be converted into
contracts and implemented in the functional architecture of the vehicle in SAVONA.
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“Model Car
“[LAYER]: Environment Perception ~[LAYER]: Environment Data Context Analysing ~ [LAYER]: Vehicle Functions ~[LAYER]: Vehicle Behavior Planning ~[LAYER]: Actuator Control
S -
R0 Sensor Data Chain
= [LV12): Traffc Sign Recognition

% insmage cnckfess  # o Dt Trabe Sgre <uratrads B

B3 * cnvim rower

T g oz

Implemented function Planned / in development
(part of AMASS) (part of AMASS)

1] (notportot AMASS) || ;;tmp:li!,;fml

Representation of
default port configuration
for every block

Figure 20. Current vehicle functional architecture (current progress)
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CACC/Platooning functional behaviour

Due to the fact that model-based engineering includes, besides the requirement and the model structure,
the description of model behaviour, several behaviour diagrams for the function are created.
Unfortunately, SAVONA does not support these kinds of diagrams, so the MS Visio Tool is used for this part
of development. At present, there are activity diagrams, sequence diagrams and use case diagrams
available.

CACC/Platooning architecture validation

As one of the key features of SAVONA, the correctness of the functional architecture will be validated by
the model checking feature.

File 3

€| 3% Delete Selected Element Delete = in LK_Ctrl: <Undefine
~J Format 3
J  Validation v | J  Validate model
~3  Edit v |  Validate subtree
— .
Create New Diagram b # Remove markers from model
¢ Remove markers from subtree

Show/Hide 3

] Show Properties View

Properties

Figure 21. Example of the validation of the functional architecture in Savona

3.3.2.1.2. CACC/Platooning — Safety Analyses

A CACC/platooning-function has a highly degree of rigor in the assurance of safety related functionality. For
the development of functional safety, regarding the safety methodology of 1S026262 for automotive
system development, the following steps are planned:

Hazard analysis

Due to fact that the demonstrator only drives in a laboratory environment, only hazards, which include the
interaction of the vehicles inside the platoon e.g. a rear-end-collision, will be chosen. The development of a
top-level safety goal can be set by the responsible safety engineer in the same way as in traditional safety
engineering by a Hazard Analysis and Risk Assessment (HARA). This obviously requires scaling it to the
model cars. Results of this development can be like:

Hazard Safety Goal

Unjustified brake application, which leads to a Ensure a sufficient time gap between
rear-end-collision with platoon member. platoon participants to avoid collisions.

Functional safety concept

It has to be proven that the defined safety goals hold for each mode of operation, use cases and expectable
environmental situation (e.g. sudden strong braking of the leading vehicle, which can be constrained by an
assumption about physically reasonable deceleration values), even in presence of failures.

To achieve the safety goals, we will define a functional safety concept, which mainly follows the steps
defined in the figure below.
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Functional safety concept ,,CACC Platooning”

«safety goal» «hazard»
«trace
SG_x ) H_x
|
|
|

VerifiedBy
«refine» «hazard analysis and risk assessment» «refine»
HaRa_CACC/Platooning

«functional safety
measure» trace

«functional failure mode»

«deriveReqt» /|
eReq y FSM_x | FRAOLX
/ |
/ | RS

/ .
| / "
i VerifiedBy RefinedBy
! RefinedBy «fault coverage matrix» «fault tree analysis»
!| «safety strategy» «refine» SG_x_fault_coverage_matrix SG_x_FTA
3 SG_x_GSN

«functional safety
requirement»

FSR_x

Figure 22. Methodology of functional safety requirement development for the CACC/Platooning function

The steps of this development will be repeated iteratively, until all identified failure modes are
appropriately covered and the residual risk is acceptable.

3.3.3. US2: Process for development of collaborative automated vehicle
functions, which considers functional safety, cybersecurity and reuse
aspects

The main purpose of this Usage Scenario is to evaluate a joint process concerning functional safety and
cybersecurity and the ability for cross concern reuse. The process deals with verification of collaborative
automated vehicle functions and reuse of processes.

These specifications must be taken into account:

e IS0 26262 for functional safety
SAE J3061 for cybersecurity

The cross-concern variability management and co-engineering scenario shows the usage of EPF-Composer
(EPF-C) and the BVR tool to model the automotive Security-informed Safety-oriented Process Line with
consideration of co-engineering. This usage scenario shows the process related to the verification of the
system design of the Car2X Communication Manager unit.
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State Data— ;
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Car2X Com é
\_,; Ego Motion Model control signal—e| Steer Servo
Manager
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steering angle

Mid-Range

mid range local objects data

Ultrasonic

platoon leader data/platoon vehicle data

WLAN Interface

Figure 23. Simplified System Architecture in the model car [4]

The first step is the identification of standards, which are needed to implement communication between
vehicles. I1ISO 26262 and SAE J3061 are taken into account because functional safety and cybersecurity has
to be considered. A SiSoPL model related to functional safety (ISO 26262) and cybersecurity (SAE J3061) is
defined. The presented solution uses the integration of EPF-C and BVR-tool. The process development
(especially the base model) is done with EPF-Composer (see Figure 24). Afterwards variability aspects are
managed with help of the BVR tool (see Figure 25).
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Figure 24. EPF-C Work Breakdown Structure of verification process
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To perform verification steps, different verification methods can be selected based on I1SO 26262-4. I1SO
26262-41 establishes both deductive (e.g. FTA) and inductive analysis methods (e.g. FMEA) which
recommendation level depends on the specified ASIL (Automotive Safety Integrity Level). For example,
FMEA is highly recommended for ASIL A, B, C and D, whereas FTA is recommended for ASIL B and highly
recommended for C and D. The considered variability in this scenario deals with the verification method
Fault Tree Analysis (FTA).

Since FTA is not highly recommended for ASIL B, the FTA would be removed from the process The ASIL is
concluded once a HARA has been performed by means of a different process.

In the defined situation, the communication manager has to be developed according to ASIL B
requirements. For that reason, FTA is removed from the process by the BVR tool. Figure 25 shows that FTA
has the value true in the resolution diagram. This means that it will be removed from the process.

‘ 15026262 = true '

Concept_Phase = true

[DeveIop_functronal_safety_concept = true J TARA = true

HARA = true

(Venflcanon_of_the_functnonal_safety_concepl = true) ((+) ASLL = true) (ISO 26262 Recl = true) [SecLevel = true)

AT
[Venﬂcanon_planmng - lrueJ [Venﬁcatnon_spec:flcatlon = trueJ \[Secu = trueJ [SecLZ

/

L
«_products_to_be_verified = lrue) [Deflne_the_methods_used_for_venﬁcanon = Uue) (PP = true) [P false

System_design_walkthrough = false) (FMEA = false) FTA = true FMVEA = false) [ATA = false
({({((B and P) and \\
(((B and PP) and
PP) or ((B and P)
(not P)) or (((noc ((CC and PP) or
2 and (not PP))) or (CC or D) implies
B) and (not CC)) (D and PP)) implies
({not A) and (not PP
and (not D))) implies (not FTA)
B))) implies (noc
FTA
FTA)

Figure 25. BVR-Resolution diagram: integrated safety and security process (ASIL:= B)
3.3.3.1. STO2 Multi-concern Assurance

Table 15. CS3-Multi-concern Assurance: US2-Safety/security co-assessment

Realisation Scenario | Safety/security co-assessment

Scope Development of cross concern processes (functional safety and cybersecurity)
Tool Settings EPF-Composer,

BVR Tool
Participants VIF

1150 26262: "Road vehicles — Functional safety"
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Activities realised Identification of relevant standards
Process definition with focus on cross concern activities

Usage Decisions

Expected Results A SiSoPL model related to functional safety (ISO 26262) and cybersecurity (SAE
13061) is defined.
Conclusions The presented solution uses the integration of EPF-C and BVR-tool

3.3.3.2. STOA4 Cross Intra-domain reuse

Table 16. CS3-Cross Intra-domain reuse: US2-Process-related reuse via management of variability at process level

Realisation Scenario | Process-related reuse via management of variability at process level

Scope Development of cross concern processes (functional safety and cybersecurity)
Process variability

Tool Settings EPF-Composer,
BVR

Participants VIF

Activities realised Identification of relevant standards

Process definition with focus on cross concern activities
Process variability management

Usage Decisions -

Expected Results Process reuse between I1SO 26262 and J3061
Conclusions The so-called “Process-related reuse via management of variability at process
level” functionality has been used.

3.3.4. US3: Collection and Analysis of Assurance Information

This usage scenario deals with the collection of assurance information of the use case (e.g. system models
and standards) and on the analysis of their quality with TRC tools.

No work was reported on this usage scenario for the first development iteration of AMASS. For the second
iteration, Simulink models have been indexed and also imported to TRC tools. Different files have been
used and some of the imported models have later been analysed for quality assessment (Figure 26 and
Figure 27). Finally, a partial semantic representation of ISO 26262 has been created.

For quality analysis, SQA (System Quality Analyzer) connects to the Simulink model to extract its
information, e.g. terms (components in the model), relationships (connexions between components). Next,
the tool allows a user to use metrics to measure the quality of the model.
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Quality Control Project configuration Quality Assurance

v =R

DCW_2014a_5i
Module - =i Scoreboard  Snapshot Quality ‘Workproducts Metrics Users Charts Metrics Metrics
selector evolution (@ Full view
Module selector ‘Quality scoreboard and evolution Workproducts Correctness Consistency = Completeness |

Overall quality

I ‘High' quality average rate: 63.75%
‘Medium' quality average rate: 0.00%
I 'Low’ quality average rate: 31.25%

Completeness

I Completeness elements - expected and found: 11 (68.75%)
I Completeness elements - expected but NOT found: 5 (31.25%)

Figure 26. Overall quality report
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Figure 27. Detailed quality report

3.3.4.1. STO1 Architecture-Driven Assurance

Table 17. CS3-Architecture-Driven Assurance: US3- Quality Analysis of Simulink model

Quality Analysis of Simulink model

Realisation Scenario

Scope Determine the quality level of a Simulink model
Tool Settings SQA
Participants e UC3
e TRC
Activities realised 1. Selection of metrics for quality assessment
2. Simulink model import
3. Quality evaluation execution
4. Quality results analysis

Usage Decisions
Expected Results
Conclusions

Selection of a specific, relevant model
Quality report
The quality analysis was successfully performed. The Relationship Metric
revealed that the 33% of the relationship selected in the metric were not found
in the model. That means that it is necessary to include two connexions between
components. The metric Terminology Coverage indicated that the 70% of the
terms selected in the configuration had been found in the model. In this case, it
is necessary to add three components that are missing in the model.
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3.3.4.2. STO3 Seamless Interoperability

Table 18. CS3-Seamless Interoperability: US3-Simulink model import with OSLC KM

Realisation Scenario | Simulink model import with OSLC KM

Scope
Tool Settings
Participants

Activities realised

Usage Decisions

Expected Results

Conclusions

Import of Simulink models to TRC tools for their later analysis
SQA, KM

e UC3

e TRC

1. Configuration of the OSLC KM connector
2. Selection of the model to import
3. Model import

Selection of a specific, relevant models
Imported Simulink model

Successful model import

3.3.4.3. STOA4 Cross Intra-domain reuse

Table 19. CS3-Cross- and Intra-domain reuse: US3-Methodology to represent system artefacts: indexing of Simulink

models

Realisation Scenario | Methodology to represent system artefacts: indexing of Simulink models

Scope

Tool Settings
Participants

Activities realised

Usage Decisions
Expected Results
Conclusions

Semantic indexing of imported Simulink models for their later management with
TRC tools

KM
e UC3
e TRC

1. Configuration of KM indexing process
2. Selection of the model to index
3. Model indexing

Selection of a specific, relevant models
Indexed Simulink model

Successful model indexing

Table 20. CS3-Cross- and Intra-domain reuse: US3—Compliance management by means of the Semantic
representation of ISO 26262

Compliance management by means of the Semantic representation of ISO
26262

Scope
Tool Settings
Participants

Activities realised

Representation of ISO 26262 with ontology-based technologies
Knowledge Manager (KM; TRC)

e UC3

e TRC

The activities correspond to the application of the approach for semantic
representation of safety standards presented in D6.5 and D6.7.

1. KM configuration for representation of ISO 26262

2. Initial specification of an ontology for ISO 26262 with its glossary

3. Partial modelling of ISO 26262 in KM, based on the metamodel for Reference
Assurance Frameworks (Reference Activities, Reference Artefacts, Reference
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Usage Decisions
Expected Result
Conclusions

Artefact Relationships, Reference Activity input, Reference Activity output,

etc.)
None

S Semantic representation of ISO 26262 in KM

Successful representation

3.3.5. Coverage of AMASS Prototype P1 Architecture

Table 21 illustrates the implemented functionalities during this second iteration within the Case Study 3.

Table 21. AMASS Prototype P1 Coverage by CS3

A A

Multi-Concern
Assurance

SAVONA/CHESS
System Architecture Modelling for Assurance SAVONA/CHESS
Architectural Patterns for Assurance -
Contract-based Design for Assurance SAVONA/CHESS
Architecture- SAVONA
Driven KM
RN Functional Verification by Simulink

Activities supporting Assurance Case

and AMT 2.0 monitors (ongoing)
Medini Analyze
Safety V&V
CHESS/SAVONA-Sabotage (ongoing)

OpencCert

[ AssuranceCosepecication |

Dependability Assurance

OpenCert (safety and security case)

System Dependability Co-Analysis/Co-Assessment

FMVEA, EPF-C+BVR (ISO 26262 for
functional safety and SAE J3061)

Contract-Based Multi-concern Assurance

Seamless
Interoperability

Tool Integration Management

SQA, KM via OSLC

Collaborative Work Management

Tool Quality Assessment and Characterization

Cross Intra-
Domain Reuse

Reuse Assistant

EPF-C
Semantic modelling of 1SO 26262

Process-related reuse via management of variability at
process level

EPF-Composer and BVR: I1SO 26262
for functional safety and SAE J3061

Process-related reuse via management of variability at
product level

Automatic generation of process-based arguments

OpencCert

Automatic generation of product-based arguments

OpencCert

3.3.6. Conc

lusions

At this stage, the main benefits and potential improvements are identified in Table 22.
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Table 22. Benefits and potential improvements for CS3

Artefact
System Design

Achievement/Benefits
e Refinement of user stories, based

on experiences by the first iteration.

e Semi formalized requirements
definition and mapping to the
architecture.

e Refinement and integration of the
CACC/Platooning functional
architecture in the model car
architecture.

Improvements/Recommendations

e Anin-tool traceability between

system requirements/system
structure and system behaviour (e.g.
sequence- or activity-diagram-
entities).

Safety Analysis

¢ Validation of methodology for
model based safety engineering of
autonomous vehicle functions.

e First steps on the integration of the
contract-based approach-fault
injection and monitors for an early
validation of safety concepts.

Integration of safety-methodology-
artefacts in Savona.

Integration of SAVONA, AMT 2.0
(monitors) and SABOTAGE (fault
injection).
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3.4. Case Study 4: Space domain: Design and safety assessment of on-
board software applications in Space Systems

3.4.1. Case Study Specification

Sentinel-3 is an ocean and land mission to measure sea-surface topography, sea- and land-surface
temperature, ocean colour and land colour with high-end accuracy and reliability. The mission will support
ocean forecasting systems, as well as environmental and climate monitoring. The first satellite of the
constellation (Sentinel-3A) was launched on February 16", 2016, whereas the second launch (Sentinel-3B)
is foreseen for 2018.

Each satellite is composed of six payload instruments: SRAL (Synthetic Aperture Radar Altimeter), SLSTR
(Sea and Land Surface Temperature Radiometer), GNSS (Global Navigation Satellite System), MWR
(Microwave Radiometer), OLCI (Ocean and Land Colour Instrument) and DORIS (Doppler Orbitography and
Radiopositioning Integrated by Satellite). Figure 28 depicts these instruments together with the SMU
(Satellite Management Unit), which represents the central intelligent core of the satellite at the same time
as controls all the payload instruments (e.g., TC, TM, signals, etc.). The Case Study 4 (CS4) concentrates on
the Ocean & Land Colour Instrument (OLCI). It represents the multi-spectral optical camera for ocean and
land colour.

: AMASS |
: I
I
I

SRAL SLSTR GNSS MWR DORIS

Figure 28. Sentinel-3 instruments

The CS4 standpoint has been slightly modified from the one presented in Deliverable D1.1 [1], covering not
only some specific software functionalities but also a high-level view of the system architecture. The scope
is to expand in order to cover the whole architecture-driven assurance process taking advantage of AMASS
tools and to analyse the toolset suitability for designing space systems.

Namely, the AMASS design covers:

Requirements specification and formalization.
Design of the high-level system architecture.
Design of two software functionalities.
Conduction of safety analyses

Generation of the safety case.

vk wnN e

Figure 29 shows the main elements of the OLCl instrument together with the communication links. The ICM
(Instrument Control Module) is mainly responsible for the global managing of the OLCI elements and it
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directly communicates with the SMU. The ICM supports the software which runs on an ERC32
microprocessor with SPARC v7 architecture.

(—> Data Link

— Power Line

(— . (’ -
Sentinel-3

SMU
-« Other Lines

Figure 29. High-level view of the System Architecture of the OLCI instrument

The ICM software integrates both the RSW (Rescue Software) that implements a limited set of
functionalities, and the OPSW (Operational Software) that implements the whole ICM functionality. RSW is
classified as CRITICAL software (Level B), whereas the OPSW has MAJOR criticality (Level C). The software
functionalities covered in CS4 are part of the operational software:

e The algorithm for controlling the Video Acquisition Module (VAM).
e The Focal Plane Assembly (FPA) that provides the Science Video Frames for creating the Science
Report that is part of the satellite telemetry.

The dependability and safety processes were carried out manually in the real development process, and
conducted at the same time as the software was developed, with no tool support. In this case study, these
processes are tightly coupled to the model-based design and the evidences are automatically generated
from the AMASS tool framework. These evidences might derive new requirements or design constraints
which can be introduced back in the model (i.e., iterative process).

As described in the Deliverable D1.1 [1], the CS4 usage scenarios will be performed over the same model-
based design.

3.4.2. US1: Baseline — Architectural design (Common to all CS4 usage scenarios)

The baseline of all CS4 usage scenarios is the OLCI architectural-driven assurance model. This model will be
subsequently analysed to derive the results of the following usage scenarios:
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e US1.1 Assessment of components reuse using different execution platforms.

e US1.2 Re-qualification impact of modifying the hardware platform.

e US1.3 AMASS platform analyses to define safety, performance, reliability and availability
requirements.

3.4.2.1. STO1 Architecture-Driven Assurance

Table 23 compiles the following information about CS4 architectural-driven assurance technical objectives:
e Artefact: Element/process required to fulfil a safety technical objective.
e Tool feature: Tool capability required to produce the case study artefact.
e Status /Implementation phase:

o Current development status of each artefact. Possible values: Not started, Started, On-going,
Completed, Updated). It shall be noticed that although a specific artefact is already complete, it
could be updated during the third iteration, e.g., model updated according to a specific analysis
needs and results.

o The status is specified together with the implementation phase (AMASS iteration) in which that
status was reached: 1% iteration, 2" iteration, 3 iteration.

Table 23. CS4 functionalities and status

CS4 Artefact

Architecture
Driven
Assurance -
System Design

System requirements
definition

Tool feature

CHESS SysML Requirements
Diagram

Status / Implementation phase

STARTED / 1% iteration
(requirements identified but not
formalized)

COMPLETED / 2™ iteration

Requirements
formalization

Definition of Formal
Properties
Contract-Based Approach

COMPLETED / 2™ iteration

Requirements early
verification

CHESS Requirements
Semantics Analysis
CHESS Validation of
Contracts

IN-PROGRESS / 2" iteration

System architecture

CHESS SysML Block
Definition Diagram

COMPLETED / 2™ iteration

Software architecture

CHESS Class Diagram
CHESS SysML Block
Definition Diagram

CHESS Composite Structure
Diagram

COMPLETED / 1 iteration

UPDATED / 2" iteration (FLA
behaviour added, data types and
interface updated, e.g. primitive
data types used)

Functional
refinement (internal
hierarchical structure)

CHESS SysML Block
Definition Diagram

CHESS SysML Internal Block
Diagram

CHESS Contracts
Decomposition

CHESS Refined Ports

CHESS Hierarchical Model
View

COMPLETED / 2™ iteration
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Artefact

Tool feature
CHESS V&YV Results View

Status / Implementation phase

Components nominal
and faulty behaviour

CHESS UML State Machine
Diagram

COMPLETED / 2" iteration

Architecture
Driven
Assurance —
Safety Analysis

Functional early
verification

1) Consistency check of
formal properties

2) Model checking

3) Contract-based
verification of state-
machines

4) Contract-refinement
verification / Contracts
refinement view

5) Contract-based
verification of strong/weak
contracts

IN-PROGRESS / 2™ iteration

Model/Contract-
based safety analysis

1) Fault Tree Analysis
2) Contract-Based Safety
Analysis

IN-PROGRESS / 2" iteration

Architecture Evidence generation

Safety Analyses Results

IN-PROGRESS / 2" iteration

Driven
Assurance -
Safety Case

Link to architectural
entities

Traceability between the
assurance case and the
architectural entities

NOT STARTED / 2" iteration

Document generation

Documentation of the
modelling of the system
components

IN-PROGRESS / 2" iteration

Integrity Tool connection

Usage of external tools:
OCRA, nuXmv and xSAP

IN-PROGRESS / 2" iteration

Below are described the results obtained at the current stage of development (2™ iteration).

CS4 covers the complete architecture-driven assurance process. This process can be mainly divided into

three steps:

e STEP 1 — System design. Model based design of the OLCI instrument. It starts defining the system
requirements in natural language, which are subsequently formalized using formal properties and
contracts (including contract refinement). Traceability ensures the fulfilment and quality of these
requirements. Secondly, the design covers both the system and software architectures, including

nominal and faulty behaviour.

e STEP 2 — Safety analysis. Safety analysis generates the safety artefacts (e.g., model checks,
consistency checks, etc.) from the system design. They are used to demonstrate the safety of the

system under development.

e STEP 3 — Safety case. Collection of all the relevant output evidences from the safety process: V&V
and safety analyses, traceability matrices, documentation, etc. They demonstrate and assure that
the OLCl instrument is safe according to its criticality level.

The complete process is described below:

1. System Design:

1.1. System requirements definition
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Requirement are defined using natural language. Each requirement includes an identifier, a title,
the text/statement (see Figure 30) and are mapped to the design entities that implement them,
e.g., a formal property.

TM_Generation

uML Id
Comments Text
SysML
Profile

Is abstract

fopsw-001

MName

TM_Generation

TM (Service 1) shall be generated 10 seconds after the TC reception at maximurm.

Citrue (@ false

s leaf (true

Figure 30. Requirements definition

(@ false

Figure 31 depicts the SysML Requirements Diagram. In this case, the text of the requirements is not
displayed, just the requirement title. Each requirement is associated to the design entity that

satisfies it.

«Requirements
[ TM_Generation

«Requirements
WVAM_Mode

«Requirements
DPM_Resetting

«Requirements
WAM_Power_ONOFF

«Requirements
WAM_Reset

«Requirements
VAM_Conwerse_Offset

«Requirements
VAM Disengage_Offset

«Requirements
VaM_User_Calibration_Params

A
W «Satisfy,’
- D Satisfy]
«Requirements “o Satisha A
ICh_States ., «Sati:g» . wSatisfy-
S «Satisfys K Sat’\sfyd
R~ *Satigfgfs - gt _
N Satisfy}  «Blocks b S
N «Requirements %E'J_f)’_ Eicm a7
N RESCUE_OPSW _Transition " =7 «Satisfys
N «Satisfys -~ - Satisfy3
T ~. Satisfyd
. N
. N
= \\\ \\\ «Satisfys «Requirements
- . \§atlsfy'l Refuse_Mode
T~ *\ wSatisfys
. \Sati:%;i
~ . N
?‘k\__ T _«Saffsfye o
~a Sytisfy3, -
. - ~ - \\ » .
. iy .
<-. - «Sati:?y»ég%lsﬁ‘ LU N «Satisfys =
T . Satisfys . s N Satisfy 1. - - = =
CSatisfyn T ,_-""‘ «Satisfys
i) =1 VAM_Contralle SatisfyT2
S T
AN

«Requirements
VAM_Private_Params

«Requirements
Storage _Calibration_Parameters

«Requirements
Storage_Private_Parameters

«Reguirements
DPM_Alarm

«Requirements
PCDM_Resetting

RN

«Requirements
PCOM_Alarm

«Requirements
FPA_Status

«Requirements
WAM_Status

«Requirements
VAM_Prohibited

=Requirements
CCD_Prohibitted

«Requirements
Modification_VAM_Params

«Requirements
Storage_Configuration_Parameters

«Requirements
CCD_Status_Request

«Requirements
Report_VAM_Params

N N 4
\~‘\'§~.\ Tl Satisfys T
\:\ . ~SaE|sfy'I4
LR e
SO eSatisfys Te.
vov. T Eatisfy15 T
R <Satisfy A 2
Teal . v wSatis
atizfy® \Sag;:'lﬁ
Satis el «Satisfys, T3 s
S T Satisfyl 7+, i
Satisfy16 3 v &Y
[S---"--"" - Stooooooooq E@ToP AR
oSatisys _ _-= " NN
SatisfyH0™ NN
T Ny
F<aa AN
\
«Satisfy “\Q‘
Satisfyd
[Srmmmmm s T = TOC

=Requirements
WAM_Status_Request

Figure 31. OLCl — Requirements diagram

1.2. Requirements formalization

Requirements are formalized using formal properties and contracts. Firstly, formal properties are
defined using the OCRA language. As an example, requirement defined in Figure 30 is formalized

as follows:
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{7} TCreception_guarantee

ey

Rulers And Grid model:medelsystemView:Block diagram: OEU:TCreception_guarantee Selected Property
Advanced always (change(command) - = (time_until{change(smu_telemetry) } <= 10])
Ports
PropertyEditor+
Figure 32. OLCI — Requirements formalization
Secondly, formal properties are traced to the associated requirement(s):
{7} TCreception_guarantee
UML Applied sterectypes: | %] Formalize ERECYP -
Comments 4 FormalProperty  (from CHESSContract) TM Generation
Profile |I§I Formalize: Requirement [*] = [TM_Generation]| -
» (& concern: Concerns [1] = performance
Style
Appearance
Rulers And Grid
Advanced
= v

Figure 33. OLCI - Requirements traceability

Apart from the specification, all formal properties include a name, a visibility and a context, i.e., the
block element they belong to.

Later, formal properties can be used as contracts assumptions and guarantees. Furthermore, each
contract is defined either as a Weak or a Strong Contract for this particular use case, and is bound
to the corresponding block or component.

OEU
ey
Appearance model:modelSystermView::Block diagram:OEU Selected Class
Rulers And Grid Creception : TCreceptionType| w | Contract List
Advanced Assume Guarantee
ContractEditor+ always ( command=DPM_Comm_Alarm or command = DPM_Resetting or -~ always (change(command) - (time_until(c
Contracts command = PCOM_Comm_Alarm ar command = VAM1_Offset_Converg
command = VAM1_Offset_Disengaging or command = VAM1_Resetting «
pentg command = _Offzet_Converging or command = _Offzet_Dizer
OpenCert d = VAMZ_Offzet_C ging d =WAM2_Offset_Di
Ports command = VAMZ_Resetting or command = VAM3_Offset_Converging o

command = VAM3_Offset_Disengaging or cormmand = VAM3_Resetting
< > £ >

Figure 34. OLCI — Contracts definition

Both formal properties and contracts have been defined at the same time as the system
architecture and the functional architectural refinement (see step 1.4) in an iterative way.

1.3. Requirements early verification

a) Requirements Semantic Analysis. This analysis identifies and removes requirement defects.
Steps: Select an OLCI_Instrument component in the Block Definition Diagram - Validation
- V&V Manager.

Result: This functionality is not supported in current version of the AMASS tool. Currently,
the execution finishes with a java.lang.NullPointerException. This error has been reported
to the tool’s provider to fix it in the next release.

b) Contract validation. This analysis checks the contracts correctness.
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Steps: Right-click on the OLCI_Instrument/OEU/ICM/OPSW component > Validation =
Validate contracts for assurance.

Result: The validation finishes successfully. Only some warnings appear due to the
contracts have not claim/artefact associated. These warnings are not relevant for this use
case as no assurance case is defined. The warnings do not affect the use case functionality.

Description

The Contract referred by DPM_ErrorType does not have any claim associated
. The Contract referred by DPM_ErrorType does not have any artefact associated
%y The Contract referred by DPM_ResetType does not have any claim associated
£ The Contract referred by DPM_ResetType does not have any artefact associated
. The Contract referred by OPSW_DPM_ErrorType does not have any claim associated
% The Contract referred by OPSW_DPM_ErrorType does not have any artefact associated

Figure 35. OLCI- Result of validation of contracts for assurance

1.4. System/software architecture and functional refinement (internal hierarchical structure).

Firstly, data types are defined. The data types are used by both system and software architectures.
This facilitates the HW-SW integration process. A set of data types was defined during the first
iteration of the case study, but they have been completed and refined. For example, now UML
primitive data types are used instead of new basic data types to be aligned with the tool

requirements.

aprimitives «primitives
<EDataTypes «EDataTypen
[ Boalean B Integer

«primitives

[ Real

«EDataTypes

aprimitives
«EDataTypes
[ String

«enumeration»
=] Critical_Error_Cause_T

wenumerations

= Local_Start_Exe Error T

«enumerations
Usage_Status T

literals
= None
= em_Not_Able_To_Send_Tc
= Tm_Not_Received
= Trm_Received_But_Not_Requested
= Tim_Received_With_Errors

literals
= No_Error
= Invalid_Function
= Invalid_Mode
= Invalid_Transition
= Number_Of_Parameters_Different_To_Npar
= Invalid_N
= Param_Not_|dentified
= Operation_Prohibited

literals
= Allow
= Prohibited

«enumerations

«enumerations

«enumeration»
TC_Service T

«enumerations
[E] CM_Configuration T

«enumerations
literals
F

=ON

ON_OFF_T

G
=] ICM_states

5 VAM_ Modes T VAM_ID_T
literals literals
=1 VAM_OFf =1VAM 1
=1VAM_ On =IVAM2
= VAM Test =1VAM3
=1VAM Normal
«enumerations
] VAM,_Sets T OPSW _states
literals literals
5 Set 0 = OPSW_Standby
5 Set ] = OPSW_Refuse
= et 2 =) OPSW_Silent

=1 OPSW_Normal

literals
£ |CM Rescue
= CM_Standby
= |CM_Refuse
=1 CM Silent
=1 1CM_Normal

literals
=) DPM_Resetting
I PCDM _Resetting
=1 VAM_Mode_Setting
5 VAMI _Resetting
B VAMI_Offset_Converging
5 VAM1_Offset_Disengaging
1 VAM2_Resetting
=1 VAM2_Offset_Converging

literals
=1 CM_Usage_Allowed
= CM_Usage_Prohibitted
= CM_Position]
= CM_Position2
= CM_Position3
= CM_Positiond

1 VAM2_Offset_D|
= VAM3_Resetting

1 VAM3_Gffset_Converging
= VAM3_Offset_Disengaging
51 SET_CM _Standby_Mode
) SET_ICM_Refuse_Moade
= SET_ICM _Silent_ Mode

=1 SET_ICM_Normal_Mode
= SET_ICM Rescue

«enumeration»
TM_ Service T
Iliterals

£ PCDM_Comm_Alarm
= DPM_Comm_Alarm

Figure 36. OLCI — Data types

Secondly, the OLCI element is represented by the OLCI Instrument System Block in the Block
Definition Diagram. This main block is subsequently decomposed.
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«Block, System, CHGaResourcePlatform»
OLCl_Instrument

properties
=] vam: VAM
[Z] heaters: Heaters
&) calibration_mechanism: Calibration_Mechanism
=] oeu: OEU
B in smu_commands: TC_Service T
€] out smu_telemetry: TM_Service T

operations

constraints
(=] TCreception: TCreceptionType

Figure 37. OLCI — System block

A hierarchical decomposition of the System Block is performed. The set of sub-blocks is defined as
well as the dependencies among them. Figure 38 shows the complete Block Definition Diagram,
highlighting in yellow the OPSW. The SW architecture of the OPSW is defined in the “Components

View”.
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«Block, System, CHGaResourcePlatform» «Blocks
OLCIInstrument Dey ]
properties cooTTTTTT properties
0 vam: VAM E out command: TC_Service T
[ heaters: Heaters & in telemetries: TM_Service_T
= calibration_mechanism: Calibration_Mechanism perations

= oew: OEU
= in smu_commands
El out smu_telemetry:

C_Service T
M_Service T

operations

constraints
5] TCreception: TCreceptionType
{2} {always ( smu_commands=DPM_Comm_Alarm or smu_commands = DPM_Resetting or smu_
{2} {always (change(smu_commands) - > (time_until(change(smu_telemetry) ) <= 10))}

48 return_CCD_status(in ced_status: Usage_Status_T)

£} return_calibration_paramin param_id, in param_value: Real)
b retumn_configuration_param(in param_id, in param_value: Real)

48 return_vam_status(in vam_id: VAM_ID_T, in vam_status: Usage_Status_T)

constraints

G
1 . 9
vam _olci heaters_olci oeu_olci em_olci
1 . oeu + calibration_mechanism
va + heaters ;
«Blocks aBlockn «Blocks «Blocks
[ v =] Heaters = oEu [ Calibration_Mechanism
properties properties properties properties
1 out VAM1_images: Integer £ out Heater]_temperature: Real B in VAM1_images: Integer B in configuration: CM_Configuration_T
) out VAMZ_imag & aut Heater2_temperature: Real B in Heater]_temperature: Real ToTon
El out VAM3_imag &l out Heater3_temperature: Real & in VAM2_images: Integer "
DD e = in VAM3_images: Integer constraints
[ in Heater2_temperature: Real
constraints constraints [ in Heater3_temperature: Real
El out configuration: CM_Configuration_T
B in command; TC_Service_T
El out smu_telemetry: TM_Service_T
(= icm: ICM
(= dpm: DPM
(= pedm; PCDM
operations
constraints
{2} {always ( command=DPM_Comm_Alarm or command = ..
| (2} {always (change(command) ->(time_until(chang...
(= TCreception; TCreceptionType
A euicm
Tpedm aeu_dpm viem
dpm
«Blocks «Blocks
=] 1cm
properties properties properties
E in pedm_reset: Boolean B in VAM1_images: Integer B in command: TC_Service T
& out pedm_error: Boolean B in VAM2_images: Integer & out pcdm_reset: Boolean
B in Heater]_temperature: Real B in VAM3_images: Integer = in pcdm_error: Boolean
B in Heater2_temperature: Real B in dpm_reset: Boolean = in heaterl: Real
= in Heater3_temperature; Real El out image: Integer = inimage: Integer
Bl out conf: CW_Configuration_T El out image2: Integer E out dpm_reset: Boolean
Bl out heater]_temp: Real El out image3: Integer 3 in dpm_error: Boolean
Bl out heater2_temp: Real El out dpm_error: Boolean = in heater3: Real
Bl out heater3_temp: Real El out dpm_fclk: Boolean = inimage: Integer
= inimage3: Integer
operations operations & in heater2: Real
& in dpm_fclk: Boolean
constraints canstraints & gut smu_telemetry: TM_Service_T
[£3ICM _state: ICM_states
[C& IF_Error: Boolean
D critical_error: Critical_Error_Cause T
S rsw_1: RSW
= opsw: OPSW
aperations

properties

constraints
{7} {always(dpm_error=TRUE)}
{7} {always(pcdm_error=TRUE}}
{2} {then ((dpm_reset=TRUE) and (smu_telemetry=DPM_Camm_Alarm))}
RUE) and (smu_telemetry=PCDM_Comm_Alarm))}

CDM _Resetting)}
ALSE) and (time_since(change(dpm_reset)) > 0.01 and time_since(change(dpm_reset))<10))}

{2} {then ((dpm_reset
{2} {then ((pedm_reset = FALSE) and (time_since(change(pcdm_reset]) > 0.01 and time_since(change(pedm_reset)) <10}
(=1 DPM_Error: DPM_ErrarType

=1 PCDM_Error: PCDM_ErrorType

= PCDM_Reset: PCDM_ResetType

(= DPM_Reset: DPM_ResetType

Gperations

constraints

.

opsw_icm

+ opsw

properties
ELVAM1_usage:
ELVAM2 status: 5
[EL VAM3 status: Usage_Status_T
[EL CCD_status: Usage_Status_T
[ELVAM1_mode: VAM_Modes_T
[EL VAM2_mode: VAM_Modes_T
[EL VAM3_mode: VAM_Modes_T
[EL VAM1_SETO_offset: Real
[EL VAM1_SETO_gain: Real
[EL VAM2_SET1_offset: Real
[EL VAM2_SET1_gain: Real
[EL VAM3_SET2_offset: Real
[EL VAM3_SET2_gain: Real
[EL OPSW_state: OPSW._states
L critical_error: Critical_Error_Cause T

Usage_Status_T

operations
48 set_Calibration_Params(in vam_id: VAM_ID_T, in calibration_id: Integer)
4 set_configuration_params(in vam_id: VAM_ID_T, in configuration_param_id)
@ set.vam_mode(in new_mode: VAM_Modes_T)
48 reset vam(in vam_id: VAM_ID_T)
4 perform_offset_disengaging(in vam_id: VAM_ID_T)
4 perform_offset_converging(in vam_id: VAM_ID_T)
% allow_prohibit CCD_usage(in new_usage_status: Usage_Status_T)
4# allow_prohibit VAM_usage(in new_usage: Usage_Status_T)
% get_CCD_status()
46 get VAM_usage(in vam_id: VAM_ID_T)
4§ modify_calibration_param(in param_id: Integer, in new_value: Real)
4 modify_configuration_param(in param_id: Integer, in new_value: Real)
4 get_calibration_param(in param_id: Integer)
4 get_configuration_param(in param_jd: Integer)
48 critical_eror_handler(

constraints
51 OPSW_DPM_Error: OPSW_DPM_ErrorType
5] OPSW_PCDM_Error: OPSW_PCDM_ErrorType
5 OPSW_PCDM_Reset; OPSW_PCDM_ResetType
51 OPSW_DPM_Reset; OPSW_DPM_ResetType

Figure 38. OLCI — Block Definition Diagram
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The components defined in previous Block Definition Diagram are instantiated in the Internal Block
Diagram and their input/output ports connected among them.

«Block, System, CHGaResourcePlatforms

o
1 Gut VAM1 images:
Connector?

«FlowPorts
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-
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Bigan FlowPorts
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“parts
spars 5 oeu: OFU
5] vam: VAM
«FlowPorts
«FlowPorts «parts
oFl o wparts
RV Connecto [5] & invamy & o VAT cainebste HowPogy T em
«FlowPorts Srimdpm_felk Boolean |

<FlowPor
EH"O‘;;":‘MZ imges nkeaey) 2 T  in VAMZimages: nteger <FlowPo injmage1 nteger
o onnectort Z
& out VAM3_images: Integer i on 5 in VAV e, Ao [ o IRNER: Integer
B in VAM3_images: Integer g mi} o
Fowpor outimee il L e e
parts S g et e el oo ]€] @R reset: Boolean FlowPorts ol
S5 heaters: Heaters 5] & in dpm_error: Boolean Bl in commland: TC_Service T
&l out dpm_error: Boolean [ Connector’8l - R Comector [ —————{¢| & in smu_commands TC Service T
= onnectors
<ElowPart: . «parte «Flov[Ports
= MR cemperature: sl «FlowPorthcdm: PCOM “FlowPorts B in command: TC_Service_T
o «FlowPort: 5} Connectors S in Heater] temperature: Rea Conn30—g “FlowPorts
&) out Heater]_temperature: Red i i «FlowPort&l gut heater]_temp: K [3] & in heatert: Real
oEmariorts c A 2] ] «FlowPorts «FlowPorts T Ui e AT e e T FlowPort
& out Heater? temperature: R onnectord 105 in Heater? el [3] Bin H:atarl _temperaturs ea\ iz «FlowPort; Flowboris «FlowPorts
_ FlowPort Connecterd el oz al €l out heater2_temp/Ry} B in heater2: Real = < c & out smu_telemetry: TM_Service_T
] out Heater3.t Real -] 5} l:ﬂ 5 in Heater3_temperature: Real 1=2f 122 L
;FlowPort. e Connza| “FlowPorts & out smu_telemelry: TM Service T
in Heater3_temperature: Real = B i heaterd: Real
o ] “'C i i «FlowParts
= calbration. mechanism: Calbration Mechanism) & out pedm_error: Booleafy] ——[2] & in pedm_error: Baolean
<FlowSSEY «FlowPorts
B in pedm_reset: Boole}f & out pcdm_reset: Boolean
tHowlsis e Connector23
FlowPorts oy {&]& out confs cM_c. T
B in configuration; CM_Cnnflguranon_‘l[rl C"""“""’JE out configuration: CM. Cunflguratﬂ fi o sFlawtans
Figure 39. OLCI — Internal Blocks Diagram
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«FlowPort» «FlowPort»
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% =) opsw: OPSW
eTviCe—T

Connector16
Connector17

«FlowPort»
1Lannectord

e
trrr

«FlowPort»

5 in dpm

«FlowPort»
e Gonnector?

Blin dpm errar: B

- Fr PR
«%Oi\r;/' o];ge‘l: Integer
ldwhorge?: Integer
Fdwprprge3: Integer
Aidppgpe: Real
SR dbenter2: Real
Fdnbspter Rea

3 in pcdm_error: Boolean

«FlowPort»

13 in dpm_fclk: Boolean
«FlowPort»

[ in dpm_error: Boolean

El out ops:

Y|

_smu_tm: TM_Service_T

«FlowPort»

«FlowPort»

Connectorf [] El out pcdm_reset: Boolean

7

£
out pcd

«FlowPort»

w%ﬁ%s—@ €l out dpm_reset: Boolean

m_reset: Boolean

«FlowPort»

Figure 40. ICM — Internal Blocks Diagram

The system design can be visualised using different views:

a)

Hierarchical model view — It shows the hierarchical decomposition of the OLCI_Instrument
component, as well as specifies the number of subcomponents and contracts.
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Systermn Architectures : Murnber of Subcompenents and Contracts
4 = OLCLInstrument 5
E calibration_mechanism:Calibration_Mechanit 0
E heaters:Heaters 0
4 E cewOEU 4
2 ] dprm:DPM 0
- 8] icmiICM 6
& | pcdm:PCDM 0
[=] TCreceptionType
E wvam:Vah ]
[=] TCreceptionType

Figure 41. OLCI — Hierarchical model view

b) V&V Results View — It includes the results of the analyses executed.

Function Status Date Duration (sec) Result Uszer MNotes
ocra_check_validation_prop completed Sat Mar 03 17:36:18 CET 2008 0.842 available eeas
ocra_check_refinement completed Sat Mar 03 17:25:59 CET 2018 2.08 available eeas
ocra_check_refinement completed Sat Mar 03 17:23:11 CET 2018 6.82 available eeas

Figure 42.0LCl - V&V Results View

Apart from the system architecture, the OPSW software architecture is designed. The design was
included in D1.4 “AMASS Demonstrators (a)” [4]. Current iteration adds FLA information. For
example, the figure below shows the FLA Expressions of OEU_Controller_Cimpl.

«Components=
«Componentlmplementation, FLABehavior=
2 | OEU_Controller_Clmp

«LlientServerPort=
[] + Activator_pi: Activation_If [1]

& Edit FLA Expression «ClientServerPort:
:I + ModeManagen
FLA: Activator_pi.omission->ModesActivation_ri.omission;

FLA: Activator_pi.omission-> Distributionfctivation_ri.omission; sClientServerPort:

:| + ModesActivatic

[ e

«(lientServerPort:

+ DistnbutionAct

Figure 43. Edition of FLA Expressions

And the OPSW Composite Diagram is decorated with FPTCSpecification properties that associate
specific failures (e.g., omission) to input ports.
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_1E[1).

«ClientServerPort»

«ClientServerPorts
+ Activator_pi: Activation_If [1]
o
SN
S

+ DistributionActivation_ri: Activation_If [1]

+ Activator.pi Activation_If [1]

&+ TOP: TOP_Clmp [1]

+

S
Connector]1 N
S| <FPTCSpecifications
S

Connector10

«ClientServerPorts

Top_pi: TOP_If [1]

&+ OEU_Distributor; OEU_Distributor_Clmp [1]

5 +TOC: TOC_pi [1]

5]+ VAM_Controller: VAM_Controller_Clmp [1] |

«ClientServerPorts
+ ModeTransition_pi: Mode_Management_If [1]
«ClientServerPort»

+ Activation_pi: Activation_If [1]

Conr|

«ClientServerPorts

k(i::lnne to'«%llentServerPcrt»__ . +VamReset_ri: Reset_If [1]

L]

G \
<ClientfelverPorts
\
\\ +VamCi
\

\

g P,

al 1 ility_If [1] «
+ VamActivation_ri: Activation_If [1]

«ClientServerPorts
I (1]

_rit VamC.

«ClientServerPGaanector2

ClientSi P,

«ClientServerPorts
+Toc_table_pi: TOC_If [1]

AMASS demonstrators (b) D1.5V1.0
«Components»
«Componentimplementation, FLABeh
<] OPSW_Cimp
=1+ OEU_Controller: OEU_Controller_Clmp [1] | S +M OEU_ModeManager_Clmp [1]
«ClientServerPorts Connector21 ClientS Bk
* ModeManagement i Mode Managemen “Clentbenerbors L A W— T
«ClientServerPorts
v(ClnxsnSSev:/eert» ".Cﬂonpec_toﬂ “CliertSemverParts [:l

+ Dpm_ri: DPML_If [1]
«ClientServerPorts

et BentserverPorts
+VamReset_pi: Reset_If [1]

Connector5

+Pcdm_ri: PCDM_IF[T]

AHflentserverPorts

+ EontrollerActlvator_pl: Activation_If [1]
«ClientServerPorts
+ Configuration_pi: VamConfiguration_If [1]

<ClientServerfegfnector?

\

«FPTCSpecification»

=]+ FDIR: FDIR_CImp [1]

«ClientServerPorts
+ FDIR_pi: FDIR_If [1]

Figure 44. OPSW -

1.5. Components nominal and faulty behaviour

Composite Diagram

Nominal and faulty behaviour is defined using UML State Machine Diagrams. In this case the
behaviour of ICM and OPSW components is specified. It includes its operational modes, the events
that trigger the change of modes and the effects of these changes using SMV language. In this

version of the prototype the stereotypes of

the faulty model are manually defined.

( StateMachinel h
Initiall
tart_Transition
RSW
/ OPSW_To_RSW_Transition
[critical_error != None]/...
SW_to_OPSW_Tlransition
[ICM_state=ICM_Resdife & commandSET_ICM_Standby_Mode]/...
& \T
OPsSW cdm_error_trans
[pcdm_error=TRUE]/...
pm_error_trans
[dpm_error=TRUE]/...
- /
_dpm_error_trans
L [pedm_error=FALSE & dpm_error=FALSE]/... )
Figure 45.I1CM — Nominal behaviour
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~N
o,

Figure 46. OPSW — Nominal behaviour

«ErrorModel»
ICM_Error_Model

«ErrorState, StuckAts
ICM_Stuck_At_RSW

«InternalFaults

Figure 47. ICM — Faulty behaviour

2. Safety Analyses — Functional early verification

The analyses tools do not support the system model as it has been designed. The following model
updates/simplifications have been done to conduct the safety analyses:

CHESS supports only state machines with discrete time. The expressions time_until and time_since
have been removed to check the contract implementations. The model of time is ‘Discrete’ instead
of ‘Hybrid’.

CHESS does not support the element Operation in the state machines. They should be replaced
with events (i.e., the UML signals in CHESS). In our case, it has been replaced by the value of
properties.

CHESS does not support the definition of sate machines in non-leaf components. The ICM state
machine has been removed.

2.1. Consistency check of formal properties

Steps: Select OLCI_Instrument/OEU/ICM/OPSW component - CHESS - Validation - Check
validation property on selected component. Then, it is necessary to specify: i) the model of time
that is being used by the system (i.e., ‘Discrete’), ii) the property type (i.e., consistency, possibility
or entailment), iii) the component under analysis and iv) the associated properties ID (see Figure
48).
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Validation Property parameters

Property Type | consistency v

Expression
Component | ICM v
opsw.OPSW_DPM_ErrorType ASSUMPTION ~
) opsw.OPSW_DPM_ErrorType GUARANTEE
Properties |D
| opsw.OPSW_DPM_ErrorType. NORM_GUARANTEE
| opsw.OPSW_DPM_ResetType ASSUMPTION ¥

Figure 48.0LCl — Validation property parameters of ICM component — consistency check

Results: The results generated for the properties defined in Figure 48 are displayed below. As it is
depicted, the analysis finishes successfully. Additionally, the trace of the different ports is
displayed.

In the example below, it is checked that whenever the dpm_error is set to TRUE, during the next
step the opsw_smu_tm shall be set to DPM_Comm_Alarm and the dpm_reset to FALSE.

] Contract refinemen... | 5] Validation property .. 1 | Jf Model Validation %7 References 5] Vand VResults 5] Contracttrace (=] Contract Refinemen... & Hierar

a 77 Input_validation_prop Step 1 Step 2
Success Ports State Ports State Ports
i Trace " heater! 40 40
heater2 0.0 0.0
heater3 2.0 2.0
=l opsw
opsw_smu_tm DPM_Comm_alarm
podm_reset FALSE A
dpm_reset FALSE %
pedm_error FALSE FALSE
dpm_felk FALSE FALSE
imagel 3 3
image2 1 1
image3 5 5
command YAM2 Offset_Disengaging VAM2_Offset_Disengaging
dpm_error TRUE TRUE

Figure 49. Validation property results of ICM component properties — consistency check

A similar validation check is made but setting the dpm_reset to TRUE, in order to check that it is
set to FALSE in the next step. This is the analysis configuration:
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Validation Property parameters

Property Type | possibility v
Expressicn dpm_reset=TRLE
Component | ICM "

opsw.OPSW_DPM_ErrorType ASSUMPTION ~
opsw.OPSW_DPM_ErrorType.GUARAMTEE

| opsw.OPSW_DPM_ErrorType.MORM_GUARANTEE

| opsw.OPSW_DPM_ResetType ASSUMPTION ¥

Properties ID

Figure 50. OLCI — Validation property parameters of ICM component — possibility check

The result is the following:

1 Contract refinemen... | 5] Validation property .. 52 | J Model Validation 7 References 5] VandVResults 5] Contracttrace (=] ContractRefinemen.. & Hierarchical Model... 5] Trac

4 7 Input_validation_prop

Step 1 Step 2 Step 3
Success Ports State Ports State Ports State Ports
f g Trace | - heaterl 70 40
heater2 0 0.0
heater3 9.0 20 20
-l opsw

opsw_smu_tm PCOM_Comm_Alarm

podm_reset

dpm_reset
pedm_error
dpm_felk
imagel
image2
image3 5
command VAMZ_Offset_Disengaging VAMZ_Offset_Disengaging VAMZ_Offset_Disengaging
dpm_error TRUE TRUE

Figure 51. Validation property results of ICM component properties — possibility check

2.2. Model checking — Verification of other state machine properties apart from the contracts.

Steps: Right-click on a component = CHESS = Functional verification = Model checking on the
selected component. Then, it is necessary to specify: i) the model of time that is being used by the
system (i.e., ‘Discrete’), as well as ii) nuXmv parameters (i.e., check type, algorithm type and
property).

Results: It verifies the component behaviour. It also includes all the behaviours from the root to
the leaves of the selected component. This functionality not supported in current version of the
AMASS Tool. There is a bug in the plugin that converts the state machine in .smv file. The variables

with enum type have the enumvalues duplicated. The tool’s provider is aware of this behaviour to
fix it in the next release.

2.3. Contract-based verification of state-machines

Steps: Right click on the ICM/OPSW component (i.e., components with state-machines associated)
- CHESS - Functional verification = Check contract implementation on selected component.
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Results: Functionality not supported in current version of the AMASS Tool. This functionality not
supported in current version of the AMASS Tool. There is a bug in the plugin that converts the
state machine in .smv file. The variables with enum type have the enumvalues duplicated. The
tool’s provider is aware of this behaviour to fix it in the next release.

2.4. Contract-refinement verification

Once contracts are defined, contract refinements are configured. For example, TMreception is
refined by a set of contracts of the ICM component.

=l TCreception : TCreceptionType

T Applied sterectypes: [

Comments ContractProperty (from CHESSContract) |

SysML . (=& RefinedBy: ContractRefinement [*] = [icm.DPM_Error, icrn PCDM_Error, icm PCDM_Reset, icm.DPM_Reset]
» =1 ContractType: ContractTypes [1] = Weak

» (5] status: ContractStatus [1] = notValidated

Profile

Style
Appearance
Rulers And Grid
Advanced

ContractEditor+
Ports

Figure 52. Refinement of TCreception contract

Steps: Right click on the OLCI_Instrument/OEU component (i.e., components with contracts
refinement) = CHESS = Functional verification = Check contract refinement on the selected
component. Then, it is necessary to specify the model of time that is being used by the system
(i.e., ‘Discrete’).

Results: All checks finish successfully, but one check fails. In this case, a counter example is
displayed. The model shall be updated to fix it.

a 7/ [ICM] DPM _ErrorType Step 1 Step 2 Step 3 Step 4
~ Success Ports State Ports State Ports State Ports State Ports
a 7 [ICM] PCDM_ErrorType = OFU_inst
Success = oed
7 [ICM] PCDM_ResetType peam
7l 5 - P heater3_temp 30 30
UCCEss
heater2_t 3.0 30
4 77 [ICM] DPM_ResetType sarer_temp
heater]_temp 4.0 40
Success
4~/ [OLCI_Instrument] TCreceptionType pedm_error FALSE TRUE
Success conf CM_Usa...itted CM_Usa...itted
a 7 [OEU] TCreceptionType < dpm
3 Mot Ok imagel 2 2
hj TCreceptionType imaged 0 0
hj [icm] DPM_ErrorType image3 1 1
hj [icm] PCOM_ErrarType dpm_grror FALSE TRUE
hj [icm] PCOM_ResetType dpm_felk FALSE FALSE
hj [icm] DPM_ResetType Heater3_temperature 7.0 70
=licm

Figure 53. Contract refinement verification

2.5. Contract-based verification of strong/weak contracts

Blocks in the Block Definition Diagram can define both strong and weak contracts. When a block is
instantiated (Internal Block Diagram), it shall be specified which weak contracts are applicable (see
Figure 54).
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= oeu: OEU

=y
Style modelimodelSystemView::Block diagram: OLC_Instrument:oeu Selected Property
Appearance Weak Contracts Strong Contracts

Rulers And Grid Tireception
Advanced
ContractEditor+
Contracts

Figure 54.Specification of applicable weak contracts

Both the contract refinement and strong/weak contracts are visualized in the Contracts
Refinement View:

i
Refined Contracts MNumber of sub-contracts

4 EJ‘I OLCI_Instrument.TCreception
a Ed‘l ceu. TCreception
- [=] iem.DPM_Errar
- [5] icrm.DPM_Reset
> D icm.PCOM_Error
- [5] icm.PCDM_Reset

R TR [ U U T e

Figure 55. OLCI — Contracts Refinement View

Steps: CHESS (Main menu) = Analysis = Formal verifications = Contracts refinement analysis
(OCRA). Then the “Analysis context” defined in the Analysis view is selected together with the root
element (model::modelSystemView::Block diagram::OLCI_Instrument).

Results: All the analysis is displayed in the “Check Contract Refinement Report” (see Figure 56).
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Check Contract Refinement Report =

(3

Checking refinement of component: system
Checking "COMTRACT OLCI_Instrument_allWeak REFINEDEY ceu.OEU_allWeak;"
Checking the correct implementation of "OLCI_Instrurnent_allWeak"...
Checking the correct envirenment of "oeu,OEU_allWeak"...

Checking refinement of component: VAM
Checking refinement of component: Heaters
Checking refinement of component: Calibration_Mechanism

Checking refinement of compenent: OELU
Checking "CONTRACT OEU_allWeak REFINEDBY icrm.DPM_Error, icm PCDM_Error, icrm, DPM_Reset, icm PCDM_Re
Checking the correct implementation of "OEU_allWeak"...
Trace Description: |C3 smt counterexample
Trace Type: Counterexample
-= Parameters: 1 <-
OEU_inst._icrm.CM_state = |CM_Standby
QJEU_inst._icm.IF_Error = FALSE
QEU_inst._icm.critical_error = Mone

-= State Ports: 1.1 <-

OEU_inst VAM1_images = 0

OEU_inst.Heater1_termperature = 0.0

OEU_inst.VAMZ images = 0

OEU_inst.VAM3 _images = 0

OEU_inst.Heater?_termperature = 0.0

OEU_inst.Heater3_ternperature = 0.0

OEU_inst.command = VAM3_Offset_Disengaging

OEU_inst.pcdm.pcdm_error = FALSE

QEU_inst.pedm.conf = CM_Usage_Allowed

OEU_inst.pcdm.heater]_temp = 0.0

OEU_inst.pcdm.heater2_temp = 0.0

OEU_inst.pcdm.heater3_temp = 0.0

OEU_inst.dprm.imagel = 0

OEU_inst.dprm.image2 = 0

OEU_inst.dprm.image3 = 0 "
£ >

Figure 56. OLCI — Check contract refinement report

Safety analyses — Fault Tree Generation

Functionality not supported in current version of the AMASS Tool. “xSAP FTA Analysis” option is not
available on the palette (Analysis View). The tool provider has been informed to update it in the next
tool release.

Safety analyses — Contract-based safety analysis

Steps: Right click on a component of the Block Definition Diagram > CHESS - Safety Analysis 2>
Contract-based safety analysis. Then, it is necessary to specify that a ‘Discrete’ model of time is being
used by the system (continuous time is not supported).
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Results: The Fault Tree result is produced. For example, the OLCI Instrument fault tree for the
“TCreception” contract:

O
| |
|
| |
Main Property Value
Appearance 4 Event G1
P " Description '= OLCI_Instrument.TCreceptionType-FAILURE_O
emantic Name = G
Style Probability = 0.0
Reference Count =1
Related Object =

Figure 57. OLCI_Instrument - Fault tree result

5. Safety case

5.1. Evidence generation

Steps: Compilation of safety analyses results. OpenCert is not used in this iteration.

Results: The following evidences are compiled:

- Validation of contracts: Stored in OLCI_VAM/NuSMV3-OCRA/Results
- Contract-based verification of refinement: Stored in OLCI_VAM/NuSMV3-OCRA/Results

- Contract-based verification of refinement of strong and weak contracts: Stored in
OLCI_VAM/NuSMV3-OCRA/Results

- Contract-based safety analysis: Stored in OLCI_VAM/NuSMV3-OCRA/Results
- Fault tree: OLCI_VAM/representation.aird
- Document generation: Stored in OLCI_VAM/Documentation

- Requirements traceability: olci vam_model
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4 % OLCI_VAM
. = Documentation
» [ Figures
4 = NuSMV3-0CRA
4 (= Files
=| ICM.oss
=| ICM.smv
= map.bd
OEU.oss
OLCI_Instrument.oss

4 (= Results
=] model_OLCI_Instrument_error.bed
= model_OLCl_Instrurnent_result.te

= output_|CM_faultTree_resultxml
= eutput_ICM_property_result.xml
= output_|CM_refinement_result.xml
=l output_OEU_faultTree_result.xml
=l cutput_OEU_refinerment_result.xml

=l output_OPSW_faultTree_result.xml
= cutput_OPSW_property_resultaml
> = temp
4 | representations.aird
. (= Representations per category

4 <P olci_vam_model
~J di
= notation
#®] uml
=l changelog.td
5l copyright.bd
» |29 representations.aird

= cutput_File_ICM_oss_implementation_result.sml

= output_OLCI_Instrument_refinement_result.xml

Figure 58. Storage of safety evidences

5.2. Document generation

=| output_|CM_faultTree_resultxml.emfta - [platform:/resource/OLCI_VAM/temp/output_ICM_faultTree_resultaoml.emfta]
= output_OEU_faultTree_resultxml.emfta - [platform:/resource/OLCI_VAM/temp/output_OEU_faultTree_result.xml.emfta]
=| output_OLCI_Instrument_faultTree_result.xml.emfta - [platform:/resource/OLCI_VAM/temp/output_OLCI_Instrument_faultTree_result.xml.emfta]
= output_OPSW_faultTree_result.xml.emfta - [platform:/rescurce/OLCI_VAM/temp/output_OPSW_faultTree_resultaml.emfta]

Steps: Right-click on a component of the Block Definition Diagram - CHESS - Safety Case =2
Document generation = Generate documentation on the selected component. Then, it is
necessary to specify: i) the model of time is being used by the system (i.e., ‘Discrete’), ii) the
output directory and iii) the document format (i.e, ‘html’).

Results: the documentation is stored in the output folder. Figure 59 shows part of the documents

generated for the OLCI instrument.
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# ¥ olci_vam_model.di @ Project: OLCI_VAM &3

= o' | file///C:/Users/eeas. GRUPOGMV/ Desktop/eclipses/AMASS_Eclipse/20180124_OpenCertCHESSClient/amass_P1/workspace/OLC|_VAM/OLCI_VAM/Documentation/document.hitmI=ICM

Project: OLCI_ VAM
icm.heater. pcm. eqters_ emp

Components icm.heater1 pcdm.heater1_temp
cdm.pcdm_reset icm.pcdm_reset
Model pedm.-pedm. pedm.
— OLCI Instrument
— Calibration Mechanism Contracts:
~ OEU CONTRACT TCrecepticnType
L 1em assume : always ( command=DEM Comm Alarm or command = DPM Resetting or
command = ECDM_Comm Rlarm or command = VAML Offser_Converging or
— RSW command = VAM1 Offset Disengaging or command = VAM] Resetting or
L opsw command = VAMZ_Offset_Converging or command =VEMZ_Offset_Disengaging or
— command = VAM2 Resetting or command = VAM3 Offset Converging or
L command = VAMS_Offset_Disengaging or command = VAM3_Resetting
— PCDM )
L vam guarantee : aluays ( change { command ) -> ( in the futurs ( change ( smu_telemetry ) ) ) ) :
— Heaters
ICM
rsw_l
opsw
opsw_smu_tm
Figure 59. OLCI_Instrument documentation

Tool connection with external tools. In particular OCRA for contract-based analysis, nuXmv for model
checking and xSAP for model-based safety analysis.

The table below summarizes the information related to the realisation of this scenario:

Table 24. CS4-Architecture-Driven Assurance: US1-Baseline: Architectural Design

Realisation Scenario | Baseline: Architectural Design

Scope Model-based design of the OLCI (system level) and OLCI application software
(selected functionalities) using the AMASS platform.

Tool Settings CHESS / Papyrus / OCRA / xSAP / nuXmv

Participants System and GMV

Software Design
Analyses execution GMV

Evidences GMV

generation

Tool support FBK, INT, TEC, RPT

UC assessment TEC, TASE

Activities realised 02/2017 AMASS first prototype tools installation and

configuration

02/2017 SW architecture using Papyrus and CHESS

02/2018 AMASS second prototype tool installation and
configuration

02/2018 Requirements formalization (CHESS), system and
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software architecture design (CHESS), analyses execution
(CHESS, OCRA, xSAP, nuXmv) and safety case (CHESS)

Usage Decisions Focus on the system architecture.

Expected Results Complete architecture including safety information and preliminary analyses
results.

Conclusions The analyses will be conducted using the third tool prototype (due to the

maturity level of the tools). Once the results are obtained, the different usage
scenarios will be evaluated to get metric figures.

3.4.2.2. STO2 Multi-concern Assurance

CS4 main focus will be the Architecture-Driven Assurance process. Nevertheless, a simplified assurance
case specification is foreseen to check the relationship with the system component specification. Currently,
two standards are being modelled: the ECSS-Q-ST-40C and the ECSS-E-ST-40C. Additionally, the assurance

project has been created.

4 = GMVY clean
g EC55_C_5T_40C_safety.refframework_diagram clean
g EC55_C_5T_40C_safety.refframework clean
g EC55_E 5T _40C_SW_Eng.refframework_diagram clean
g EC55_E_5T_40C_5W_Eng.refframework clean
a = GMY_C54 clean
a [ ASSURAMCE_PROJECT clean
% GMY_C54_tailoredRefFramework.baseline clean
BE GMV_CS4.mapping clean
@ GMY_C54.assuranceproject clean
% GMY_C54_tailoredRefFramework.baseline_diagram clean
% tailoredRefFramework. baseline clean
% tailoredRefFramework.baseline_diagram clean

Figure 60. CS4 standards and assurance project

Below, the ECSS-Q-ST-40C diagram is depicted:
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g ECS5_Q_ST_40C_safety.refframework_diagram &3

CJ1. Scope

]2 Normative references

[ 3. Terms, definitions and abbreviated terms )4 Safety principles

5. safety programme

5.1, Scope

[ 5.2 Safety programme plan

[)5.3. Conformance

5.4, Safety organization

[)5.5. Safety risk assessment and control

5.6, Safety critical items

[)5.7. Project phases and safety review cycle

[ 5.8. Safety compliance demonstration

5.8, Safety training

[ 5.10. Accident-incident reporting and investigation [J5.11. Safety documentation

[ 6. Safety engineering

6.1 Overview

(6.2 Safety requirements identification and traceability

[ 6.3 Safety design objectives

[ 6.4 Safety risk reduction and contro

[ 6.5. Identification and control of safety-critical functions

[ 6.6. Operational safety

7. safety analysis requirements and techniques

7.1, Overview

7.2 General [T7.3 Assessment and allocation of requirements

7.4, Safety analyses during the project life cycle

7.5, Safety analyses

[CJ&. Safety verification
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Figure 61. ECSS-Q-ST-40C standard
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The simplified assurance case specification will be available at the end of the 3" iteration.

Table 25. CS4-Multi-concern Assurance: US1-Baseline: Architectural design

Realisation Scenario | Baseline: Architectural Design

Scope
Tool Settings
Participants

Activities realised
Usage Decisions

Expected Results

Conclusions

Definition of the assurance case model.

Reference Framework Editor / OpenCert

Standards Specification
Assurance project

Tool support

UC assessment
02/2018

GMV
GMV
TEC
TEC

The activities of the assurance case
specification have started.

Just a simplified assurance case specification will be developed to check its

relationship with the system components model.

Simplified assurance case specification linked to the CHESS model.

3.4.3. Coverage of AMASS Prototype P1 Architecture

Table 26 illustrates the implemented functionalities during this second iteration within the Case Study 4.

Table 26. AMASS Prototype P1 Coverage by CS4

Architecture-
Driven
Assurance

AIVIA ona oup

Multi-Concern
Assurance

CHESS
System Architecture Modelling for Assurance CHESS
Architectural Patterns for Assurance -
Contract-based Design for Assurance CHESS/OCRA
Activities supporting Assurance Case CHESS, OCRA, xSAP, nuXmv
OpenCert

Dependability Assurance

System Dependability Co-Analysis/Co-
Assessment

Concerto FLA

Contract-Based Multi-concern Assurance

Seamless
Interoperability

Tool Integration Management

V&V Manager and OSLC Automation
V&V Tool Integration

Collaborative Work Management

Tool Quality Assessment and Characterization

Cross Intra-
Domain Reuse

OpenCert

Reuse Assistant

Process-related reuse via management of
variability at process level

Process-related reuse via management of
variability at product level

Automatic generation of process-based
arguments
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Automatic generation of product-based
arguments

3.4.4. Conclusions

At this stage, the main benefits and potential improvements are identified in Table 27.

Table 27. Benefits and potential improvements for CS4

Artefact
Requirements
specification and
formalization

Achievement/Benefits

Complete requirements
specification at model level.
Formalization allows requirements
verification at early development
stages.

Requirements linked to design
entities, formal properties and
contracts.

Traceability.

Improvements/Recommendations

e Formal specification does not support

operations (PropertyEditor+) and many
functionalities are service-oriented.

Design of
system/software
architecture

Flexibility: Many features available
(e.g. hierarchy).

The tool allows defining both static
and dynamic architectures.

System architecture decorated with
non-functional properties.

All the information defined in a
single model. It improves
consistency.

Improve the GUI, for example:

o Too many options available: could
be some of them be filtered (e.g.,
depending on the role?)

o Similar analyses in different menus
o Accessing state machine diagrams
from the system block diagram

would be useful

o The procedure to define Guard/
Effects can be improved/simplified

o F4 capability is not intuitive

Tool maturity, e.g. fix bugs.

At system level, only flow ports are

available.

Conduction of
safety analyses

Simulation of different scenarios
(setting the value of specific
properties).

The V&V and safety analyses provide
evidences of the fulfilment of the
project requirements.

Evidences directly obtained from the
model.

In line with space needs.

Tool maturity, e.g. fix bugs.

Tool limitations (only discrete type,
state machines do not support i)
operations and ii) state machines in
non-leaf components).

Safety case

In line with space needs.

Evidences and documentation.
generation automatically produced
from the model.

Document generation

o Allow the usage of a specific
template

o Allow the designer to select the
information to be documented

o Support different formats (doc, pdf)

Evidence generation

oConfigure the folder path

Multi-concern

In space, ECSS tailoring is commonly

H2020-JTI-ECSEL-2015 # 692474

Page 79 of 178

D1.5V1.0




\ @ AM[ASS AMASS demonstrators (b) D1.5V1.0

Artefact Achievement/Benefits Improvements/Recommendations
Assurance requested according to the project
Model requirements.
e The tool can be used to define this
tailoring.
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3.5. Case Study 5: Railway domain: Platform Screen Doors Controller

3.5.1. Case Study Specification

Automatic trains have to stop at predefined positions on metro platforms in front of so-called platform
screen doors, ensuring optimal passengers transfer between train and platform while avoiding passengers
to fall on tracks at peak hours.

GAPS SIL

Opening

DPAS SIL4 - Train passage detection
f
/
/
/ . il & "
[ g - > ]
/ / . /

X

|
o
o

A\ B

/ SO £ |
Control command

A

Figure 62. Coppilot system with its different subsystems: laser scanner, steel wheel sensor and the door control
command

Such safety critical systems are often specified with a very concise requirement: “ensure a function at a
safety level of {SIL2, SIL3 or SIL4} in less than xx milliseconds”. The systems engineering phase consists of
refining this requirement into a set of functions that are distributed over an architecture that includes
sensors, computers and actuators. Then the design phase and safety demonstration are performed in
parallel in order to iteratively obtain a working, reliable and safe-enough system. System engineering is
mainly based on human experience and expertise, Microsoft tools and sometimes on formal methods when
some advanced aspects need to be managed or when trustworthy software is required. The combination of
formal models of both discrete controllers and continuous physical environment helps to better analyse
(some dimensions of) the system that could be animated/checked earlier.

Both hardware and software of these systems have to be in conformance with EN 50126, 8 & 9 standards,
including devices for fine-tuning sensors and supervision facilities. These systems have to provide safety
functions that require cross-domain skills and knowledge, and dedicated/diverse engineering tooling.

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and
business impact” [1].

3.5.2. US1: Generation of Frama-C asserted C code from B models

3.5.2.1. STO3 Seamless Interoperability

This usage scenario is aimed at demonstrating that, for the second generation of COPPILOT systems, the
level of confidence of the code generation process (as well as the reuse of third party libraries) has
improved, as it allows avoiding source code peer reviews, thus easing the writing of the safety case. This
second generation is based on an in-house, SIL4 ready hardware (CLEARSY Safety Platform).
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Figure 63. CLEARSY Safety Platform starter kit SKO

The experiment is performed on the software in charge of the safety of the device. It performs the
bootload of the binaries and the verification of their correctness (CRC, no memory overlap between the 2
binaries, memory allocation compatible with memory map, etc.). Then it is in charge of the sequencing of
the 2 binaries, the check of the memory integrity (CRCs), the verification of the identity of the values stored
in the variables for both instances, the same verification performed with the other microcontroller, the
instruction checking that verifies that the microcontroller is able to execute all the instructions used by the
binaries, etc. Some verifications are delayed over several cycles. The resulting software contains all the
features required to detect a divergent behaviour among the 4 software instances (4004 SW) and the 2
microcontrollers (2002 HW).
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Fichier Edition Affichage Rechercher Aide File Project Analyses Help
a9 4000 cad ¢ 0
crc_i.imp Source file O /*@ assigns \nothing; */
10 operateurs , void crc_ INITIALISATION(void)
11 util crc.h
12 » cre_i.ACSLpredicates return;
B » cre_i.c ¥
14- OPERATIONS =
15 po <-- Get CRC ( trame ) = - O /*@ ensures BO_crc_ Get CRC(\old(trame), *\old(po));
16- VAR donnees.h O | assigns *po; *
* *
17 calcul , 1i , tmp , sdata , 11 , 12 » donnees_i.ACSLpredicates ‘{'“d crc_Get CRC(uint8 t *trame, uintlé t *po)
18- IN v donnees_i.c
19 calcul : ( calcul : uintlé_t ) ; d - uintl6 t calcul;
20 i i: oui LT onnees__clmcr uint32_t 1i;
i : (11 : uint32.t ) ; uintl6_t tmp
2 tmp i ( tmp : uint16 t ) ; donnees_clmrl uintl6 t sdata;
= sdata : ( sdata : uintl6_t ) ; donnees_ clmr2 uintlé t 11; !
;i u (11 uintlé t ) i donnees__get_cldu uintle_t 12;
i 12 : (12 : uintle t ) ; donnees__get_clmrl calcul = (unsigned short)65535;
—_—= 1i = (unsigned int)0;
26 calcul := 65535 ; donnees_ get clmr2 © /*@ loop invariant @ = 1i = 101;
2 donnees__get_clr2du (o) loop invariant
28 orneee  INITIAl AT BO crc_ Get CRC while(trame, (int)li, \at(li,LoopEntry),
29- 7dunneesf\!\-ﬂT\AUSAT\ON \at(calcul,LoopEntry), i, calcul);
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31 data bitwise and uintlé ( 255 |[-> sdata ) ; v WP */|

while (1i <= (uint32 t)1600) {

32 := bit intl6 alcul |-> sdata ; o
oL e § il [| £ sehi ) Model... | Typed sdata = (unsigned short)*(trame + 1i);

33 bitwise | u Tl .
- g - doeen ) ot | (hene B e
35 a : 256 ; - - DLTWLSE XOr i i
36 (;{zﬂl CliEr /7 23 Provers. .. Alt-Ergo (native] tmp = operateurs_ bitwise and uintl6[tmp][255]; !
B 1 <- = =l — tmp = cst__idtab[tmp];
- INVARIANT BB . RTE Split Trace calcul = (unsigned short)((int)calcul / 256);
39 lcul : ] Invariants calcul = operateurs  bitwise xor uintl6[calcull][tmp];
catcu® R util_get add_uint32(li, (unsigned int)1,& 1i);
40 Steps |0 } — =
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%) ) = 11 = (unsigned short)((int)tmp / 256);
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Process |4 - 12 = operateurs_ bitwise_and uintl6[tmp][255];
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Figure 64. Example of assertion generation from a B model (left) to the corresponding C code (right)

Table 28. CS5-Seamless Interoperability: US1-Safety assessment

Realisation Scenario | Safety assessment

Scope Conformance of the generated safety critical C code with formal B models.
Tool Settings Atelier B formal IDE including target specific code generator, Frama-C
Participants e Leader: CLS
e CEA
Activities realised ¢ Definition of the requirements that define the formal verification framework
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e Writing of a specification document that defines the BXML file format
(persisting format for B models)

e Definition of the process [generation of assertions from B models]

e Proof of concept on significant, non-trivial properties and source code from
Stockholm PSD project)

e Selection of the parts of the B model to consider [ongoing]

e Definition of the translation rules [ongoing]

e Specification of the B2ACSL translator [ongoing]

Usage Decisions Definition of target code: generation of assertions for generated code but also
for third party code (extension to).
Definition of input models: implementations only.

Expected Results Conformance established automatically by formal proof.

Conclusions Positive partial assessment so far.

3.5.3. US2: Support for system-level model, including safety and security aspects

This usage scenario is aimed at ensuring that the AMASS platform is able to be used for the modelling of
our systems. During the first year, the modelling was centred on the COPPILOT system (platform screen
doors controller). During the second year the focus was more on the CLEARSY Safety Platform that is now
at the heart of the new COPPILOT systems. It is not a system by itself but rather a building block to be
integrated in future systems to be certified, with a certification kit. The CLEARSY Safety Platform relies on
the smart integration of formal methods, redundant code generation and compilation, and a hardware
platform that ensures a safe execution of the software.

The CLEARSY Safety Platform will be provided with a certification kit including design documentation, safety
principles + justification, testing performed and exported constraints. The content is not yet fixed and
requires external advice form a certification body (Bureau Veritas, CERTIFER). We are considering here to
which extent the AMASS tools would contribute to the certification kit by considering EN 50129 first than
IEC 61508 in a second time (safety critical automation at large).

Both functional modelling and contract-based design were performed during this year by using PAPYRUS
and CHESS tools. The functional modelling of single board was completed by dividing a board into separate
half-boards, by making clear that one processor provides energy for one half board and command for the
other half one, etc. The contract-based design allowed to introduce constraints like the outputs are in a
permissive state if and only if the 2 processors are alive, the intra and inter CPU verifications are OK, etc.
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Figure 65. Top-level block specification of the CLEARSY Safety Platform

3.5.3.1. STO1 Architecture-Driven Assurance

Table 29. CS5-Architecture-Driven Assurance: US2-Model_based System component specification

Realisation Scenario | Model_based System component specification

Scope The system components are specified including system requirements
Tool Settings Papyrus, CHESS
Participants e Leader: CLS
o CEA
Activities realised 1. Analysis of the COPPILOT specifications

2. System modelling: context/environment, requirements, system architecture,
high level functional decomposition, traceability

3. Refinement of architecture models: include different configurations for the
architecture

4. Analysis of the Safety ClearSy Platform

Usage Decisions
Expected Results
Conclusions

Architecture analysis
Positive partial assessment so far
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3.5.3.2. STO2 Multi-concern Assurance

Table 30. CS5-Multi-concern Assurance: US2-Security Assessment

Realisation Scenario | Security Assessment

Scope Security assessment for PSD systems
Tool Settings Papyrus
Participants Leader: CLS

CEA

Activities realised Identification of the required standards and existing templates
Definition of the safety requirements
Preliminary list of security concerns

4. Extension of the analysis to the ClearSy Safety Platform

W e e

Usage Decisions Definition of an a priori vulnerabilities list
How to conduct a preliminary security analysis?
Expected Results Contribution to the safety case

Directions for integrating security analysis to safety case
Conclusions

3.5.4. Coverage of AMASS Prototype P1 Architecture

Table 31 illustrates the implemented functionalities during this second iteration within the Case Study 5.

Table 31. AMASS Prototype P1 Coverage by CS5

0 AIVIA ona oup 00

CHESS
Architecture- System Architecture Modelling for Assurance CHESS
Driven Architectural Patterns for Assurance -
Assurance Contract-based Design for Assurance CHESS/OCRA
Activities supporting Assurance Case OCRA
Multi-Concern Dependability Assurance -
Assurance System Dependability Co-Analysis/Co-Assessment Papyrus SSE

Contract-Based Multi-concern Assurance -

Generation of Frama-C asserted C
code from B models
Atelier B formal IDE including target

Seamless Tool Integration Management specific code generator

Interoperability Frama-C

V&V Tool Integration

Collaborative Work Management -

Tool Quality Assessment and Characterization -

[ ComplanceManagement ] -

Cross Intra- Reuse Assistant -
Domain Reuse

Process-related reuse via management of variability at
process level
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Process-related reuse via management of variability at
product level

Automatic generation of process-based arguments -

Automatic generation of product-based arguments -

3.5.5. Conclusions

The AMASS prototype P1 has proved to be usable for modelling parts of our systems. Several
improvements on the contract-based design are expected in P2 to model more precisely and distribute
contracts over sub-components.

The user documentation is OK (documentation and videos). Several internal users have been able to jump
start into “P1” without significant problem.
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3.6. Case Study 6: Railway domain: Automatic Train Control Formal
Verification

3.6.1. Case Study Specification

Alstom Signalling develops safety critical signalling systems for railway application (mass transit or main
lines). These systems shall comply with international safety standards such as CENELEC EN50126/8/9,
specific regional safety regulations and technical specification for interoperability (e.g. ERTMS specification
in Europe). Among these safety critical systems are Automatic Train Control systems which are the topic of
the Alstom case study.

The objective of this case study is to create a safety assurance project for an Automatic Train
Control signalling system that includes formal proof demonstration (instead of classical workbench tests).

This safety assurance project shall include all artefacts required by the EN 50129 Generic Application Safety
Case. These artefacts could be a reference to a document, table, diagram or text. The application of the EN
50129 requires independence between the designer, the verifier (V&V) and the safety validation team.

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and
business impact” [1].

The Alstom Case Study includes four different Usage Scenarios:
e US1: Assurance Project Creation
e US2: System Design, V&V and Dependability Assessment
e US3: Evidence Management
e US4: Compliance Management

As Alstom joined the consortium at a later date, none of these Usage Scenarios were tackled during the
first iteration. The objectives and work plan for the second iteration are described in the following
paragraphs.

3.6.2. USI1: Assurance Project Creation

This activity is related to the creation and the setting of the assurance project in the AMASS platform.
The output shall be:

e (Creation of the roles and definition of credentials (implementation of the independence between
Design, V&V and Safety roles).

e  Workflow definition and allocation: define the stream of activities and allocate activities to actors.

e Creation of the assurance project artefact structure: reference to a document, table, text, diagram,
etc.

e EN 50129 and EN 50128 clauses hierarchically captured (Hypothesis: Standards are recorded in the
AMASS platform within a library for reuse purpose).

During the second iteration, the objective for this usage scenario is to use two of the main AMASS tools
functionalities: Architecture-Driven Assurance and Intra-domain reuse.

The following figure represents the Case Study workflow. It indicates under each artefact that shall be
captured by the AMASS platform (boxes with painted black circles) which main functionality of the tool is
used, that is to say Architecture-Drive Assurance, Intra-domain Reuse, or a combination of both, for this
case study.
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Figure 66. Case Study 6 workflow

This workflow is applicable to the four Usage Scenarios of this Case Study. The use of the AMASS tool
functionalities for this Usage Scenario is described in the two tables below. Similar tables are used for the
three other Usage Scenarios.

3.6.2.1. STOA4 Cross Intra-domain reuse

Table 32. CS6- Cross Intra-domain reuse: US1-Assurance Project Creation

Realisation Scenario | Assurance Project Creation

Scope This Usage Scenario aims at defining a generic workflow for Safety Assurance
Projects based on the three CENELEC standards applicable to the railway
signalling system considered (EN 50126/8/9).

Tool Settings AMASS Tools

(Reference Framework Editor, Assurance Project Management Editor)
Participants ALS
Activities realised o Create AMASS project in the AMASS tools

o Model CENELEC standards

o Define safety assurance project workflow using CENELEC standards clauses

and Alstom process
e Creation of the project artefact structure

Usage Decisions NA

Expected Results The main expected result of this usage scenario is to create an appropriate
workflow and assurance case model structure that fit the Alstom process needs.

Conclusions NA

Table 33. CS6-Cross Intra-Domain Reuse: US1-Reuse of assurance artefacts

Realisation Scenario | Reuse of assurance artefacts

Scope This Usage Scenario aims at defining a generic workflow for Safety Assurance
Projects based on the three CENELEC standards applicable to the railway
signalling system considered (EN 50126/8/9).

Tool Settings AMASS Tools
(Reference Framework Editor, Assurance Project Management Editor)
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Participants
Activities realised

Usage Decisions
Expected Results

Conclusions

ALS

1. Create AMASS project in the AMASS tools

2. Model CENELEC standards

3. Define assurance project workflow using CENELEC standards clauses and
Alstom process

4. Creation of the project artefact structure

NA

The main expected result of this usage scenario is to create a reusable workflow

that will define each the necessary activity of the Assurance Project and guide

the work process of the Safety Assurance Manager.

It will also help generate a clause by clause analysis of the relevant standards for

a given Assurance Project.

NA

3.6.3. US2: System Design, V&V and Dependability Assessment

This usage scenario corresponds to the main activities performed by the actors during the project. The
Safety Assurance Manager, the Design Leader and the V&V Leader follow the workflow assistant to add
requested data at each step of the process.

During the second iteration, the objective for this usage scenario is to use two of the main AMASS tools
functionalities: Architecture-Driven Assurance and Intra-domain reuse.

3.6.3.1. STO1 Architecture-Driven Assurance

Table 34. CS6-Architecture-Driven Assurance: US2-System Design, V&V and Dependability Assessment

System Design, V&V and Dependability Assessment

Scope
Tool Settings

Participants
Activities realised

Usage Decisions
Expected Results

Conclusions

This is the basic usage; the actors follow the process with the workflow assistant
and provide their baseline artefacts when necessary.

Papyrus/SysML

ALS

1. Designer activity (DI as per CENELEC roles)
a. Model SysML of the system
b. Ensure consistency and traceability with the formal model of the system
2. Verifier activity (VER as per CENELEC roles)
a. Log traceability verification of models
b. Log proof obligations results (proof report)
3. Validator activity (VAL as per CENELEC roles)
a. Record Safety Plan (including CENELEC clause by clause analysis
initialization)
b. Perform Hazard Analyses
Fill Hazard Log using DI and VER artefacts recorder in AMASS tool
d. Record Safety Case

P

NA
This Usage Scenario shall demonstrate that the safety demonstration of the
Automatic Train Control system developed using formal methods and formal

verification can be implemented using the Assurance Project Management
Editor from the AMASS Tools.

NA
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3.6.3.2. STO4 Cross Intra-domain reuse

Table 35. CS6-Cross Intra-domain reuse: US2-System Design, V&V and Dependability Assessment

Realisation Scenario | System Design, V&V and Dependability Assessment

Scope

Tool Settings

Participants
Activities realised
Usage Decisions
Expected Results

Conclusions

This is the basic usage; the actors follow the process and provide their baseline
artefacts when necessary.

AMASS Tools

(Assurance Project Management Editor)

ALS

1. Create new specific project using an existing model

NA

This usage scenario shall demonstrate that the Assurance Project Workflow

defined in US1 can easily be reused for different projects that use similar
development processes.

NA

3.6.4. US3: Evidence Management

This Usage Scenario’s goal is to manage the evidence of the safety demonstration. The evidence to record is
shown in Figure 66, it is the different blocks with painted black circle:

Safety Objectives and Targets, recorded as text or table.

Standards clause (as library) recorded as table.

System specification, recorded as references to documents.

Safety Plan and Process Hazard Analysis, recorded as references to document.

System Safety Analysis and Safety Properties Models recorded as reference document [or table

(one line per system requirement analysis, and one line per safety property model)].
e Proof Verification Report, recorded as references to document [or table if the granularity of the
artefacts set for the project allow the capture of each specific safety properties to prove, see

above].

e Hazard Log and Safety Case recorded as reference to a document.

The configuration management of evidence shall allow each actor to manage local or working copy of
artefacts and to freeze a baseline of artefacts when necessary.

During the second iteration, the objective for this usage scenario is to use two of the main AMASS tools
functionalities: Architecture-Driven Assurance and Intra-domain reuse.

3.6.4.1. STO1 Architecture-Driven Assurance

Table 36. CS6-Architecture-Driven Assurance: US3-Evidence Management

Realisation Scenario | Evidence Management

Scope

Tool Settings
Participants
Activities realised

Usage Decisions

Expected Results

This usage scenario enables the user to record and retrieve consistent artefacts
for a baseline system specification.

AMASS tools (Evidence Management Editor)

ALS

1. Create traceability links between DI and VER artefacts
2. Automatically generate Hazard Log for VAL activities
NA

This usage scenario aims at demonstrating that the Hazard Log document can be
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automatically generated based on the different links between DI and VER
activities already implemented through the AMASS Tool platform.

Conclusions NA

3.6.4.2. STOA4 Cross Intra-domain reuse

Table 37. CS6-Cross Intra-domain reuse: US3-Evidence Management

Realisation Scenario | Evidence Management

Scope This usage scenario enables the user to record and retrieve consistent artefacts
for a baseline system specification.

Tool Settings AMASS tools (Evidence Management Editor)

Participants ALS

Activities realised 1. Impact analysis to identify reusable artefacts for a specific project
2. Automatic completion of existing evidence for the Hazard Log

Usage Decisions NA

Expected Results This usage scenario aims at demonstrating that the AMASS tool platform allows

to correctly identify common reusable artefacts between specific project and
generic model in order to automatically fill the Hazard Log.

Conclusions NA

3.6.5. US4: Compliance Management

The compliance management is performed by Safety Assurance manager directly within the EN 50128 and
EN 50129 tables. For each clause, the Safety Assurance manager provides a justification (not applicable
because ...) or an artefact of one baseline process assurance project (reference to a document, table, text
or diagram).
There are two steps in the CS6 process to perform compliance:
e During the Safety Plan redaction: to perform estimated standards compliance (the plan to reach
the compliance).

e During the safety case redaction: to perform the resulted standards compliance (how the project
reaches the compliance).

During the second iteration, the objective for this usage scenario is to use two of the main AMASS tools
functionalities: Architecture-Driven Assurance and Intra-domain reuse.

3.6.5.1. STO1 Architecture-Driven Assurance

Table 38. CS6-Architecture-Driven Assurance: US4-Compliance Management

Realisation Scenario | Compliance Management

Scope This usage scenario aims at facilitating the Safety Assurance Manager’s job when
writing a Safety Plan or a Safety Case according to CENELEC standard EN 50129
by automatically linking a number of documents (or document extracts) to
CENELEC clauses for the safety demonstration.

Tool Settings AMASS tools (Evidence Management Editor)
Participants ALS
Activities realised 1. Use the previously defined CENELEC standards models (especially EN 50129)
2. Define reusable links between CENELEC standard clauses and evidence
categories.

3. Generate automatically a clause by clause table for a given type of assurance
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Usage Decisions
Expected Results

Conclusions

project.
NA
This usage scenario shall demonstrate that the clause by clause analysis of

CENELEC standard (or part of it at least) can be automatically generated through
the use of AMASS tools.

NA

3.6.5.2. STO4 Cross Intra-domain reuse

Table 39. CS6-Cross Intra-domain reuse: US4-Compliance Management

Realisation Scenario | Compliance Management

Scope

Tool Settings
Participants
Activities realised

Usage Decisions
Expected Results

Conclusions

This usage scenario aims at facilitating the Safety Assurance Manager’s job when

writing a Safety Plan or a Safety Case according to CENELEC standard EN 50129

by automatically linking a number of documents (or document extracts) to

CENELEC clauses for the safety demonstration.

AMASS tools (Evidence Management Editor)

ALS

Use the previously defined CENELEC standards models (especially EN 50129)

2. Define reusable links between CENELEC standard clauses and evidence
categories.

3. Generate automatically a clause by clause table for a given type of assurance
project.

NA

This usage scenario shall demonstrate that the process used for the safety

demonstration of the Alstom Automatic Train Control can be capitalized and that

part of it can be automatically integrated in the clause by clause analysis of the
CENELEC standards in order to be reused for other similar projects.

NA

=

3.6.6. Coverage of AMASS Prototype P1 Architecture

Table 40 illustrates the implemented functionalities during this second iteration within the Case Study 6.

Table 40. Prototype P1 Coverage by CS6

’ STO ‘

AMASS Functionality Groups ‘ Tools
System Component Specification Papyrus/SysML

System Architecture Modelling for Assurance -

Architectural Patterns for Assurance -

Architecture-
Driven

Requirements formalization

Contract-based Design for Assurance
(external)

Assurance

Requirements early validation,
Functional Early Verification, model-
based safety analysis (external
tools)

Activities supporting Assurance Case

Assurance Case Specification OpenCert

Multi-Concern

Dependability Assurance -

Assurance System Dependability Co-Analysis/Co-Assessment -

Contract-Based Multi-concern Assurance -
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Seamless

Tool Integration Management

Interoperability

Collaborative Work Management

Tool Quality Assessment and Characterization

[ e

Reuse Assistant

Modelling of CENELEC EN 50126,
EN 50128, EN 50129.

Cross Intra-

Process-related reuse via management of variability at
process level

Domain Reuse

Process-related reuse via management of variability at
product level

Automatic generation of process-based arguments

OpenCert

Automatic generation of product-based arguments

3.6.7. Conclusions

At this stage, the main benefits and potential improvements are identified in Table 41.

Table 41. Benefits and potential improvements for CS6

Artefact Achievement/Benefits \ Improvements/Recommendations
Standard e Modelling of CENELEC EN 50126 | » The graphical representation of the
modelling in progress. The first model allows | standard modelling is often difficult to read

to capitalize industrial knowledge because of numerous concepts to model in
on the way Alstom complies with a standard.
the standard.
o Straightforward and user-friendly
interface
Assurance e NA e The addition of a workflow assistant in order

Project Creation

to guide the user through the assurance
Project Creation could be beneficial

Overall
comments

e The user manual is well written
and allows new users to easily
start working with the tool.
Videos are a useful guidance.

server.

e Some technical difficulties prevent a smooth
use of the tool
o Frequent latencies
o Instabilities (software crash, nullpointer
exceptions)
e A 32bits edition of the OpenCert platform
should be released (Alstom IT constraint)

e Alstom security prevents accessing remote

requested for Alstom.

Local database for local use is
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3.7. Case Study 7: Avionics domain: Safety assessment of multi-modal
interactions in cockpits

3.7.1. Case Study Specification

The Human Machine Interface available to pilots in cockpits can provide several means of communication,
like cursor control devices, menu-based controls, touch screens, voice recognition and voice activated
controls. The touch screens contain areas that, when touched by the cockpit crew, initiate actions. The
Liquid Crystal Display on the touch screen also displays aircraft system information to provide the crew
with information that can be used to guide control actions or to provide situational awareness. The
recognizer component analyses and classifies touch events and individual gestures.

This Case Study will focus mainly on the following 3 Usage Scenarios:

US1: Application of aerospace industrial standards for safety assessments
US2: Automation of the verification objectives
US3: Reuse of assurance artefacts from automotive technology into the avionics domains

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and
business impact” [1].

3.7.2. US1: Application of aerospace industrial standards for safety assessments

The safety assessment must consider the nature of the multi-mode interaction and since the safety
assessment should be semi-automated, the safety requirements must be captured in the formal machine
readable representation.

In the first iteration, the requirements for the gesture recognition component were elicited and
consolidated.

In the second iteration, the EPF-Composer tool from the AMASS Platform was used to define the
development process, see Figure 67 and Figure 68.

Work Breakdown Structure  NUEGTUWN T o0 NG T3 o T [T U Ti ]

¥ Expand
1 k | {  : | I ]
. — — ] 5 — —_ — e @
Analysis Design VandV Implementation Aszsessment Certification Evaluation
+ Expand
Breakdown Element Steps Index Predecessors Model Info Type Planned Repeatable Multiple Occurrences On
= Analysis 1 Phase v
Write requirements in natural language eeee 2 Task
Formalize requirements sese 3 2 Task
= Design 4 1 Phase ¢

Figure 67. Development process specification in EPF-Composer, top-level process structure
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Case Study 7 = Analysis = Write requirements in natural language

Task: Write requirements in natural language

Q. Callect requirements.

Expand All Sections Collapse all Sections

= Relationships

Outputs s System requirements
< Back to top

Expand All Steps Collapse All Steps

Create/open SysML Requirement diagram
= Create Requirement entities

Use the palette to create Requirement entities.

Fill the following attributes:
id .. section number + title, or anchor
Text .. textual requirement

To display the id and Text fields:
Contextual menu -> Filters -> Show/Hide Compartments -> check Information Compartment, uncheck Display Compartment Title,

propagate selection to elements of same type.

Papyrus also supports the import of requirements from different sources, e.g Excel files or ReqlF model.

[+ Bind requirements to requirements
Bind requirements to other elements

< Back to top

Properties

= More Information

Supporting Materials » AMASS Prototype P1 User Manual - 7.2 Creating Requirements

Toaml Mlaméme~ - BAC AN A

Figure 68. Process description in EPF-Composer, example steps of a task

The Papyrus tool with the CHESS extension was used to capture the requirements (see Figure 69) according
to the EPF process definition mentioned above.
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Figure 69. The textual requirements for the developed system (the readability was decreased intentionally)

The Papyrus and CHESS were also used to draw a conceptual model of the system, which is shown in the
Figure 70 below.

«Blocks «Blocks «Blocks
TouchScreenSystem GestureRecognition GestureMatching
properties properties properties
=l TouchScreen: EBoolean touchscreensystem 1 1 | = event_matches: EBoolean + gestureRecognition_1
=l Processor: Integer q =l touch_matches: EBoolean

1 1 operations

+ gesturerecognition_1 [ (=] gesture_matches: EBoolean + gesturematching_1

operations -
operations

constraints

constraints

constraints

+ gesturematching_1

«Blocks «Blocks «Blocks «Blocks
Event | Touch | Gestureltem | GestureSystem_
properties properties . properties properties
i + gestureitern_1 ) - .
= start: Unlim.. 1 1 (5] name: EString * gestureitem_1 ‘ + gesturesystem |1
=l end: Unlimi...| | 1 - +touch 1 -
event_ +touch_l  operations - 1 1 + gesturesystem_1 operations
= operations
operations
constraints - constraints
constraints constraints
«Blocks
TouchScreen
properties

=] TouchEwent_mowves: EEnumerator

= TouchEwvent_timelength: EDouble

=] Touch_Mumber_of_Events: EInt

= Touch_Start_Diff: EDouble

=l Touch_End_Diff: EDouble

=] Touch_Total_Time_Length: EDouble

=] Touch_Mutual_Mowvement: EEnumeratar
= Touch_Distance_To_Mext_Touch: EDouble

operations

constraints
ContractPropertyl: Contract for TouchScreen

Figure 70. Block Definition Diagram of the Touch screen system
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3.7.2.1. STO1 Architecture-Driven Assurance

Table 42. CS7-Architecture-Driven Assurance: US1-Model-based System Component Specification

Realisation Scenario | Model-based System Component Specification

Scope

Tool Settings

Participants
Activities realised

Usage Decisions

Expected Results
Conclusions

The system components will be specified including system requirements. The
following standards will be applied:

e Safety: SAE ARP 4761 — EUROCAE ED-135 — Guidelines and methods for
conducting the safety assessment process on civil airborne systems and
equipment.

e System: SAE ARP 4754A — EUROCAE ED-79A — Guidelines for development of
civil aircraft and systems.

e Mathworks Matlab Simulink — system architecture only.

e Sparx Systems Enterprise Architect — 3 View Systems Engineering.

e AMASS Platform — Papyrus and CHESS to import the SysML models
(requirements, architecture, BDD).

e Internal tools to specify system requirements and contracts.

Leader: HON

1. Author safety requirements

2. Formalize safety requirements

3. Create system architecture — 3 views of the system
4. Allocate requirements to system.

Decide which part of the system will be used in Simulink and which in Enterprise
Architect.

Decide how to allocate the requirements in order to enable automated
verification.

System architecture, formal safety requirement specification.

Table 43. CS7- Architecture-Driven Assurance: US1-Safety Assessment

Realisation Scenario | Safety Assessment

Scope

Tool Settings

Participants

Activities realised

Automated safety assessment for:
e Complete MMI system
e Touch recognition

e Mathworks Matlab Simulink — system architecture only.

e Sparx Systems Enterprise Architect — 3 View Systems Engineering.

e AMASS Platform — Papyrus and CHESS to import the SysML models
(requirements, architecture, BDD) this allows to use safety assessment tools
to get minimal cut sets and other safety assessment artefacts.

e Tools for automated safety assessment.

e Leader: HON
e Tool providers: UOM, FBK

1. ldentify system failures.

2. Select appropriate system architecture pattern to reach design assurance
level.

3. Apply fault injection mechanism.

4. Compute fault propagation automatically using for example FBK and UOM
tools.

5. Perform safety assessment, for example generate Fault Tree Analysis (FTA).
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6. Evaluate the results.

Usage Decisions Which parts of safety assessment should be automated.
Which safety assessment tools used.

Expected Results A list of safety hazards.

Conclusions

3.7.2.2. STO3 Seamless Interoperability

Table 44. CS7-Seamless Interoperability: US1-Evidence Assessment

Realisation Scenario | Evidence Assessment

Scope Collect and manage evidence artefacts required to fulfil the selected standards
Tool Settings OpenCert Tools: Evidence Management
Participants e Leader: HON

e TEC
Activities realised 1. Create artefact model for safety.

2. Collect evidence documents.

3. Initial verification and judgment of the quality of the evidence.

4. Perform evaluation of results based on D1.3 [3].

5. Report the result to the customer.
Usage Decisions How to measure baseline process — a process performed by separate team?
Expected Results Evidence model and artefact repository.

Conclusions

3.7.2.3. STOA4 Cross Intra-domain reuse

Table 45. CS7-Cross Intra-domain reuse: US1-Compliance Management

Realisation Scenario | Compliance Management

Scope Evaluate compliance of artefacts as per the avionics standards.
Tool Settings OpenCert Tools: Assurance Project Management
Participants e Leader: HON
e TEC
Activities realised 1. Definition of the development plan
2. Definition of tasks and tools to be integrated
3. Evaluation of the development lifecycle based on AMASS evaluation

framework
4. Reporting of compliance results to the customer
5. Analyse compliance accomplishment

Usage Decisions None

Expected Results Compliance report complying with standards:
e SAE ARP 4761 — EUROCAE ED-135
e SAE ARP 4754A — EUROCAE ED-79A
e RTCA DO-178C—-EUROCAE ED-12C

Conclusions

Table 46. CS7-Cross- and Intra-domain reuse: US1-Compliance Management

Realisation Scenario | Compliance Management
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Scope Representation of DO-178C with ontology-based technologies
Tool Settings Knowledge Manager (KM; TRC)
Participants e UC3
e TRC
Activities realised The activities correspond to the application of the approach for semantic

representation of safety standards presented in D6.5 and D6.7.

1. KM configuration for representation of DO-178C

2. Initial specification of an ontology for DO-178C with its glossary

3. Modelling of DO-178C development process in KM, based on the metamodel
for Reference Assurance Frameworks (Reference Activities, Reference
Artefacts, Reference Artefact Relationships, Reference Activity input,
Reference Activity output, etc.)

Usage Decisions None
Expected Results Semantic representation of DO-178C in KM
Conclusions Successful representation

3.7.3. US2: Automation of verification objectives

Automation of the formal requirements using formal methods will be performed to save time, cost and cost
of poor quality. High-level system will be modelled and the corresponding (i.e. high-level) requirements will
be semantically checked and formally verified against the low-level requirements written in Simulink or C
system design using model checking and testing. The plan is to allow verification of knowledge based
system behind the multi-modal interaction.

During the first Iteration, the automated semantic analysis of formal requirements was augmented with the
reliability checking.

During the second lteration, the development of the V&V Manager has started. It communicates with the
Verification Server. The V&V Manager composes requests for formal verification from the contents of the
select model element (Contract or Block) and sends those requests to the Verification Server, see Figure 71.
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Figure 71. Invocation of the V&V Manager from the contextual menu of a block

Depending on the incoming request the Verification Server invokes various kinds of semantic analysis of
requirements or the verification of a model against the requirements. When the work managed by the
Verification Server is completed, the result is sent back to the V&V Manager, which displays it in the V&V
Result View, see Figure 72.

H2020-JTI-ECSEL-2015 # 692474 Page 100 of 178



\(‘A j AMASS AMASS demonstrators (b) D1.5V1.0

&= runtime-EclipseApplication - Papyrus - TuchScren/TuchScren.di - Eclipse Platform =10 5]
Fle Edit ~JDiagram Navigate Search Papyrus Project Run VW testFTA CHESS AMASS Window Help
Plmifs :\:’):'ﬁ':ja:’z':‘éh_"l|B§E'D%'&'§'@'£'>'H"E'..?“;E‘E'IIUU% AEFUNNiEYF-0-%-i5 &
-G e O | OB T A S Quick Acci

[y Project Explorer 52 = 0 7 TuchScren.di 32 | <P Nested.di ~ ¥ old_vam_model.di

= %|e <

B3 Nested «Blocks T,

E-F¥ OLCI_VAM [=] voterCore ﬁ

E-#¥ TuchScren properties Associations <

in si . -t El out signal_mismatch: EBoolean
Bl in signal_delta: Elnt E ﬂ gnal_r /‘DH’E(tEdCDmpD.”

operations " Dependency

B in signal_valid: EBoclean |_: -ﬂ El cut permanent_mismatch: EBoolean

T [T (W T

constraints % ModelElements <o
ContractPropertyl: set the signal_mismatch 1 Package
ContractProperty2: et permanent_misma...
!
ContractProperty3: set permanent_misms... System (Elod)

ZE PortandFlows

2 Model Explorer 57 = B8
e E FlowPort
- EEREE T
&-Ba «cHESS» model 2% DataTypes 0
LE . .
B s | [ DataType
BB aModk
PrimitiveType
#% Contracts <0
-
«constraints =constraints cconstraints [ Contract
r (ConstraintBlock)
xConstraintRlock Contracts| w nnstraintRlnck Cantracts = anctraintBlacl Cantract.
i |+ ConiractProperty
B BOD Touch Screen | B BDD Voter Core 52 | §] Requirements Diagram for Voter Core
2% outine 52 Elgf Y= B8 vy, VY Result 53 = g

Response from the Verification Server
partverResult

Checking consistency took: 0,0595913 s,
The set of requirements is consistent.
Checking vacuity took: 0.0957077 5.
Mone of the requirements is satisfied vacuously.
Checking realisability took: 0543646 =.
The set of requirements is unrealisable.
A violating requirement is: 1
A realisable subset consists of:
The verification is finished.

Figure 72. The V&V Result View containing the result of the semantic analysis of requirements

The approach for the knowledge-based part of the Multi-modal Interaction use case is to create the
automated translation from the representation of the rules into the formal language to enable automation
of the formal verification process.

Succinctness check finds the requirements that could be simplified while still defining the same behaviour.

Technology is based on using the mutated requirements and when equivalent succinct version is found this
is showed to the engineer.

When system design is created, this technology can also help with creating alternative more demanding
version of the requirement, which is still satisfied by the underlying system design.

Engineer decides if the intention was the succinct version of the requirement or the more demanding
version (suggested by the tool or written manually by the engineer).

The decision cannot be made automatically since original intention could be wrong and therefore the tool
cannot rely on the other artefacts.

Example from Touch subsystem:

The Gesture Recognition shall set Gesture Matches to “T2F” when all of the following conditions are
satisfied:

o Occur To Prev is greater than 1.25

o Cont 1+ Cont 2 is lower than 0.7

o Cont 1 Movement is “STATIC”

o Cont 1is lower than 0.7

o Cont 2 Movement is “STATIC”

o Cont 2 is lower than 0.8

H2020-JTI-ECSEL-2015 # 692474 Page 101 of 178



@ AMASS

AMASS demonstrators (b) D1.5V1.0

In this simple example the succinctness check finds statically without creating mutated
requirements that the red conditions are implied by the green condition and thus are redundant. In
this case the succinct version is the requirement without the red conditions.

3.7.3.1. STO1 Architecture-Driven Assurance

Table 47. CS7-Architecture-Driven Assurance: US2-Model-based System Component Specification

Realisation Scenario | Model-based System Component Specification

Scope

Tool Settings

Participants
Activities realised

Usage Decisions

Expected Results
Conclusions

The system components will be specified including system requirements. The
following standards will be applied:

System: SAE ARP 4754A — EUROCAE ED-79A — Guidelines for development of civil
aircraft and systems

e Mathworks Matlab Simulink — system architecture only
e Sparx Systems Enterprise Architect — 3 View Systems Engineering
e Internal tools to specify system requirements and contracts

Leader: HON

1. Author system requirements

2. Formalize behavioural system requirements

3. Create system architecture — 3 views of the system
4. Allocate requirements to the system.

Decide which part of the system will be used in Simulink and which in Enterprise
Architect.

Decide how to allocate the requirements in order to enable automated
verification.

System architecture, formal system requirement specification.

Table 48. CS7- Architecture-Driven Assurance: US2-Automated Verification

Realisation Scenario | Automated Verification

Scope

Tool Settings

Participants

Automated formal semantic verification and validation of requirements.
Contribution to the following objectives:

e Enforced verifiability (DO-178C A-3.4)

e Ensured conformance to requirement standards (DO-178C A-3.5)

e Decrease the number of defects (ARP 4761 objective, DO-178C A-3.2)

e Automated formal verification that requirements comply with system.

e Contribution to the objectives: DO178C A-4.1. and when possible to DO178C
A-3.1

e Mathworks Matlab Simulink — system architecture only

e Sparx Systems Enterprise Architect — 3 View Systems Engineering

e AMASS Platform — Papyrus and CHESS to import the SysML models
(requirements, architecture, BDD) this allows to use V&V Manager to verify
requirements early on.

e Internal tool for formalisation, analysis and brokerage of verification tasks:
ForReq

e Tools for automated formal verification: DIVINE, NuSMV, nuXmv, Looney,
Acacia+

e Leader: HON
o TEC
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Tool providers: UOM, FBK

Automated semantic requirement analysis

Create system design

Automated formal verification of requirement compliance with system
design

4. Automated generation of test cases if requested

5. Evaluate the results

Activities realised

W e

Usage Decisions Which parts of safety assessment should be automated.
Which safety assessment tools used.

Expected Results Verification results, measurements of the injected, detected and remove defects
in all development phases.

Conclusions

3.7.3.2. STO3 Seamless Interoperability

Table 49. CS7-Seamless Interoperability: US2-Evidence Assessment

Realisation Scenario | Evidence Assessment

Scope Collect and manage evidence artefacts required to fulfil the selected standards.
Tool Settings OpenCert Tools: Evidence Management
Participants e Leader: HON
e TEC
Activities realised 1. Create artefact model for the system.
2. Collect evidence documents
3. Initial verification and judgment of the quality of the evidence
4. Perform evaluation of results based on D1.3 [3]
5. Report the result to the customer.
Usage Decisions How to measure baseline process — a process performed by separate team?
Expected Results Evidence model and artefact repository.
Conclusions

3.7.3.3. STOA4 Cross Intra-domain reuse

Table 50. CS7-Cross Intra-domain reuse: US2-Compliance Management

Realisation Scenario | Compliance Management

Scope Evaluate compliance of artefacts as per the avionics standards.
Tool Settings OpenCert Tools: Assurance Project Management
Participants e Leader: HON
e TEC
Activities realised 1. Definition of the development plan
2. Definition of tasks and tools to be integrated.
3. Evaluation of the development lifecycle based on AMASS evaluation

framework
4. Reporting of compliance results to the customer
5. Analyse compliance accomplishment
Usage Decisions None
Expected Results Compliance report complying with standards:

e SAE ARP 4761 — EUROCAE ED-135
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e SAE ARP 4754A — EUROCAE ED-79°
e RTCA DO-178C - EUROCAE ED-12C

Conclusions

3.7.4. Coverage of AMASS Prototype P1 Architecture

Table 51 illustrates the implemented functionalities during this second iteration within the Case Study 7.

Table 51. AMASS Prototype P1 Coverage by CS7

O AIVIA ona oup 00

CHESS
System Architecture Modelling for Assurance CHESS
Architecture- Architectural Patterns for Assurance -
Driven Contract-based Design for Assurance CHESS + OCRA
Assurance
DIVINE, NuSMV, nuXmv, Looney,
Activities supporting Assurance Case Acacia+
V&V Manager
Multi-Concern Dependability Assurance -
Assurance System Dependability Co-Analysis/Co-Assessment EPF-C+ OpenCert
Contract-Based Multi-concern Assurance -
OpencCert
Tool Integration Management V&V Manager and OSLC Automation
Seamless g g V&V Tool Integration
Interoperability .
Collaborative Work Management -
Tool Quality Assessment and Characterization -

OpenCert/Knowledge Manager
(semantics mapping)

Reuse Assistant -

Process-related reuse via management of variability at
Cross Intra- -

> process level
Domain Reuse

Process-related reuse via management of variability at
product level

Automatic generation of process-based arguments OpenCert

Automatic generation of product-based arguments OpenCert

3.7.5. Conclusions

At this stage, the main benefits and potential improvements are identified in Table 52.

Table 52. Benefits and potential improvements for CS7

Artefact Achievement/Benefits Improvements/Recommendations
Requirements e Improved requirement grammar allows | ® Formal requirement grammar is yet not
specification and more complex real-time requirements part of PropertyEditor. Standalone XText
formalization authoring. implementation of requirement

e Requirements linked to design entities, authoring is being developed.

formal properties and contracts
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Artefact

Achievement/Benefits
e Traceability

Improvements/Recommendations

Automated e V&V Manager allows verify e Support to verify system design and
Verification requirement semantic analysis early on architecture design will be added to V&V
using contracts and FormalProperties — Manager.
consistency, redundancy, realisability e Extend scalability of the requirement
and missing requirements. semantic analysis especially for
e Subsystem is newly supported. realisability checking.
Design of e Tool allow interchange of the design e Improve the GUI, for example:
system/software artefacts with other tools. o Sometimes some options are

architecture

e All the information defined in a single
model.

missing and random clicking is
needed to make it reappear again.
o Similar analyses in different menus
e Tool maturity is very low.

Conduction of
safety analyses

e The V&YV and safety analyses provide
minimal cut set.

e Evidences directly obtained from the
model.

e Tool maturity is very low.

e Need a lot of manual effort to perform
the analysis completely.

e Tool limitations (only discrete type, state
machines do not support i) operations
and ii) state machines in non-leaf
components).
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3.8. Case Study 8: Automotive domain: Telematics function

3.8.1. Case Study Specification

This case study focuses on component-based (element-out-of-context) multi-concern assurance, analysis
and assessment. The intended item is an automated driving function (ADC item) and specifically its ability
to determine when the vehicle’s geographical position is on a road where it can use the automated driving
function. The element-out-of-context is a positioning component where safety, security and performance
are critical quality attributes. The component will have cybersecurity goals up to Cybersecurity Assurance
Level (CAL) 4, the highest security criticality level, and safety goals up to Automotive safety integrity level
(ASIL) D, the highest safety integrity level in 1ISO 26262.

For a detailed description of the case study, see the Deliverable “D1.1 Case studies description and business
impact” [1].

3.8.2. US1: Multi-concern assurance case for safety/security (US1 MCAC)

This scenario is about creation of an assurance case and processes for multiple standards (safety and
security). This scenario is mainly related to assurance case specification, evidence management and
compliance management.

During the first Iteration, a safety case according to ISO 26262 and most of its artefacts was created in
Word and Excel.

During the second lteration, transferred much of the safety case information into OpenCert and system
modelling was done in SysML using Papyrus. A security case has been started and is also modelled in
OpenCert. The assurance case in OpenCert includes modelling of reference frameworks for ISO 26262 and
automotive cybersecurity, argumentation, evidence and process modelling, and finally compliance
mapping. All parts are not complete.

It can be noted that, for both iterations, the assurance cases are partial, i.e. not all safety goals,
components, etc. have been elaborated. The focus is on including all parts of an assurance case rather than
completing all parts of the rather complex functionality of the ADC item and positioning element.

Usage scenario US1 is represented by the activities labelled with a yellow tag US1 in Figure 73. All the
activities in US1 are started during the second iteration. The corresponding functionalities in OpenCert have
been validated and feedback collected, i.e. reference framework modelling, assurance project creation,
minor work on equivalence mapping, GSN argument modelling (including multi-concern argumentation),
evidence model creation, process modelling in EPF and import to OpenCert, some work on compliance
mapping, and some report generation from the web interface. In addition, the case study has done set-up
and management of an own OpenCert CDO repository.
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Figure 73. Overview of CS8 usage scenarios

3.8.2.1. STO2 Multi-concern Assurance

To model and build a case for multi-concern assurance, an essential part is to have a reference frame work
for the standards one aims to adhere to. Figure 74 is an example of the model of the reference frame work
in OpenCert that covers the automotive cybersecurity concern of the of the multi-concern assurance case.
Figure 75 is showing a view of the corresponding work done for safety, in this case 1ISO26262. The modelling
of argumentation for compliance of the multi-concern is also done in OpenCert (see Figure 76). One also
needs to substantiate the argumentation with evidence, an example of this can be seen in Figure 77. All
these activities and artefact will eventually tie in together to form a solid claim for a fulfilled multi-concern
assurance case covering Safety, Security and Availability.
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Figure 74. Part of automotive cybersecurity reference framework model in CS8
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Figure 76. Top module in argumentation for CS8 ADC item
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Figure 77. Evidence model for CS8 ADC item

Table 53. CS8-Multi-concern Assurance: US1-Multi-concern assurance case for safety/security

Realisation Scenario | Multi-concern assurance case for safety/security

Scope Creation of an assurance case for multiple standards (safety: ISO 26262 and
automotive cybersecurity).

Tool Settings OpenCert and EPF

Participants SPS, COM

Activities realised e Modelling of reference frameworks for ISO 26262 and automotive

cybersecurity.

e Creation of multi-concern assurance cases for ADC item and positioning
element.

e Argumentation for ADC item and start of argumentation for positioning
element.

e Evidence model for ADC item.

e Process model for ADC item.

e Some compliance mapping.

Usage Decisions The safety and security cases are partial. After the initial complete system
model, the assurance case is aimed at completing what is needed for analysing
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the impact on one element and one safety goal.
Expected Results A multi-concern assurance case possible to assess in US2.

Conclusions Feedback from using the tools has been collected for the tool developers.
Completion of the scenario and metrics collection are left for the third iteration.

3.8.3. US2: Multi-concern assessment (US2 MCASS)

This scenario deals with assessment of multiple quality attributes (i.e. against multiple standards) based on
the multi-concern assurance case in usage scenario US1. This scenario is mainly related to evidence
management and compliance management.

US3 is a smaller scenario focused on a functional safety assessment (FSA) of the work in US1 and US3, i.e.
whereas the other scenarios look at assurance from the viewpoint of the developing organization creating
the assurance case, the purpose of this scenario is to evaluate if the assurance case is suitable from the
viewpoint of an independent assessor performing a functional safety assessment. This scenario follows
after US1 and US3 (see Figure 73) and since these scenarios are not complete yet this scenario has not yet
been performed and will be left for the third iteration.

3.8.4. US3: Multi-concern specification, analysis, assurance (US2 SAASSA)
This scenario is about specification (co-engineering of function, safety, and security), analysis and collection
of assurance evidence for multiple concerns. The same assurance case as in usage scenarios 1 and 2 is used.

This scenario is mainly related to system component specification, evidence management and compliance
management.

During the first iteration, an early version of system specification, functional safety concept and technical
safety concept was done in word.

During the second iteration, a SysML/Papyrus model of the ADC item has been created. This includes item
context, concept, functional, and technical implementation level, as well as requirements.

Usage scenario US3 is represented by the activities labelled with a yellow tag US3 in Figure 73. So far no
AMASS platform specific functionality has been used for this scenario.
3.8.4.1. STO1 Architecture-Driven Assurance

The industry need for building an assurance case with elements out of context (EooC) has been identified
and the feasibility of this, within the AMASS framework, will be investigated, i.e. how to handle
requirements (Figure 79) and system modelling (Figure 78, Figure 80) with EooC in mind.
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Figure 79. Safety requirements and traceability for safety goal “ADC may only be activated on enabled certified roads”
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Figure 80. Top-level system specification for ADC item

Table 54. CS8-Architecture-Driven Assurance: US3-Multi-concern specification, analysis, assurance

Realisation Scenario | Multi-concern specification, analysis, assurance

Scope Model and specify a safety and security-related item and element-out-of-context
Tool Settings SysML/Papyrus (CHESS planned for iteration 3)
Participants COM, SPS
Activities realised e System model for ADC item created from concept to technical level.
e Requirements included in system model, nominal, safety, (security)
Usage Decisions ADC item modelled in plain SysML. CHESS specific features only to be used on
element-out-of-context, but this has had to be delayed until the next iteration.
Expected Results System model for the ADC item and positioning element in the case study.
Conclusions AMASS platform features have not been used yet for this scenario but will come

into play in the last iteration.

3.8.4.2. STO2 Multi-concern Assurance

The activities and artefact will eventually tie in together to form a solid claim for a fulfilled multi-concern
assurance case covering Safety, Security and (Availability), however in order to establish a balance between
the concerns and identify synergies from co-engineering, an analysis has to be employed to support these
aspects.

Table 55. CS8-Multi-concern Assurance: US3-Multi-concern specification, analysis, assurance

Realisation Scenario | Multi-concern specification, analysis, assurance

Scope Co-engineering and co-analysis for multiple quality attributes

Tool Settings SysML/Papyrus

Participants COM, SPS

Activities realised e Co-engineering: System model includes safety information (safety concept,

safety requirements), we also begun to add security.
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e Beginning of multi-concern analysis in the concept phase (TARA/HARA) but
most of multi-concern analysis remains to be added.

Usage Decisions Keep as much information as possible in the system model, but e.g. some parts
of the item definition is still in separate Word document.

Expected Results System specification including safety and security concerns.

Conclusions AMASS platform features have not yet been used for this scenario but will come

into play in the last iteration. No suitable tool for our chosen concept-phase co-
analysis method.

3.8.5. Coverage of AMASS Prototype P1 Architecture

Table 56 illustrates the implemented functionalities during this second iteration within the Case Study 8.

Table 56. AMASS Prototype P1 Coverage by CS8

O AIVIA ona oup 00

Papyrus/SysML
Architecture- System Architecture Modelling for Assurance Papyrus/SysML
Driven Architectural Patterns for Assurance -
Assurance Contract-based Design for Assurance -
Activities supporting Assurance Case -
OpencCert
Multi-Concern Dependability Assurance OpenCert
Assurance System Dependability Co-Analysis/Co-Assessment OpenCert
Contract-Based Multi-concern Assurance -
OpencCert
Seamless Tool Integration Management -
Interoperability Collaborative Work Management -

Tool Quality Assessment and Characterization -

Reuse Assistant -

Process-related reuse via management of variability at
Cross Intra- process level

Domain Reuse Process-related reuse via management of variability at

product level

Automatic generation of process-based arguments -

Automatic generation of product-based arguments -

3.8.6. Conclusions

At this stage, the main benefits and potential improvements are identified in Table 57.

Table 57. CS8 Benefits and potential improvements

Artefact Achievement/Benefits Improvements/Recommendations
Reference e Standards can be modelled; user e For multi-concern assurance, could
framework interface is straight-forward and works consider adding a dependence
(standards) well. relationship between standards in
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Artefact ‘ Achievement/Benefits ‘ Improvements/Recommendations
modelling and e Tailoring when importing to assurance addition to the existing equivalence
compliance project allows for e.g. safety/security- relationship.
mapping in element-out-of-context. e Compliance mapping is tedious, the GUI
OpenCert could probably be improved to make this

more efficient.
Argument e Arguments can be built with GSN e Some GUI improvements could be made:
modelling in notation. o Would like to be able to use any
OpenCert e Possibility to use modules and diagram as a module instead of using
contracts (agreements) greatly templates view only.
improves flexibility / management of o Would like to be able to color-code
complexity. the boxes, e.g. for difference
e Addition of notation for multi-concern concerns, to improve readability.
arguments is useful.
Evidence e Evidence modelling connects artefacts | ® Unclear how to handle versions
modelling in with the assurance case. especially for artefacts which are
OpenCert continuously updated (such as test
results from continuous integration
systems) since versions are manually
managed in the evidence editor.
Process ¢ Modelling of the (executed) work e Bugs in import from EPF
modelling in process.
OpenCert
Process e Modelling of process (plans).
modelling in EPF
OpenCert e Ties together all information for an e Overall visualization of an assurance case
(overall) assurance case. could be improved. For instance, some

sort of dashboard or graphical view
showing the interconnection of the
models used in the assurance case and
highlighting errors/incomplete parts.
Re-use of information could be
improved. For instance, the evidence
and process models could be partly
populated with information from the
tailored reference model or argument
model.

Versioning of models/diagrams would be
necessary to comply with configuration
management requirements in some
standards.

Flexibility to import/export assurance
cases or copy/paste diagrams within an
assurance case would make the tool
more flexible to work with.
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3.9. Case Study 9: Air Traffic Management domain: Safety-Critical SW
Lifecycle of a Monitoring System for NavAid

3.9.1. Case Study Specification

CS9 is aimed to re-engineer, through the usage of tools and methods provided by the AMASS project:

a. The SW of the Monitoring subsystem of a safety-critical CPS such as the DME (DME: Distance
Measuring Equipment), it is a radio-navigation system which provides the distance information
between the aircraft and the location of the DME ground equipment).

b. More in general, the processes of the whole SW development lifecycle for such a CPS, applying the
CNS/ATM safety certification standards (EUROCAE ED-109).

The Assurance Level for the sub-system shall be AL > 4, out of a scale from 1 (for software that could cause
or contribute to the failure of the ground-based system resulting in a catastrophic failure condition) to 6
(for software that could cause or contribute to the failure of the ground-based system resulting in no effect
on the system).

For a detailed description on the case study see the Deliverable D1.4 “AMASS-demonstrators(a)” [4].

3.9.2. US1: System/Software Design and Safety Analysis (SWD)

During this phase (SWD) of the SW development process:

e the tools of AMASS P1 will be used to verify and validate the SW module interaction (through
contracts and formal methods), in order to help the qualification/certification process at the
architecture level. Such activity shall cover:

o the ‘System Design’ functionality;
o the ‘System Component Specification’ functionality group belonging to the AMASS
Platform Basic Building Blocks;

e the tools of AMASS P1 (or P2) will be used to conduct safety analyses (FMEA and/or FTA), taking
as input the architectural design based on contracts and formal methods (as mentioned above)
and evaluating the contracts. Such activity shall cover:

o the ‘Safety Analysis’ functionality;
o again, the ‘System Component Specification’ functionality group belonging to the
AMASS Platform Basic Building Blocks.

The architecture description (in terms of SW modules interaction, contracts etc.) has been modelled by
means of CHESS in order to verify and validate the consistency of the architecture.

The same description of the architecture will be used, through the version of CHESS associated to AMASS
P1 or AMASS P2, to conduct the safety analysis (FMEA and/or FTA).

The following AMASS functionalities (all belonging to STO1 Architecture-Driven Assurance) will be
validated/verified through the Usage Scenario 1:

e System Design - System Definition: through the definition of the system architecture and of the
SW modules interactions (contracts etc.);

e System Design = Functional Early Verification: through the functional verification of the system
architecture and of the SW modules interaction;

e System Design - Functional Refinement: through the architecture refinement following the
previous step.

e Safety Analysis = Simulation-based Fault Injection + Model-Based Safety Analysis + Contract-
Based Safety Analysis: through the conduction of a FMEA and/or of a FTA.
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Figure 81. Architecture-driven assurance

3.9.2.1. STO1 Architecture-Driven Assurance

Within the functionality group “System Component Specification”, two projects were defined:

e an Assurance Project, consisting in defining the System/Software Architecture, including module
interactions, and in verifying the architecture consistency;
e a Dependability Assessment, consisting in typical safety analysis (FMEA and/or FTA).

Table 58. CS9-Architecture-Driven Assurance: US1-Assurance Project Creation

Realisation Scenario | Assurance Project Creation

Scope Verification and validation of the SW modules interaction (through contracts and
formal methods), in order to help the qualification/certification process at the
architecture level.

Tool Settings CHESS, Papyrus and OCRA
Participants e Tool Provider: FBK, TEC
e Tool User and Data Analysis: THI
Activities 1. Create CHESS project
2. Architecture modelling (modules interaction, through contracts and formal
methods)

3. Verification of the modules interaction (architecture consistency)
4. Contracts/architecture refinement

Usage Decisions
Expected Results Successful architecture definition and V&V

Conclusions

Table 59. CS9-Architecture-Driven Assurance: US1-Dependability Assessment

Realisation Scenario | Dependability Assessment

Scope Conduction of a typical safety analysis (FMEA and/or FTA).
Tool Settings Papyrus, Ocra and xSAP
Participants e Tool Provider: FBK, TEC
e Tool User and Data Analysis: THI
Activities 1. Create CHESS project
2. Architecture modelling (modules interaction, through contracts and formal
methods)

3. FMEA (simulation-based fault injection) and/or FTA

Usage Decisions
Expected Results Improve design validation and safety, reducing the effort.

Conclusions
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3.9.3. US2: Safety Case (SWV)

During this phase (SWV) of the SW development process, the basic blocks “Compliance Management” and
“Evidence Management” of the AMASS platform will help to guarantee that the SW Development Process
follows the correct procedures according to ED-109 standards: the complete traceability should be assured,

from the ED-109 objectives to the source code, through all the artefacts.
The related activities consisted of the modelisation of the objectives of the software standard (for

CNS/ATM systems) ED-109, through basic AMASS tools (OpenCert). As a result, a set of evidences was
collected, which shall be mapped to the actual artefacts collected at the end of the SW development, to

check the fulfilment of all the objectives.
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Figure 82.ED 109 Model
AMASS functionality (belonging to

STO4) will be validated/verified through the Usage Scenario 2:

°
O

o

Safety Case - Evidence Generation; a two-step process will be implemented:

modelisation of the ED-109 objectives (Standard Modelling and Compliance

Management)
comparison, at the end of the SW developments, of the generated evidences vs. the

ED-109 requirements (Compliance Mapping)
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Figure 83. Compliance Management
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3.9.3.1. STO4 Cross-Intra Domain Reuse

Table 60. CS9-Cross-Intra Domain Reuse: US2-Compliance Management

Realisation Scenario | Compliance Management

Scope

Tool Settings
Participants

Activities

Usage Decisions

Expected Results

Conclusions

Modelization of the ED-109 objectives and association, to each objective, of the
preliminary conditions necessary to the fulfilment of the objective.

OpenCert

Tool Provider: TEC

Tool User and Data Analysis: THI
Create OpenCert project

ED-109 objectives modelling
Collection of the required evidences

W e e

Simplification of the process aimed at certifying the alignment with the
applicable standards.

Table 61. CS9-Cross-Intra Domain Reuse : US2-Evidence Generation and Evidence Management

Realisation Scenario | Evidence Generation and Evidence Management

Scope

Tool Settings
Participants

Activities

Usage Decisions
Expected Results

Conclusions

Comparison, at the end of the SW developments, of the generated evidences
(artefacts) with the evidences required by the ED-109

OpenCert
e Tool Provider: TEC
e Tool User and Data Analysis: THI

1. Collection, during the SW development, of the required artefacts, through
the AMASS tool
2. Data comparison, analysis and validation

Simplification of the process aimed at certifying the alignment with the
applicable standards.

3.9.4. Coverage of Prototype P1 AMASS Architecture

Table 62 illustrates the implemented functionalities during this second iteration within the Case Study 9.

Table 62. AMASS Prototype P1 Coverage by CS9

AIVIA ONa oup 00

System Component Specification CHESS
Architecture- System Architecture Modelling for Assurance CHESS
Driven Architectural Patterns for Assurance -
Assurance Contract-based Design for Assurance CHESS+OCRA
Activities supporting Assurance Case Papyrus, OCRA and xSAP

Multi-Concern

Assurance Case Specification -
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Assurance

Dependability Assurance

System Dependability Co-Analysis/Co-Assessment

Seamless

Contract-Based Multi-concern Assurance

Tool Integration Management

OpencCert

Interoperability

Collaborative Work Management

Tool Quality Assessment and Characterization

[ ComplonceMansgement ]

Reuse Assistant

OpencCert

Cross Intra-

Process-related reuse via management of variability at

process level

Domain Reuse

Process-related reuse via management of variability at

product level

Automatic generation of process-based arguments

Automatic generation of product-based arguments

3.9.5. Conclusions

At this stage, the main benefits and potential improvements are identified in Table 63.

Table 63. Benefits and potential improvements for CS9

Artefact Achievement/Benefits Improvements/Recommendations

Standards Modelling of ED-109 EUROCAE e Performance
Models Creation standard
(OpencCert)
Assurance Selection of the ED 109 objectives e Wizard for project creation
Project Creation based on the “Assurance level”. e Usability/User Interface
(OpencCert) e Performance

e Prevent meaningless selections during

project creation

Evidence Evidence modelling connects artefacts | ® Unclear how to handle versions
modelling in with the assurance case especially for artefacts which are
OpenCert continuously updated
Design of All the information defined in asingle | e Sometimes some options are missing
system/software model and random clicking is needed to make
architecture it reappear again.

e Similar analyses in different menus

e Tool maturity is very low
Dependability Safety analysis integrated with all the
assessment other development phases
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3.10.Case Study 10: Space domain: Certification basis to boost the usage
of MPSoC architectures in the Space Market

3.10.1. Case Study Specification

The objective of this Case Study is to validate the different architectures and related tools developed in
AMASS. For this second iteration, feedback will be provided. For the third iteration, a benchmarking for
those tools will be provided.

The case study of TAS is mainly focalized in including multicore architectures capable of in-flight
reconfiguration in actual payload data processing equipment. The target is to replace legacy designs in
actual flight missions using multicore improved performances to overcome the limitations imposed by
classic ASIC designs. This implies two Usage Scenarios:

e US1: Scalable Sensor Data Processor Breadboard (SSDP)
e US2: Reconfigurable FPGAs

Usage Scenarios US1 and US2 follow the same Data Collection structure described in [2]. US1 is more
focused in multicore systems and US2 is mainly focused in the validation of reconfigurable in-flight changes
is the FPGA design. The main target is keep as compliant with the standards the parts of the project that
have not been modified, meanwhile the modified ones will be the only ones to be restudied to check its
compatibility, not affected the firsts ones. As summary: validate and certificate the whole solution by
validating only the parts that have changed.

A technical description of this case study can be found in the deliverable D1.1 “Case studies description and
business impact” [1].

Based on the definition of usage scenarios provided in D1.1 [1] and the data stored in D1.2 [2], this case
study provides feedback to AMASS tools by testing the tools and giving advices to tool developers.

Usage Scenario 1: Scalable Sensor Data Processor Breadboard (SSDP)

SSDP is an architecture developed to satisfy the needs of the applications that request the fast processing
of a high amount of data for smart sensors, to be used in space exploration missions. This architecture
combines fixed point DSP IP with a LEON controller. The inherent scalability of the Network-on-chip (NoC)
architecture, as well as the efficient combination of GPP and DSP processor cores are very interesting for
future large and ultra-powerful processor ASICs, however, a strict validation and certification strategy will
be key to allow the widespread usage of such a powerful device in different scenarios with very different
criticality constraints.

Multicore programming is still not approved for in-flight missions due the hard requirements to validate
and certificate in actual payload data processing equipment. For SSDP, one LEON core also contains 2
programmable processing cores based on Xentium® DSP cores.

Usage Scenario 2: Reconfigurable FPGAs

The telecommunication broadband regenerative payloads and its associated platforms and the Earth
Observation payloads, need to be adaptable while in-flight missions. Every piece of software must be
completely proven and validated before taking off, after that moment no change is allowed to continue the
mission. Reconfigurable FPGAs with self-healing capabilities are not allowed to operate completely in space
missions. AMASS will be the platform which should guarantee that every change will be compliant with the
standards and all the rigid rules imposed by the ESA or other international agencies.

The System that has been modelled using the AMASS solutions is a basic SW module of the BSW. The BSW
is the basic layer implemented for MPSoC architectures, or FPGA-based. BSW is responsible for managing
the startup and initial HW checks, and starting the load of the ASW (Application Software). It runs a self-test
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for verifying main and cache memories, timers and interrupts, generating and sending a test report by
using telemetry mechanism. Moreover, the BSW process tele-commands that have been sent to command
the satellite payload. The architectures mentioned above for US1 and US2 make use both of the BSW.

3.10.2. US1 & US2: BSW modelling for SSDP & reconfigurable FPGA architectures

3.10.2.1. STO1 Architecture-Driven Assurance

BSW module has been modelled as a CHESS project to cover Architecture-Driven Assurance (STO1).

This task includes the construction of basic building blocks of the BSW. These blocks are named the BSW
Host, the PUS and the TMTC. The functions accomplished by them are described below.

BSW Host. It is the basic building block of the BSW is the Host SW component. The BSW Host:

- Executes TC (Tele-command) packets

- Verifies TC execution

- Configures TMTC interface

- Satisfies the PUS format.

PUS. Performs the following functions:

- Parsing and validation (acknowledge) of TC packets.
- Build TM (Telemetries) packets and redirect them to the TMTC block.
- Receives TC packets from TMTC for parsing.

TMTC. Responsible for Tele-command and Tele-metries sending and receiving:

- Sends TCs to the PUS block for acceptance.
- Sends TM packets to external modulator devices.

3.10.2.1.1. System Design
System Definition

First step has been to add relevant BSW requirements in a SysML Requirements diagram, adding a
requirement name, identification and text description.
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Figure 84. CS10 Requirements diagram

Secondly, a Class diagram has been created, in order to define data structures and enumerations to be later
referenced in the Block Definition Diagram. These data correspond to:

- BSW modes

- TC packet acknowledge and execution result

- TMTC interface possible configurations
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Figure 85. CS10 Class Diagram

Next, the BDD diagram includes the modelled blocks, their associated data in the form of CHESS flowports,
and their association relationships for the BSW system. These hierarchical associations among system
blocks are needed since otherwise the contract refinement cannot be performed afterwards.

For the BSW_Host, the declared flowports are shown below:

<Block, Systems
£ BSW_Host
properties

i

in init_config: Integer

8 inout tmtc_if_id: TMTC_if

¢ inout mode: BSW_mode

in TC_load_mem: EByteArray

in TC_go: EByteArray

in TC_mnt: EByteArray

in TC_rur: EByteArray

¥ out execution_result: Exec_result
in TC _pkt: TC_structure

(OROEOE

W

11}

operations

constraints
{7} (always (TC_go and mode = Standby) -> execution_result = EXEC

For the PUS block, flowports are associated with each type of TC or TM, the TC execution result received
from the BSW_Host, and the BSW working mode:
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«Blocks
lwPUS

properties
El out TM_nack: EByteArray
El out TM_exec: EBytedrray
El out TM_nexec: EBytelrray
B inout TC_load_mem: EByteArray
B inout TC_go: EByteArray
B inout TC_mnt: EBytefrray
E inout TC_run: EByteArray
& in execution_result: Exec_result
El out TM_ack: EByteArray
= in mode BSW_mode

The TMTC properties include the interface configuration (that will indicate the port interface to be used to
transmit TM packets) and different types of TM/TC packets that can be received or transmitted:

T

«Block»
=] TMTC

properties
& in tmtc_if_id: TMTC_if
# inout TM_ack: EByteArray
@ inout TM_nack: EByteArray
& inout TM_exec: EByteArray
# inout TM_nexec: EByteArray
@ inout TC_load_mem: EByteArray
# inout TC_go: EByteArray
& inout TC_mnt: EByteArray
[ inout TC_run: EByteArray

Finally, it has been implemented a general BSW block that contains system properties as the BSW mode

(Nominal or Standby):

«Block»
BSW

properties
# inout mode: BSW_mode

operations

constraints

An IBD diagram has been created in the CHESS model to include the ports among system blocks. This
diagram clearly reflects the flow of TCs and TMs in our modelled architecture. The TMTC part sends TCs
received from external module, and the PUS successfully parsed TCs are finally forwarded to the BSW_Host
block. Also, the TMTC receives TM packets generated by the PUS block, to be sent to external modulators.
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Figure 86. CS10 Interface Diagram

Requirements formalization

After system blocks definition, the relevant requirements for CS10 have been written as formal properties
and contracts.

The BSW_Host formal properties reflect the behaviour of the BSW_Host component when it receives
accepted TC packets. The function of the BSW_Host is 1) Deciding whether a TC packet must be executed
or not. 2) Executing the command, performing the needed actions in the BSW. 3) Commanding the needed
TM responses to the PUS module. Additionally, contract properties have been created in BSW_Host block.

73 bsw_CHESS.di &2

properties

in init_config: Integer

inout tmtc_if_id: TMTC_if

inout mode: BSW_mode

in TC_load_mem: EByteArray

in TC_go: EByteArray

in TC_mnt: EByteArray

in TC_run: EByteArray

out execution_result: Exec_result
in TC_pkt: TC_structure

BAMEBEEEBR

operations

constraints
gl always (TC_go and mode = Standby) -> execution_result = EXECS
{7} {always (TC_run and (mode = Standby)] -> (execution_result = EXEC)}
{7} {always (TC_run and (mode = Nominal)) -> (execution_result = NEXEC
{2} {always (TC_load_mem and (mode = Nominal)) -> (execution_result =.
{2} {always (TC_mnt and mode = Nominal) -> mode = Standby and tmtc.,
{7} {always (TC_go and mode = Standby) -> ((mode = ASW) and (tmtc_if_
{7} {always (TC_go and (mode = Nominal)) -> (execution_result = EXEC)}
{7} {always (TC_mnt and (mode = Nominal)) -> (execution_result = EXEC)
{7} {always (TC_mnt and mode = Standby) -> execution_result = EXEC}
{7} {always (TC_load_mem and mode = Standby) -> execution_result = E...
{2} {always (TC_go and (mode = Nominal)) -> ({(mode = ASW) and (tmtc_.
& TC_go_in_Standby: Contractl Type
TC_go_in_Nominal: Contractl Type
TC_run_in_Standby: Contractl Type
[ TC_mnt_in_Nominal: Contractl Type
{2} (always (TC_go and (mode = Standby)) -> ((mode = ASW) and (tmtc_i.

o) f

Figure 87. CS10 Formal Properties (1)
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For example, following formal property:

always (TC_go and mode = Standby) -> execution_result = EXEC

specifies that in case the BSW is in Standby mode and telecommand TC_go is received, the BSW_Host must
execute this command, because it is compatible with this BSW status.

For BSW_Host block, each contract property has been constructed using an existing formal property as
assumption and another as guarantee. For example, the following contract in figure below takes as
assumption that a telecommand (TC_go) has been correctly executed by the BSW_Host, and the guarantee
for this contract is that the BSW_Host shall switch to ASW mode (this meands that the boot SW changes
execution pointer to the memory address of the Application SW module) and configures TMTC interface to
1553 protocol (so as corresponding telemetry TM packet can be sent by the other modules):

1 AssoLiaupne — -
constraints \+ TMTC T Block

{7} {always (TC_go and mode = Standby) -> execution_result = EXEC T X

{7} {always (TC_run and (mode = Standby)) -» (execution_result = EXEC)} BIDck» Signal -
{7} {always (TC_run and (mode = Mominal)) -> (execution_result = NEXEC T™MTC #% PortAndFlows
{7} {always (TC_load_mem and (mode = Nominal]] -» (execution_result =. properties

{7} {always (TC_mnt and mode = Nominal) -> mode = Standby and tmtc.,
{7} {always (TC_go and mode = Standby) -» ((mode = ASW) and (tmtc_if_
{7} {always (TC_go and (mode = Nominal)) -» (execution_result = EXEC)}
{7} {always (TC_mnt and (mode = Nominal)) -> {execution_result = EXEC),
{7} {always (TC_mnt and mode = Standby) -> execution_result = EXEC}
{7} {always (TC_load_mem and mode = Standby) -> execution_result = E..,
{7} {always (TC_go and (mode = Neminal)) -> ((mode = ASW) and (tmtc_,
=WTC_go_in_Standby: Contractl Type

B in trtc_if_id: TMTC_if

Bl inout TM_ack: EBytefrray

Bl inout TM_nack: EBytelrray

Bl inout TM_exec: EByteArray

B inout TM_nexec: EByteArray

B inout TC_load_merm: EByteArray
B inout TC_go: EByteArray

B inout TC_mnt: EByteArray

Bl inout TC_run: EByteArray

B FlowPort

#% DataTypes
DataType
PrimitiveType
[E] Enumeration

= EnumeratignLiteral

: : ) 1
& TC_go_in_Neminal: Contractl Type
[E TC_run_in_Standby: ContractlType _
[ TC_mnt_in_Nominal: Contractl Type operations

#% Contracts

Contract (ConstraintBl

& CentractProperty

7 Ealwa.ys (TC_%D and (mode = Standby)) -> ((mode = ASW) and {tmtc_i, EoELE i
- = T TR e - {?} FormalProperty (Cons
&%) Welcome | [ BSW_Host_reqs | B System_BDD 52 BSW_IBD | By ClassDiagram
[T Properties 5% | & Hierarchical Model View 3 Problems [=] Contract Refinement View 4 ==
& TC_go_in_Standby : Contract1lType
UML modek:modelSystemView:BSW_Host: Contractl Type Selected Contract
Comments
SysML
Profile
Style Assume = Guarantee (]
Appearance
Rulers And Grid always (TC_go and mode = Standby) -> execution_result = EXEC always (TC_go and mode = Standby) -> ((mode = ASW) and (tmtc_if_id = 1553]) »
Advanced
ContractEditor+
Ports

Figure 88. CS10 Contract (1)

Mapping of requirements to formal properties. In this task it has been chosen, for each formal property of
BSW_Host, the specific requirement that is being formalized.

H2020-JTI-ECSEL-2015 # 692474 Page 127 of 178



\@ AMASS

AMASS demonstrators (b)

D1.5V1.0

constraints
¥4y always (TC_go and mode = Standby) -> execution_result = EXEC]
{7} {always (TC_run and (mode = Standby]) - (execution_result = EXEC)}
{7} {always (TC_run and (mode = Nominal)) - (execution_result = NEXEC)}
{7} {always (TC_load_mem and (mode = Nominal)) -» (execution_result =...
{7} {always (TC_mnt and mode = Nominal) -> mode = Standby and tmtc...
{2} {always (TC_go and mode = Standby) -> ((mode = ASW) and (tmtc_if_...
{7} {always (TC_go and (mode = Mominal)) -> (execution_result = EXEC)}
{2} {always (TC_mnt and (mode = Nominal)) -> (execution_result = EXEC)}
{7} {always (TC_mnt and mode = Standby) -» execution_result = EXEC}
{2} {always (TC_load_mem and mode = Standby) -> execution_result = E...
{7} {always (TC_ge and (mode = Mominal)) -> ((mode = ASW) and (tmtc_...
TC_go_in_Standby: Contractl Type
TC_go_in_MNeminal: Contractl Type
TC_run_in_Standby: Centractl Type
TC_mnt_in_Mominal: Contractl Type

X+ TMTT I

Ey

«Blocks
TMTC

properties
in trate_if_id: TMTC_if
inout TM_ack: EByteArray
inout TM_nack: EByteArray
inout TM_exec: EByteArray
inout TM_nexec: EByteArray
inout TC_load_mem: EByteArray
inout TC_go: EBytedrray
inout TC_mnt: EByteArray
inout TC_run: EByteArray

B EEE R EEE D

operations

{7} {always (TC_go and (mode = Standby]) -» ((mode = ASW) and (tmitc_i...

.
HAzsociation3
Y 4 wpus 1

constraints
22 revTMack_sndTMack: Contractl Type
2] revTMnack_sndTMnack: Contractl Type
2 revTMexec_sndTMexec: Contractl Type
E2] revTMnexec_sndTMnexec: Contractl Type

%:I Welcome | [g] BSW_Host_reqs | Bg System_BDD 3% ESW_IED By ClassDiagram

7 Properties i3

7} FormalProperty3
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Formalize

IML

Comments a FormalProperty  (from CHESSContract)
rofile (=1 Formalize: Requirement [*] = [Req-401]
il » & concern: Concerns [1] = unspecified
itvle

Req-401

Figure 89. CS10 Requirements mapping

The PUS formal properties refer to positive or negative acknowledgement of TC commands. As specified in
the system requirements TCs are accepted or not according to the BSW state where they are received. The
PUS block must generate TM packets with ACK result. Therefore, for the contract properties, these formal
properties are taken as assumptions, while the guarantees will be the sending of the TM packet informing

about the TC execution to the TMTC block.
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«Blocks
IwPUS
properties

out TM_nack: EByteArray

out TM_exec: EByteArray

out TM_nexec: EByteArray

inout TC_load_mem: EByteArray
inout TC_go: EByteArray

inout TC_mnt: EByteArray

inout TC_run: EByteArray

in execution_result: Exec_result
out TM_ack: EByteArray

in mode: BSW_mode

FAERERERE@EMAE

operations

constraints
Nominal_rcvTCgo_sndTM: Contractl Type
{7} {always (TC_go and (mode = Nominal)) -> TM_ack}
{7} {always (TC_mnt and (mode = Nominal)) -> TM_ack}
{7} {always (TC_load_mem and (mode = Nominal)) -> TM_nack]}
{7} {always (TC_run and (mode = Nominal)) -> TM_nack}
{7} {always (TC_go and (mode = Standby)) -> TM_ack}
{7} {always (TC_mnt and (mode = Standby)) -> TM_ack}
{7} {always (TC_load_mem and (mode = Standby)) -> TM_ack}
{7} {always (TC_run and (mode = Standby)) -> TM_ack}
Nominal_rcvTCmnt_sndTM: Contractl Type
Nominal_recTCloadmem_sndTM: Contractl Type
Nominal_recTCrun_sndTM: Contractl Type
{7} {always (execution_result = EXEC) -> TM_exec}
{7} {always (execution_result = NEXEC) -> TM_nexec}
Standby_recTCgo_sndTM: Contractl Type
Standby_recTCmnt_sndTM: Contractl Type
Standby_recTCloadmem_sndTM: Contractl Type

Figure 90. CS10 Formal Properties (2)

= Standb;r:recTC%n_t_sndTM: Contracﬂ."l"ype ‘ ‘ E Contract (ConstraintBlock)

tandby_recTCloadmem_sndTM: Contract] Type|

tandby_recTCrun_sndTM: Contracti Type -
1 b

I}Eﬁ] Welcome [ BSW_Host_reqs | Bg System BDD 52 BSW_IBD By ClassDiagram

ContractProperty

{7} FormalProperty (Constraint)

[ Properties & @ ErrorLog & Hierarchical Model Vie Problems Contract Refinement Vie ™ ]

Standby_recTCloadmem_sndTM : ContractlType
=

SysML

Profile

Style

Appearance

Rulers And Grid Assume E] Guarantee E]

Advanced

ContractEditor+ always (TC_load_mem and (mode = Standby)) -> TM_ack - always (execution_result = EXEC) -> TM_exec - L3

»

model:modelSystemView: wPUS: Contractl Type Selected Contract ol

m

Ports

Figure 91. CS10 Contract (2)

The TMTC constraints consist only in a set of contract properties, describing the assumptions that must be
fulfilled for guaranteeing the sending of a TM packet. These assumptions are the reception of the
corresponding TM acknowledge packet by the TMTC and a proper interface configuration.

H2020-JTI-ECSEL-2015 # 692474 Page 129 of 178



@

AM[ASS AMASS demonstrators (b) D1.5V1.0

=R

properties
in tmtc_if_id: TMTC_if
inout TM_ack: EByteArray
inout TM_nack: EByteArray
inout TM_exec: EByteArray
inout TM_nexec: EByteArray
inout TC_load_mem: EByteArray
inout TC_go: EByteArray
inout TC_mnt: EByteArray
inout TC_run: EByteArray

BEREEREEEEM

operations

constraints
2 revTMack_sndTMack: Contractl Type
@ revTMnack_sndTMnack: Contractl Type
@ revTMexec_sndTMexec: Contractl Type
& revTMnexec_sndTMnexec: Contractl Type

Figure 92. CS10 Formal Properties (3)

L 1y iU UL e

TC_run_in_Standby: Contractl Type p—— GREEE
TC_mnt_in_Nominal: Contractl Type lE_u

17} {always (TC_go and (mode = Standby)) -> ((mode = ASW) and (tmtc_i... constraints
revThMnack_sndTMnack: Contractl Type
revThMexec_sndTMexec: Contractl Type
revThMnexec_sndTMnexec: Contractl Type

-
Associationd
1+ wPUs_L

4

I:OE.:I Welcome | [ BSW_Host_reqs | By System_BDD 32 BSW_IBD By ClassDiagram
EPrnper‘tie;E@ 4| Error Log & Hierarchica

revTMack_sndTMack : ContractlType
=
SysML
Profile
Style
Appearance
Rulers And Grid Assume E] Guarantee E]
Advanced
ContractEditor+ TM_ack and (tmtc_if_id = MULL) P always (TM_ack)

model:modelSystemView: TMTC: Contractl Type

Ports

Figure 93. CS10 Contract (3)

Functional refinement

BSW_Host contracts refinement. Each contract property in BSW_Host block

[+ PrimitiveType
[ Enumeration
= EnumeratienLiteral

#% Contracts 0
Contract (ConstraintBlock])
ContractProperty

{7} FormalProperty (Constraint)

Selected Contract

m

can be refined by other

contracts defined in the dependant blocks. This is the way to assure that to fully cover a system

requirement.
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{7} {always [1L_mnt and [mode = Norminalj) -> (EXxecution_result = EXEL)

# inout TM_exec: EByteArra DirectedC it
{7} {always (TC_mnt and mode = Standby) -> execution_result = EXEC} B inout TM_nexec: E)E.tyteArr);y /“ rectedtemposiion
{7} {always (TC_load_mem and mode = Standby) -> execution_result = E... & inout TC _Ioad mem: EByteArray «" Dependency
{7} {always (TC_go and (mode = Nominal)) - ((mode = ASW) and (tmtc_, 8 inout TC. gor EByteArray 5 ModelElements -
< andby: Contractl Type # inout TC_mnt: EByteArray
TC_go_in_Nominal: Centractl Type & inout TC_run: EByteArray B3 Package
TC_run_in_Standby: Contractl Type ] system (Block)
TC_mnt_in_Nominal: Contractl Type T
{2} {always (TC_go and (mode = Standby]) -> ((mode = ASW) and (tmtc_i, =] Block
{7} {service_type} 1x] Thiack sndTh ;Oé'straiﬂ;a_r Signalums:
cvTMack_sndTMack: Contractl Type .
revTMnack_sndTMnack: Contractl Type EEorddiions @
- revTMexec_sndTMexec: Contractl Type B FlowPort
o Associationd revTMnexec_sndThnexec: Contractl Type =
+ WPUS_L ¥ DataTypes @

DataType
PrimitiveType
(=] Enumeration

properties
out TM_nack: EByteAmay
out TM_exec: EByteArray
out TM_nexec: EBytedrray

E = Enumeratignl iteral
&)

B inout TC_load_mem: EByteArray

®

B

=

# Contracts S

B ™ =g
— . Q Contract (CenstraintBlock)
s = g inout TC_go: EByteArray
- inout TC_mnt: EByteArray ContractProperty

{2} FormalProperty (Constraint)
«ContractRefini » b perty

7l
Diagram BSW_L (%) Welcome | [§] BSW_Host_reqs | B System_BDD &2 | [§3 BSW_IBD| B ClassDiagram

] Properties 7 | & Hierarchical Model View 5 Problems (=] Contract Refinement View % ¥= 08

Association2

«Blocks wPUS TC go_in_Standby : ContractlType

» 47} «FormalPropert Applied stereotypes:

, (9] <FormalPropert | UML PP pes RefinedBy

3 (:} wEnrma:smpE: Comments onstraintProperty  (from SysML: Constraints) TMTC_1.revTMack_sndTMack

> {7} «FormalPrope SysML a4 ontractProperty  (from CHESSContract) wPUS_L.5tandby_recTCga_sndTM

> {7} «FormalPropert = Profil = RefinedBy: ContractRefinement [*] = [TMTC_LrevTMack sndTMack, wPUS_1

> {7} «FormalPropert rotie . & ContractType: ContractTypes [1] = Strong

> {7} «FormalPropert Style . [ status: ContractStatus [1] = notValidated

» 47} «FormalPropert Appearance

- {7} «FormalPropert Rulers And Grid

. {7} «FormalPropert
{7} «FormalPropert dckanced a m SEE n +
{7} «FormalPropert ContractEditor+

> {7} «FormalPropert _ Perts

Figure 94. CS10 Contract refinement

V&YV Tools

This functionality, intended to perform checks on existing formal properties, contract implementation and
refinements, is not currently working with CS10 defined model, since the tool reports an invalid port type
(for EByte array type).

For this issue the tool developer has been informed of our necessity and a solution will be fixed for the
third iteration.
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= workspace - OpenCert - bsw_CHESS/bsw_CHESS.di - Eclipse Platfo =
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[f5ProjectEx.. 22 = O 7 "bsw_CHESS.di 52 = O
Sl =T 'EI it confia ~properties p%‘p‘::’:i + | 3 Palette I
. in init_config: Integer ——
ﬁ h;WI:ESS & inout tmtc_if_id: TMTC_if B inout mode: BSW_mode N
chewhEw B inout mode: BSW_mode £ fssociations @
B in TC_load_mem: EByteArray
B in TC_go: EByteAmay /Dlrected(ompos\tmn
B in TC_mnt: EByteArray operations " Dependency
B9 in TC_run: EByteArmay ==
&
E out execution_result: Exec._result g5 lEnans @
Bl in TC_pkt: TC_structure constraints F1 Package
& i &
operstions Associatipn2 System (Block)
1 vy o s e sovnne = SO e [ - TMTCT Block
EHEL T B e R £ Contract Refinement = = Signalv.
{2} {always (TC_run and (mod _
{2} {always (TC load_mem and [ 2% PortAndFlows @
{2} {always (TC_mnt and mod ‘0' Export systern model as Oss Model & FlowPort
{2} {always (TC_go and mode u —
{2} {always (TC_go and (mode| # DataTypes @
{2} {always (TC_mnt and (mo DetaType
{2} {always (TC_mnt and mod
{2} {always (TC_load_mem an PrimitiveType
{2} {always (TC_go and (modse] Enumeration
& TC_go_in_Standby: Contra Always run in background
=1 TC_go_in_Nominal: Contrg = Enugneratiguites|
Bew o™ = g 1 TC_run_in_Standby: Contr Run in Background] ‘ Gancel ‘ ‘ Details >> ‘ #% Contracts @
- - - —_— \{g; ;r(‘:—m”tz_‘r”c—N°m'":|E Co:t [Z] Contract (ConstraintBlock)
= T = - E 7y {always _go and (mo B— —_— —
- {2} {service_type} 2= Error 25 | [ ContractProperty

«ContractRefin »
Diagram BSW_I
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- o Association2

4 & «Blocks wPUS
{7} «FormalPropert
{7} «FormalPropert
{2} «FormalPropert
{2} <FormalPropert
{7} «FormalPropert|=
17} «FormalPropert
{7} «FormalPropert
{7} «FormalPropert
{7} «FormalPropert
{2} «FormalPropert
{2} <FormalPropert
{7} «FormalPropert
{7} =FormalPropert _

< 1 b

&) Welcome | [ BSW_Host_reqs |
[ Properties &2

= BSW_Host

T Applied sterd

Comments
SysML

Profile

Style
Appearance
Rulers And Grid
Advanced

lach,

e

Unexpected port type of port: org.eclipse.umi2Z.uml.internalimpl.Portlmpl @25d6b336
(name: TC_go, visibility: <unsets) (isLeaf: false) (isStatic: false) (isOrdered: false,
isUnique: true, isReadOnly: false) (aggregation: composite, isDerived: false,
isDerivedUnion: false, isID: false) (isBehavior: false, isConjugated: false, isService: true)

—
ystem  (from CHESSContract)

ContractEditor+
Contracts

=

Figure 95. V&YV validation

{7} FormalProperty (Constraint)

v =8

Contract Refinement: (0%) - =

Table 64. CS10-Architecture-Driven Assurance: US1&US2-Assurance Project Management (Create Assurance Project)

Realisation Scenario

Scope

Tool Settings
Participants

Activities reali

Usage Decisions
Expected Results

Conclusions

Assurance Project Management (Create Assurance Project)

Creation of a CHESS project for BSW architecture. The scope for this second
prototype is the modelling of main BSW functional blocks, both used by US1 and
US2. Specify and map requirements.
CHESS Tools

e Data Analysis: TAS
e Tool User: TAS

sed

S @

None

e BSW Project structure for Architecture-Driven assurance.

Create CHESS project including requirements, BDD, IBD diagrams.
Specification of formal properties.
Mapping of requirements to formal properties.
Composition of contracts based on defined formal properties.
Contracts refinement.

e System architecture modelling and contract-based assurance successful.
e V&V check failed (port type not yet supported by AMASS P1 prototype).
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3.10.2.2. STO2 Multi-Concern Assurance

3.10.2.2.1. Define your Assurance Case architecture

The goals of software product assurance are to provide adequate confidence to the customer and to the
supplier that the developed or procured/reused software satisfies its requirements throughout the system
lifetime. In particular, that the software is developed to perform properly and safely in its operational
environment, meeting the quality objectives agreed for the project.

In Space Domain the assurance architecture is guided by the ECSS-Q-ST 80C standard. This Standard defines
a set of software product assurance requirements to be used for the development and maintenance of
software for space systems. Space systems include manned and unmanned spacecraft, launchers, payloads,
experiments and their associated ground equipment and facilities. Software includes the software
component of firmware.

This Standard also applies to the development or reuse of non-deliverable software which affects the
quality of the deliverable product or service provided by a space system, if the service is implemented by
software.

ECSS-Q-ST-80 interfaces with space engineering and management, which are addressed in the Engineering
(-E) and Management (-M) branches of the ECSS System, and explains how they relate to the software
product assurance processes.

This standard complements ECSS-E-ST-40 “Space engineering — Software general requirements”, with
product assurance aspects, integrated in the space system software engineering processes as defined in
ECSS-E-ST-40. Together the two standards specify all processes for space software development.

By the use of specific tools we can model this standard. The main blocks are identified as classes in UML
language. Inside the classes we can define subclasses which reach more specific tasks:
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E] software product assurance programme implementation

E] organization & Responsability E] software product assurance programme management

£ Risk management and critical item control £ supplier selecton and control

& Procurement £ Tools & supporting environment E] Assessment and imprement process

7

£ Software process assurance

E Software development life cycle E] requierements applicable to all software engineering processes

E] Requierements applicable to individual software engineering processes or activitieg

E] software product quality assurance

E] Product quality objetives and metrication| |= Product quality requierements E] Software intended for reuse

£ standard ground hardware and services for operational system E] Firmware

Figure 96. Composite Structure Diagram

The subclasses inside the main ones aims to achieve more specific goals. By the use of the UML tool we can
identify parts of this classes named “components”. The next figure shows the components of these
subclasses:
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] Organization and responsibility

Q Software product assurance pregramme management

| Risk management and critical item control

=] Organization

=] Responsability & Authority

= ] Resources

=] Sw Product assurance manager/engineer
= ] Training

=] Sw product assurance planning and control
=] Software product assurance reporting

=] Audits

=] Alerts

= ] Software problems

= ] NonConformances
=] Quality requirements & Quality Models

= ]Risk management
=] Critical item control

] Tools and supporting environment

£ |Methods and tools
% ]Develop environment process

El Procurement = supplier selection and control E] Assesment and improvement process
& ] Procurement documents £] SUDD”ET selection & ] Process assessment
= ]Review of procured software component list =] SUPP|!9" requirements & ] Assessment process
& ] Procurement details 1 Supplier monitoring = ] Process improvement
= |Identification % ] Criticaly classification
£ ]inspection
= ] Exportability

Figure 97. Subclases related to Software product assurance programme implementation

Software process assurance needs also Software development life cycle, structure represented as a flow
diagram or kind of state machine which the condition to jump is always “ready and accepted”.

Software development life cycle

Life cycle definition

rocess_quality_objective

[[ife_c ycle d eﬁnition_revievﬁ

ife_cycle_resourceg
—

o Sw validation process schedule

Figure 98. Life cycle for SW product

=] Requirements applicable to all software engineering processeg

] Requirements applicable to individual engineering processes or activitieg

= ]Documentation Process

=] Software Dependability & safety

= |Handling of critical Software

= ] Software configuration management
= ] Process Metrics

= ] Verification

= ]Reuse of existing SW

= ] Automatic code generation

=] Coding

= | Testing & Validation

=1Sw delivery and acceptance
= | Operations

= |Maintenance

= ]Sw related system requirements process
=] Software requirements analysis
=1 Sw architectural design and design of sw items

Figure 99. Subclasses and components for Software process assurance main class.

Components inside the subclasses represents the actions to be treated more deeply to fill the standard
requirements. Here are attached the components from each subclass and its dependency:
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=] Organization

=] Responsibility & authority

=] Sw product assurance manager/engineer

e

= | Resources

Figure 100. Components of Organization & responsibility subclass

= ]Sw product assurance planning and control -

=] Software product assurance reporting|

Dependen%

N

N

= 1 Quality requirements & Quality

Modeld

T
]
'
'
\

=] Software problems

bz - -

=] Alerts

= ] Audits

= ] NonConformances

{7} Constraintl

Figure 101. Components of SW product assurance programme management

= Risk management

=] Critical item control

Figure 102. Components of risk management and critical item control

=] Supplier requirementg

=] Procurement documents

=] Supplier selection

=] Supplier monitoring

=] Criticaly classification|

=] Review of procured software component list

=] Procurement details

e

=] inspection

v

=] Exportability

=] Identification

Figure 103. Components of Procurement subclass
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=] Process assessment

- = ] Process improvement]

=] Assessment process -7

Figure 104. Components Assessment and implement process

For the Software process assurance, we can see:

£ ] Documentation Process =7 Software Dependability & safety < 1Handling of critical Seftware £ Software configuration management
----- = . Lo
~ ’
. _— EN L
= ] Reuse of existing SW = ] Verification = Process Metrics
________ I

= ] Automatic code generation| , -

Figure 105. Components of Requirements applicable to all Sw engineering processes

=] Sw related system requirements process =] Software requirements analysis =75w architectural design and design of sw items

R =" =

pbstraction

Ceding
=]5w delivery and acceptance] =] Testing & Validation
< S
& N
=] Maintenance =] Operations

Figure 106. Components of Requirements applicable to individual engineering processes or activities.

In Space Domain every software development process must follow the ECSS-E-ST-40C, but the quality
assurance process is guided by ECSS-Q-ST-80C. ECSS-Q-ST-80C refers on how the requirements described in
the ECSS-E-ST-40C are taking into account and how are being implemented.

From the assurance architecture we can extrapolate when and who is the responsible of doing these
activities. Once the assurance structure is clear, we pass to model with OpenCert TAS-E Usage Scenario:
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Figure 107. Assurance Architecture overview
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Above are some pictures to show the assurance architecture bigger and with higher resolution:
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Figure 108. ECSS-Q-80C Assurance Architecture for TAS-E (1)
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Figure 109. ECSS-Q-80C Assurance Architecture for TAS-E (2)

Here are attached the results of definition of activities, roles, artefacts and dependencies between
modules:
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We can outline the process by:
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Figure 113. Summary of the Assurance Case Study

3.10.2.2.2. Allocate system goals to concerns

Ref Activity 5.-Software Product assurance programme implementation clean

Allocation is important to permit detailed analysis of requirements. Once a set of requirements has been
allocated to a component, the individual requirements can be further analysed to discover further
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requirements on how the component needs to interact with other components in order to satisfy the
allocated requirements.

We can define a system as: “an interacting combination of elements to accomplish a defined objective.
These include hardware, software, firmware, people, information, techniques, facilities, services, and other
support elements” according to the International Council on Software and Systems Engineering (INCOSE).

We can distinguish between:

e System requirements are the requirements for the system as a whole. In a system containing
software components, software requirements are derived from system requirements.

e Product requirement is a need or constraint on the software to be developed.

e Process requirement is essentially a constraint on the development of the software.

System requirements defines the high-level system requirements from the Space domain perspective. It
includes representatives of the system users/customers. The document lists the system requirements along
with background information about the overall objectives for the system, its target environment, and a
statement of the constraints, assumptions, and non-functional requirements. It may include conceptual

models designed to illustrate the system context, usage scenarios, and the principal domain entities, as well
as workflows.

We can model the allocation of the system goals to concerns using OpenCert plugin:
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Figure 114. Model of the system allocation requirements
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Developers of systems with substantial software and non-software components separate the description of
system requirements from the description of software requirements. At the point when system
requirements are specified, the software requirements are derived from the system requirements, and
then the requirements for the software components are specified.

Software requirements specification establishes the basis for agreement between customers and
contractors or suppliers on what the software product is to do as well as what it is not expected to do.

Software requirements specification permits a rigorous assessment of requirements before design can
begin and reduces later redesign. It should also provide a realistic basis for estimating product costs, risks,
and schedules. Software requirements specification can also use a software requirements specification
document as the basis for developing effective verification and validation plans.

Here is attached the model developed for TAS-E Usage Scenario with its particularities:
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Figure 115. Derive of the system requirements to SW requirements model

3.10.2.2.4. Analyse the interplay

Once the system requirements have passed to software requirements, the criticism of the software must
be evaluated. For this business there are two analyses to be done:

e FMEA (Failure Mode Effects Analysis): is a step-by-step approach for identifying all possible failures
in a design, a manufacturing or assembly process, or a product or service. “Failure modes” means
the ways, or modes, in which something might fail. Failures are any errors or defects, especially
ones that affect the customer, and can be potential or actual. Failures are prioritized according to
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how serious their consequences are, how frequently they occur and how easily they can be
detected. The purpose of the FMEA is to take actions to eliminate or reduce failures, starting with
the highest-priority ones

e SCAR (Static Code Analysis Review): also known as Source Code Analysis Review, is a white-box
testing which refers to the running of Static Code Analysis that attempt to highlight possible
vulnerabilities within 'static' (non-running) source code by using techniques such as Taint Analysis
and Data Flow Analysis. SCAR is an automated process in which a machine, informed by what it
knows about the language analysis (usually from the type system), analyses a program and tries to
pick out things that could be incorrect, inefficient, poor style, or otherwise suboptimal.

Once the results of this analysis are available the software receives, based on them, a criticism level
establish in the ECSS-Q-ST-80C:

Category

Definition

A

Software that if not executed, or if not correctly executed, or whose anomalous behaviour can
cause or contribute to a system failure resulting in:

=>» Catastrophic consequences

Software that if not executed, or if not correctly executed, or whose anomalous behaviour can
cause or contribute to a system failure resulting in:

=>» Critical consequences

Software that if not executed, or if not correctly executed, or whose anomalous behaviour can
cause or contribute to a system failure resulting in:

=>» Major consequences

Software that if not executed, or if not correctly executed, or whose anomalous behaviour can
cause or contribute to a system failure resulting in:

=>» Minor or Negligible consequences

Usage Scenario defined by TAS-E has been given category C.

3.10.2.2.5. Edit assurance case

Once the analysis of interplay is being done, there is one applicability matrix that represents a tailoring of
the requirements of the ECSS-Q-ST-80C based on the software criticality categories defined above.

For each clause of

the ECSS-Q-ST-80C and for each software criticality category, an indication is given

whether that clause is applicable (Y), not applicable (N), or applicable under the conditions thereby
specified to that software criticality category (for more information look at ECSS-Q-ST-80C Annex D.2).

According to the matrix the requirements must to be tailored. This classification is defined by the ECSS-E-
ST-40C in the annex R.2.

Table 65. CS10-Multi-concern assurance: US1&US2-Assurance Project Management (Create Assurance Project)

Realisation Scenario | Assurance Project Management (Create Assurance Project)

Scope

Tool Settings
Participants

Activities realised

Define an Architectural assurance model for software in Space Domain. It
includes all the process from the Client/User desires down to the more basic
requirements: organization, scheduling, programming, verification...

Papyrus, OpenCert
e TAS-E
e UC assessment: TEC, GMV

Model Standard ECSS-Q-ST-80C as assurance modelling architecture with
Papyrus and OpenCert.

Definition of system requirements allocation with OpenCert
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Definition of the derivative process from system requirements to software
requirements with OpenCert

Usage Decisions Modelling the software product assurance architecture and the up to down

requirements and objects to take into account during the life cycle process.
Expected Results Assurance case and system to software requirements process modelling.
Conclusions

3.10.3. Coverage of AMASS Prototype P1 Architecture
Table 66 illustrates the implemented functionalities during this second iteration within the Case Study 10.

Table 66. AMASS Prototype P1 Coverage by CS10

O AIVIA ona oup 00

CHESS
Architecture- System Architecture Modelling for Assurance CHESS
Driven Architectural Patterns for Assurance -
Assurance Contract-based Design for Assurance CHESS + OCRA
Activities supporting Assurance Case V&V Failed, FMEA mentioned
[ AssuranceCosespedficatn | Opencert
Multi-Concern Dependability Assurance OpenCert
Assurance System Dependability Co-Analysis/Co-Assessment OpenCert
Contract-Based Multi-concern Assurance -
OpenCert
Seamless Tool Integration Management -
Interoperability Collaborative Work Management -

Tool Quality Assessment and Characterization -

L ComplonceManagement | Opencer

Reuse Assistant -

Process-related reuse via management of variability at
Cross Intra- process level

Domain Reuse Process-related reuse via management of variability at

product level

Automatic generation of process-based arguments -

Automatic generation of product-based arguments -

3.10.4. Conclusions

At this stage, the main benefits and potential improvements are identified in Table 67.

Table 67. Benefits and potential improvements for CS10

Artefact Achievement/Benefits Improvements/Recommendations
Requirements e SW requirements specification e Formal specification language (OCRA)
specification and e Requirements formalization not very intuitive, requires more training
formalization e Requirements mapped formal or examples (for example to formalize

properties execution of SW functions).
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Artefact Achievement/Benefits Improvements/Recommendations

Design of e Class diagram e In BDD diagrams, do not know very
system/software e Blocks diagram (BDD) precisely how to use other properties
architecture e Interface diagram, modelled using apart from flow ports.

flow ports e Possibility to hide connector lines in the

IBD for the sake of clarity.

Contracts & Contract | e Contracts made based on Design

refinement Blocks formal properties

V&V Tools e Check on formal properties not ¢ Include EByte array type to be used as
working with current CS10 model. the port type in the model.

Assurance case e Standard & argumentation base

architecture model

Allocate & Derive e Template and valid model to

requirements derive requirements

Analyse the interplay | e Explicit analysis of risks and
security based in formal aspects
described above.
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3.11.Case Study 11: Space domain: Design and efficiency assessment of
model based Attitude and Orbit Control software

3.11.1. Case Study Specification

The attitude and orbit control subsystem (AOCS) is used for a number of different telecommunication
satellite platforms. Attitude control is controlling the orientation of the satellite with respect to an inertial
frame of reference or other entity. Orbit control is controlling the positioning of the satellite in orbit.
Controlling the attitude and orbit requires sensors to measure the satellite orientation, actuators to apply
the torques needed to re-orient the satellite to desired attitude and/or orbit and algorithms to command
the actuators based on sensor measurements and specification of desired attitude and/or orbit.

The development of critical on-board software applications such as AOCS is continuously becoming more
complex as space missions become more autonomous. At the same time, it is expected that the pressure
on budget and schedule will continue to increase such that the demand for efficient software development
still ensuring dependability will increase.

In European space projects, the development of any SW must be fully compliant to at least the following
ECSS standards:

e  ECSS-E-ST-40C Software general requirements

e ECSS-Q-ST-80C Software product assurance

There are a number of additional standards for management processes:
e ECSS-M-ST-10C_Rev.1 Project planning and implementation (6March2009)
e ECSS-M-ST-40C_Rev.1 Configuration and information management (6March2009)
e ECSS-M-ST-60C Cost & schedule management (31July2008)
e ECSS-M-ST-80C Risk management (31July2008)

The ECSS also addresses dependability and safety processes on system and software level:
e ECSS-Q-ST-30C Dependability (6March2009)
e  ECSS-Q-ST-40C Safety (6March2009)

This case study has multiple goals:
1. Ensure re-use of methods and components across different projects/missions.
2. Seamless integration of development tools to semi-automate evidence management.
3. Creation of a SW development cycle that guarantees compliance with ECSS standards required by
ESA and compliance with customer requirements.

For a detailed description on the case study see the Deliverable “D1.1. Case studies description and
business impact” [1].

3.11.2. US1: Managing compliance with ECSS-E-ST-40C

3.11.2.1. STO2 Multi-concern Assurance

ConcertoFLA allows engineers to decorate component-based architectural models with dependability
related information, execute FLA (Failure Logic Analysis) techniques, and get the results back-propagated
onto the original model. In the use case we customized the CHESS methodology and ConcertoFLA in the
context of the ECSS standards to enable architects and dependability experts to define a system and
perform dependability-centred co-analysis for assuring the required non-functional properties of the
system according to ECSS requirements. The result of the customization was accepted at AdaEurope-2018.
Figure 124 summarizes the workflow. The execution of the workflow was exploited to illustrate the usage
of ConcertoFLA in D4.7 [6] . Thus, the content is not reproduced in this deliverable.
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Figure 116. Dependability Co-Analysis via CHESS and ConcertoFLA

Table 68. CS11-Multi-concern Assurance: US1-FLA techniques in accordance with ECSS

FLA techniques in accordance with ECSS

Scope
Tool Settings
Participants

Activities realised
Usage Decisions
Expected Results

Conclusions

Multi-concern dependability assurance
ConcertoFLA, CHESS

Tool Support: MDH
User: OHB, MDH

Exploration of potential usefulness of ConcertoFLA in the space domain
The usage is restricted to a simplified and illustrative example
Mono-concern analysis

As expected, the results obtained are limited to a series of mono-concern
analysis. Multi-concern remains fully manual. The automation of the mono-
concern analysis seems promising and it will be further evaluated for the third
release of the prototype.

3.11.3. US2: V&V integration of RapiCov

3.11.3.1. STO3 Seamless Interoperability

This scenario analyses the use of a commercial S/W tool for code-coverage in the ELECTRA AOCS Subsystem
compared to the current practise of using open-source S/W.

Currently the ELECTRA AOCS project (from now on only stated as AOC) is using open-source gcov for code-
coverage analysis on a commercial LEON2 emulator TSIM.

The commercial S/W tool selected was Rapita Systems Ltd RVS tool RapiCov.

RAPITA also has tools for Timing analysis RapiTime, scheduling/event tracking RapiTask and unit/system
testing RapiTest. These was not integrated as the AOC in itself is embedded in the OBSW and as such runs
within a single task and the timing analysis is done with ABSINT and is done seldom so any gain for AOC is

minimal.
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Figure 117. V&YV tool integration of RapiCov

Test Approach

The Unit Tests are developed and executed within a CSU (Computer Software Unit) Test Framework (in
Matlab/Simulink) as a test harness encompassing the CSU under test, the test harness may take source
data from a file as input.

Unit Tests are open loop and are executed both in Simulink, using the CSU Model, and on a target
processor emulator (TSIM) using the generated and compiled (CSU) code, this provides Equivalence Testing,
where the generated code is tested against the corresponding CSU Model. The code generation and
compilation is the same as will be used in flight.

Test Environment

Matlab/Simulink running on a win64 system is used for Unit Tests on model level. The Simulink
environment consists of Matlab, Control System Toolbox, Simulink, Stateflow, Embedded Coder, Stateflow
Coder, and Simulink Verification and Validation Toolbox. Unit tests are re-executed on TSIM.

Test Case Design

Unit Testing of CSUs will be done using a test harness that will provide the CSU with stimuli and will also

read the output.

Table 69. CS11-Seamless Interoperability: US2-V&V tool integration for code coverage

Realisation Scenario | V&V tool integration for code coverage

Scope Seamless V&V tool integration

Tool Settings Rapita Systems Code Coverage

Participants Tool Support: Rapita Systems
User: OHB

Activities realised 1. Integrate RAPITA RVS Tool into AOC: Done
Rapita Verification Suite (RVS) is a set of tools for performing on-target software
verification of embedded systems. In order to provide this facility, RVS needs to
be integrated with the target. Integration means:
e Building the RVS instrument into the toolchain for building the target
software.
e Designing and implementing a mechanism for collecting verification data
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from the target.
e Collecting and processing verification data into a form that can be
processed by the RVS analysis tools.
The RAPITA RVS tool RapiCov has been successfully integrated within our
development environment.

2. Compare the two approaches: To be performed
e Quality
e Efficiency (time saving performing and maintaining etc.)
e Added value (qualified etc.)
e Cost
e Project Integration
Usage Decisions
Expected Results Improve quality of the source code.
Improve efficiency of the V&V activities.
Conclusions

3.11.4. US3: Process-Related Reuse via Management of Process Lines

3.11.4.1. STOA4 Cross Intra-domain reuse

ECSS-E-ST-40C targets software development. It is one of the series of ECSS standards intended to be
applied together for the management, engineering and product assurance in space projects and
applications. Similar to other standards, it represents the effect “standards for making standards”, the idea
being that this permits suppliers to use their own standards, provided that they comply with the
requirements of ECSS-E-40 or some tailoring of it defined by the customer. The tailoring rules are provided
in a specific annex, Annex R (normative). Specifically, the tailoring is conducted based on the software
criticality, which ranges from A to D. The integration, for instance, is composed of two tasks: Software
integration test plan and Software integration test report. According to Annex R, the former is applicable
(Y) for levels A-B, and is also applicable (Y) for level C except SUITP K.9 and K10; but it is not applicable for
level D. The latter is applicable (Y) for levels A-C; but inapplicable (N) for level D. Thus, the support for valid
tailoring is fundamental for process engineering.

This usage scenario is related to the process variability management. The software processes are modelled
in EPF Composer. However, to be able to configure the process lines, the seamless integration with
variability modelling and management solution, in particularly BVR tool is achieved. The generation of
target configurations is performed with BVR VSpec, Resolution, and Realisation editors, as illustrated in
Figure 118.

The constraints are specified in the VSpec editor; valid tailoring is guaranteed if the constraints are properly
specified. It might be noted that the automatic generation of variability model (VSpec) would be supported
in the next release (Prototype P2). The configured process models are automatically exported back to the
EPF Composer. Consequently, the popup menu is appeared. The yes option loads the changes into EPF
Composer.
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1R Space_software_engineering.bvr (VSpec) &2 =)
~
|Space,suﬁware,engmeenng - BVRModel |
Satellite_attitude_and_orbit_control
Software_design_and_implementation_engineering_process (+) surrp
["5 5 Critcalfty “Software [uniintegration) test plan”
(+) Design_of_software_items | | (+) Coding_and_testing Integration
552 553" 554"
D implies (Softvare_incegration tesc_plan Software_integration_test_plan_development Software_units_and_software_component_integration_and_testing
and Software_integration_test_report) 5541 5542
(A or B) implies £ d“"f’,“ef ;5;::";:‘3—’"““‘“‘°"—”5°—"““ Software_integration_test_plan ((A or B) or C) Software_integration_test_report
(not Software integration test_plan) and B K3 55410 implies (not Software integration test report) 55424
s _cest_| | ana (noc suite_ki01)) _ I
v
< >
Figure 118. VSpec for ECSS-E-ST-40C (Section 5)
{I} Space_software_engineering.bvr (Resolution) 2 = 0
Criticality A Criticality B _Criticality C Criticality D
~
(satelite_atttude_and_orbit_control = true )
\ New
Rename
[Suﬁware_des|gn_and_lmpIementatlnn_engmeermg_pmcess = true] Criticality = true (+) SUTTP = true T
Validate Message X
Calculate Covarege > =
((+) Design_of_software_items = true] [(+) Coding_and_testing = true] [In(egra(mn = true) [A = fa\se) oG ﬁ Valid: true
Show/Hide Grouping
- Show/Hide Constraints
[soﬂware_mtegranon,test_plan_deveropmem = trueJ [Software_umls_and_scftware_component_mtegrallun_and_testmg = (rue)
Execute
[so&ware,mtegratmn,test,plan = false] (software,mtegranun,tesgepm = fa\se) .
< >
Figure 119. Configuration based on the software criticality
1R Space_software_engineering.bvr (Realization) & & model.xmi 52
Variation points Bindings ~ [ platform:/resource/ExportLib1584d80892c/error_free_models/process_life A
Virttion joiints Fragiient 4 Resource Manager _gJpAQ6ciEeaKd6ALrz2_Iw
v 4 Process Component software_design_and_implementation_engineering
4 Method Element Property pkg_loadCheck
<4 Method Element Property me_edited
4 Process Package Design of software items
< Process Package Coding and Testing
ment v < Process Package Integration
v <4 Process Package software_integration_test_plan_development
< Activity software_integration_test_plan_development
4 Task Descriptor software_integration_test_plan
> Role Descriptor aocs_ait
< Role Descriptor aocs_engineering
< Role Descriptor aocs_sw_architect
“ Role Descriptor aocs_sw_wv
Role Descriptor development_team_leader
Create Placement - -
<4 Work Product Descriptor software_integration_test_plan
Create Replacement N N
v <4 Process Package software_units_and_software_component_int
Creste Phcsment(Containmentics) 4 Activity software_units_and_software_component_integrati
Create Replacement (Containmentless) + Task Descriptor software_integration_test_report
Clear Selection v ¢ Role Descriptor aocs_ait v
< >

Figure 120. Realisation of process integration

Table 70. CS11-Cross Intra-domain reuse: US3-Configuration of Process Lines

Realisation Scenario | Configuration of Process Lines

Scope Process-related reuse
Tool Settings EPF Composer
BVR Tool
Participants Tool Support: MDH
User: OHB, MDH

Activities realised e A software process with variability is modelled in EPF Composer. Software

processes tend to be reused, modified and extended to individual projects.
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e The command “Process Lines -> Seamless Integration between EPF Composer
and BVR Tool” is executed for importing the method library and resolving
problems with the XMl files for variability management with the BVR tool.

e The feature diagram associated to the process line is modelled in the VSpec
editor, the process configurations are performed in the resolution editor, and
the placement and replacement fragments are defined in the realisation
editor.

e Multiple resolutions might be defined for the process with variability. To
generate the desired process, a specific configuration is executed.

e The configured process models are automatically exported back to the EPF

Composer.
Usage Decisions The usage is restricted to a simplified and illustrative example
Expected Results The achievement of the different configuration of the process model is based on

the selection and composition of commonalities and variabilities.

Conclusions The configuration of the process is achieved. A more complex evaluation is
however expected to take place for the third release of the prototype.

3.11.5. US4: Product-Related Reuse via Management of Process Lines

3.11.5.1. STO4 Cross Intra-domain reuse

Another usage scenario is related to the product related reuse. It strives for building a component once and
re-use it in different applications or products. The CHESS Modelling Language (CHESSML) is selected to
model the systems. Similar to process lines, the integration with BVR tool is achieved for configuring the
product lines. We have developed a small GEO product line for the attitude and orbit control, and electrical
propulsion subsystems. Small GEO comes in two major configurations: (i) “FAST” with a combination of
chemical and electrical propulsion, and (ii) “FLEX” based on only electrical propulsion for both orbit transfer
and station-keeping.

Currently, the VSpec model is manually modelled, as shown in Figure 121. The solid lines indicate that the
particular feature applies to all configurations, whereas the dashed lines for example “Chemical”
propulsion represents a variation point. The automatic generation of variability model (VSpec) would be
supported in the next release (prototype P2). In BVR, variability realisation is based on the placements and
replacements within the fragment substitutions, as shown in Figure 124.

Therefore, the links between VSpec features and fragment substitutions needed to be established. The
execution of variation point is based on the “true” option for the linked VSpec within the specific
configuration, as shown in Figure 123.

Otherwise, the variation point will not be considered for tailoring purpose, as illustrated in Figure 122. So,
the execution of variations can be managed for the different configurations. The configured product
models are automatically exported back to the CHESS tool.
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R AOCS.bvr (VSpec) 52

)
Small_GEO_Platform : BVRModel
(AOCS_and_PropuIsion_Subsystems)
AttitudeController
S
PDController [SteerControHer] (Feedfoerontroller) TorqueSelector) (Electrical) (Chemical) o
< >
Figure 121. Small GEO VSpec
IR AOCS.bvr (VSpec) I} AOCS.bvr (Resolution) &2
FAST FLEX
la)

[AOCS_and_PropuIsion_Subwstems = true )

[AttitudeControIIer = true]

Propulsion = true

[ PDController = false ] [ SteerController = false ) [ FeedforwController = false ) [TorqueSeIector = false ] ( Electrical = true ] [ Chemical = false ] Y

< >

Figure 122. FAST configuration

IR AOCS.bvr (VSpec) M} AOCS.bvr (Resolution) &2

FAST |

[AOCS_and_PropuIsion_Subsystems = true ]

(AttitudeController = true]

Propulsion = true

[ PDController = true ) ( SteerController = true ] [ FeedforwController = true ] (TorqueSeIector = true ] [ Electrical = true ] [ Chemical = true ]

< >

Figure 123. FLEX configuration
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% AOCS.bvr (Realization) 2 &) AOCS_and_Propulsion_Subsystems.um| &2
v #] platform:/resource/AOCS/AOCS_and_Propulsion_Subsystems.uml )

Variation points

FS_Chemical

v B2 <<CHESS>> <Model> model

Fragment
3 <<RequirementView>> <Package> modelRequirementView

[NULL

3 <<SystemView>> <Package> modelSystemView
v B2 <<ComponentView> > <Package> modelComponentView
£] <<ComponentType>> <Component> PDController
=] <<ComponentType>> <Component> SteerController
] <<ComponentType>> <Component> FeedforwController
=] <<ComponentType>> <Component> TorqueSelector
=1 <<Componentimplementation>> <Component> PDControllerimpl
“] <<Componentimplementation>> <Component> SteerControllerimpl
%] <<Componentimplementation>> <Component> FeedforwControllerimpl
%] <<Componentimplementation>> <Component> TorqueSelectorimpl
v Z] <Component> Propulsion
& <Property> Electrical : ElectricalPropulsionimpl
& <Property> Chemical : ChemicalPropulsionimpl
<] <<ComponentType>> <Component> ElectricalPropulsion
%] <<ComponentType>> <Component> ChemicalPropulsion
%] <<Componentimplementation>> <Component> ElectricalPropulsionimpl
%1 <<Componentimplementation>> <Component> ChemicalPropulsionimpl
< >

Figure 124. Realisation of chemical propulsion

Table 71. CS11-Cross Intra-domain reuse: US4-Configuration of Product Lines

Realisation Scenario | Configuration of Product Lines

Scope
Tool Settings

Participants

Activities realised

Usage Decisions
Expected Results

Conclusions

Product-related reuse

CHESS tool

BVR Tool

Tool Support: MDH

User: OHB, MDH

e A software product with variability is modelled in CHESS.

e The feature diagram associated to the product line is modelled in the VSpec
editor, the product configurations are performed in the resolution editor, and
the placement and replacement fragments are defined in the realisation
editor.

e Multiple resolutions might be defined for the product. To generate the
desired product model, a specific configuration is executed.

e The configured product models are automatically exported back to the CHESS
tool.

The usage is restricted to a simplified and illustrative example

The achievement of the different configuration of the architectural specification
is based on the selection and composition of commonalities and variabilities.

A new configuration of the architectural specification can be obtained as
expected. A more complex evaluation is however expected to take place for the
third release of the prototype.

3.11.6. US5: Compliance Management (generation of process-based arguments)

3.11.6.1. STO4 Cross Intra-domain reuse

This usage scenario focuses on the systematic reuse of process based engineering and arguments artefacts.
The compliance management via the generation of process-based arguments argue/justify that the
Software (SW) development process has been planned according to the standard with the aim to reduce
effort and cost for creating arguments fragments/assurance activities. In addition, it focuses on the re-use
of the assurance assets. Attitude and orbit control subsystem (AOCS) is used in a number of different
telecommunication satellite platforms. The software associated with AOCS requires high level of assurance
and provisions of evidence that SW fulfils the ECSS standard requirements. To do that some meaningful

H2020-JTI-ECSEL-2015 # 692474 Page 157 of 178



@ AMASS

AMASS demonstrators (b)

D1.5V1.0

excerpts of ECSS-E-ST-40C standard that represent plans are identified and modelled in EPF Composer as
reusable process content. For example, activities, tasks (e.g., software detailed design method), and a set of
work products, roles (e.g., AOCS engineer and his responsibilities) and guidance (such as checklists, tool
mentors, guidelines, and examples) are modelled in EPF Composer as shown in Figure 125.

Activities/steps that are involved in the generation of process-based arguments are presented in Table 72.
In case the task (represents a commonality) is reused, its corresponding argument can be reused as it is and
composed with other argumentation fragments (argumentation pattern). Figure 126 and Figure 127 show
the generated process-based argumentation model and diagram in CDO repository. In the current
prototype (P1), the basic functionality is performed. For the next release (prototype P2), advanced support
for process-based argumentation generation would be provided.
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Figure 127. Process-based Argumentation Diagram

Table 72. CS11-Compliance Management: US5-Process-based Arguments

Realisation Scenario | Process-based Arguments

Scope

Aims to show that the system has been developed in compliance with the

process defined in the standard and justify the safety-related decisions as well as
reuse of process-based arguments fragments.

Tool Settings EPF Composer
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OpenCert
Participants Tool Support: MDH
Tool User: OHB, MDH
Activities realised e |dentify and model some meaningful excerpts of ECSS-E-ST-40C that

represent plans.

e Export process model (i.e. a delivery process) in XML format by using “export
one or more method plug-ins” option.

e Select “EPF Composer -> Argumentation” option from OpenCert.

e Browse exported XML file.

e Generate process-based arguments.

e Process-based safety arguments (model and diagram) are stored in the
corresponding destination assurance case in the CDO repository.

Usage Decisions The usage is restricted to a simplified and illustrative example
Expected Results Automatic generation of process-based argument.
Conclusions The generation took place as expected. The generated argument is stored in

CDO and can be reused if the corresponding process element is reused. A more
complex evaluation is however expected to take place for the third release of
the prototype.

3.11.7. Coverage of AMASS Prototype P1 Architecture

Table 73 illustrates the implemented functionalities during this second iteration within the Case Study 11.

Table 73. AMASS Prototype P1 Coverage by CS11

0 A A ona e 00

CHESS
Architecture- System Architecture Modelling for Assurance CHESS with variability
Driven Architectural Patterns for Assurance -
Assurance Contract-based Design for Assurance -

Activities supporting Assurance Case V&YV integration of RapiCov

Multi-Concern Dependability Assurance -

Assurance System Dependability Co-Analysis/Co-Assessment ConcertoFLA

Contract-Based Multi-concern Assurance -

Seamless Tool Integration Management V&YV integration of RapiCov

Interoperability Collaborative Work Management -

Tool Quality Assessment and Characterization -

Reuse Assistant -

EPF Composer
BVR VSpec, Resolution, and
Realisation editors

Process-related reuse via management of variability at

Cross Intra-
process level

Domain Reuse

Product-related reuse via management of variability at EPF Composer
product level BVR Tool, Small GEO Vspec
Automatic generation of process-based arguments OpenCert
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| Automatic generation of product-based arguments OpencCert

3.11.8. Conclusions

At this stage, the main benefits and potential improvements are identified in Table 74.

Table 74. Benefits and potential improvements for CS11

Artefact Achievement/Benefits Improvements/Recommendations
V&V Tools e Efficiency: 40% faster (mean value) | As long as the software criticality is
e Quality: Support available and category B, qualified tools are not
RapiCov Qualified DO-178(A)B/C (A only required. When qualified tools are
needed for manned flight). required it is recommended to switch to
e Cost: Original solution open source | not only RapiCov but also other Rapi Tools
at no cost. RapiCov not open to ensure added value to the tool chain.
source.

e Seamless integration: Small impact
on environment, seamless

integrated.
ECSS compliance with | e Mapping of ECSS requirement to e Easy to import standard requirements
EPF Composer existing processes to analyse e Hard to maintain information in the tool.

possible compliance gaps.
e Ability to generate compliance
metrics with argumentation.

Regarding the evaluation of the other functionalities:

e Process-related reuse via management of variability at process level
e Product-related reuse via management of variability at product level
e Automatic generation of process-based argument

it is premature to draw conclusions on benefits for possible adoption. An additional iteration of evaluation
will be conducted on more significant scenarios, especially regarding the product line.
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4. Coverage of the AMASS prototype P1 functionalities by the

Case Studies

This section shows the coverage that has been achieved by the AMASS Case Studies in the specific STOs for

the second iteration of the AMASS platform (Prototype P1).

It is worth mentioning that the AMASS P1 functionalities have broadly been tackled by the Case Studies.
After high coverage has been achieved during the second iteration, the objectives for the third iteration will
be twofold: on the one hand, the case studies will take profit of those functionalities which were not
finalised by the time this deliverable has been submitted (e.g. Architectural Patterns for Assurance), and, on
the other hand, the already existing functionalities will be further used by those Case Studies which have

not deployed them yet.

4.1. Architecture-Driven Assurance (STO1)

Table 75. Coverage of Architecture-Driven Assurance (STO1) for AMASS Prototype P1

Architecture-Driven Assurance (STO1)

System System Architectural Contract-based Activities supporting
Case Component Architecture Patterns for Design for Assurance Case
Study | Specification Modelling for Assurance Assurance
Assurance
CSs1 MORETO MORETO MORETO - -
CS2 Enterprise Enterprise - - -
Architecture Architecture

Ccs3 SAVONA/CHESS SAVONA/CHESS - SAVONA/CHESS SAVONA
KM
Functional Verification by
Simulink and AMT 2.0
monitors (ongoing)
Medini Analyze
Safety V&V
CHESS/SAVONA-Sabotage
(ongoing)

cs4 CHESS CHESS - CHESS/OCRA CHESS, OCRA, xSAP, nuXmv

CS5 CHESS CHESS - CHESS/OCRA OCRA

CS6 Papyrus/SysML - - Requirements Requirements early

formalisation validation, Functional Early
(external) Verification, model-based

safety analysis (external
tools)

CS7 CHESS CHESS - CHESS+OCRA DIVINE, NuSMV, nuXmv,
Looney, Acacia+
V&V Manager

Cs8 Papyrus/SysML Papyrus/SysML - - -
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Cs9 CHESS CHESS - CHESS+OCRA Papyrus, OCRA and xSAP
CS10 | CHESS CHESS - CHESS+OCRA V&YV Failed, FMEA
mentioned
CS11 | CHESS CHESS with - - V&YV integration of RapiCov
variability

4.2. Multi-Concern Assurance (STO2)

Table 76. Coverage of Multi-concern Assurance (STO2) for AMASS Prototype P1

Multi-concern Assurance (STO2)

Assurance Case Dependability Assurance | System Dependability | Contract-based Multi-
Case Study Specification Modelling Co-Analysis/Co- concern assurance
Assessment
CS1 OpenCert (Safety OpencCert FMVEA -
and Security
Assurance Case)
CS2 - - - -
Ccs3 OpencCert OpenCert (safety and FMVEA, EPF-C+BVR -
security case) (ISO 26262 for
functional safety and
SAE J3061)
cs4 OpenCert - Concerto FLA -
CS5 OpenCert - Papyrus SSE -
CS6 OpenCert - - -
CS7 - - EPF-C+ OpenCert =
CS8 OpenCert OpenCert OpenCert -
CS9 - - - -
CS10 OpenCert OpenCert OpenCert -
Cs11 - - ConcertoFLA -

4.3. Seamless Interoperability (STO3)

Table 77. Coverage of Seamless Interoperability (STO3) for AMASS Prototype P1

‘ Seamless Interoperability (STO3)

Evidence Tool Integration Management Collaborative Work Tool Quality
Case Study Management Management Assessment and
Characterization

CS1 OpenCert - - -
CS2 SVN - - -
CS3 - SQA, KM via OSLC - -
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@ AMASS

cs4 - V&V Manager and OSLC | - -
Automation
V&V Tool Integration
CS5 - Generation of Frama-C | - -
asserted C code from B
models, Atelier B formal IDE
including target specific code
generator, Frama-C, V&V Tool
Integration
CS6 - - - -
CSs7 OpenCert V&V Manager and OSLC | - -
Automation
V&V Tool Integration
CS8 OpenCert - - -
CS9 OpenCert - - -
Ccs10 OpenCert - - -
CS11 - V&V integration of RapiCov - -

4.4. Cross Intra-Domain Reuse (STOA4)

Table 78. Coverage of Cross Intra-Domain Reuse (STO4) for AMASS Prototype P1

\ Cross Intra-Domain Reuse (STO4)

Compliance Reuse Process-related | Product- Automatic Automatic
Management Assistant reuse via related reuse generation of | generation of
management via process- product-
Case Stud
ase Study of variability at management based based
process level of variability at arguments arguments
product level
CSs1 OpenCert OpenCert - - - -
CS2 - - - - - -
Ccs3 EPF-C - EPF-Composer - OpenCert OpenCert
Semantic and BVR: ISO
modelling of 26262 for
ISO 26262 functional
safety and SAE
J3061
Cs4 OpenCert - - - - -
CS5 - - - - - -
CS6 Modelling of - - - OpenCert -
CENELEC EN
50126, EN
50128, EN
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50129.
CSs7 OpenCert/Kno = = OpenCert OpenCert
wledge
Manager
(semantics
mapping)
CS8 EPF-C. Import - - - -
to OpenCert
CS9 OpenCert - - - -
Ccs10 OpenCert - - - -
Cs11 EPF-C EPF Composer EPF Composer OpenCert OpenCert
BVR VSpec, BVR Tool, Small
Resolution, and | GEO Vspec
Realisation
editors
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5. Conclusions

This document presents the utilisation of the different AMASS functionalities addressing the usage
scenarios proposed in D1.1 [1] and based on the data collection done in D1.2 [2]. Moreover, this deliverable
elaborates upon the work done in D1.4 [4]. For the evaluation of the AMASS Prototype P1, some new
features have been added to expand the usage of the AMASS platform.

The objective during this second iteration is twofold: on the one hand, the already existing Prototype P1
functionalities have been strengthen based on the feedback provided during the first iteration. On the
other hand, new functionalities have been added. Special reference should be made of the action on
making the Core Prototype much more stable.

Due to the tight timeframe between the finalisation of the Prototype P1 and the deadline for this
deliverable, a proper measurement of the metrics has not been possible. However, it has to be mentioned
that the work on this issue is ongoing. In brief, metrics will be provided when the final toolset is available as
a result of the corresponding analysis. Therefore, benchmarking will be one of the main aspects for
evolutions of this deliverable.

Meanwhile the AMASS Prototype P2 is being developed, industrial partners will continue the evaluation of
the already available functionalities. The Benchmarking studio and metrics evaluation will be done in
parallel as well, as it is specified in [3].

In brief, this deliverable offers an overview of the AMASS platform functionalities and the different
approaches of the problems solved with them in terms of different application domains. All this is
conducted from an industrial perspective. It is a keystone for the AMASS solutions , to get closer to the
industrial sector. Thus, the feedback from the industrial partners will be considered as part of the AMASS
ongoing activities to improve the quality of the final solution (P2).
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Appendix A: Abbreviations and Definitions

ACC
ACSL
ADAS
ADC

AL

AOCS
API
ARTEMIS

ASIC
ASIL
ASW
BDD
BSW
BVR
BXML
CA
CAL
CDO
CENELEC

CHESS
CNS/ATM
COPPILOT

CPS
CPU
CS

Csu
Csv
DME
DRF
DSP

EA
ECSS
EDSA
EooC
EPF
EPF-C
ERTMS
ESA
FLA
FMEA
FMECA
FMVEA
FPA
FPGA
FSA
FTA

Adaptive Cruise Control

A C Specification Language

Advanced Driver Assistance System

Automated Driving Function

Assurance Level

Attitude and Orbit Control System

Application Programming Interface

ARTEMIS Industry Association is the association for actors in Embedded Intelligent Systems
within Europe

Application-specific integrated circuit

Automotive Safety Integrity Level

Application Software

Behaviour Driven development

Boot Software

Base Variability Resolution

XML-based format for B models

Consortium Agreement

Cybersecurity Assurance Level

Connected Data Objects

Comité Européen de Normalisation Electrotechnique (European Committee for
Electrotechnical Standardization)

Composition with Guarantees for High-integrity Embedded Software Components Assembly
Communication Navigation Surveillance / Air Traffic Management
System to Open and Close the Platform Screen Doors DPAS - Détecteur de Passage (Crossing
Detection Equipment)

Cyber Physical System

Central Processing Unit

Case Study

Computer Software Unit

Comma-Separated Values

Distance Measuring Equipment

Détecteur de Roue Fer (Steel Wheel Presence Sensor)

Digital Signal processor

Enterprise Architect

European Cooperation for Space Standardization

Embedded Device Security Assurance

Elements out of Context

Eclipse Process Framework

Eclipse Process Framework-Composer

European Rail Traffic Management System

European Space Agency

Failure Logic Analysis

Failure Mode and Effects Analysis

Failure Mode, Effects and Criticality Analysis

Failure Mode, Vulnerabilities and Effects Analysis

Focal Plane Assembly

Field-Programmable Gate Array

Functional Safety Assessment

Fault Tree Analysis
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GAPS A ClearSy system to measure the gap between the train and the platform and authorize the
roll-out of a gap filling system

GSN Goal Structuring Notation

GPP General-purpose pre-processor

GUI Graphical User Interface

HARA Hazard Analysis and Risk Assessment

IACS Industrial and Automation Control System

IBD Internal Block Diagram

ICM Instrument Control Module

IDE Integrated Development Editor

IEC International Electrotechnical Commission

INCOSE International Council on Software and Systems Engineering

ISO International Organization for Standardization

KM Knowledge Manager

MMI Multi-Modal Interactions

MPSoC MicroProcesor System on Chip

NoC Network-on-chip

NVD National Vulnerability Database

OCRA Othello Contracts Refinement Analysis

OEU OLCI Electronic Unit

oLclI Ocean & Land Colour Instrument

OSLC Open Services for Lifecycle Collaboration

PSD Platform Screen Door

PUS Packet Utilization Standard

RFP Request for Proposal

RTCA Radio Technical Commission for Aeronautics

RTU Remote Terminal Unit

SAE Society of Automotive Engineers

SCADA Supervisory Control And Data Acquisition

SCAR Shite Compared to autorun

SIL Safety Integrity Level

SiSoPL Security-informed Safety-oriented Process Lines

SL Security Level

SoC System-On-Chip

SoS System of Systems

SQA System Quality Anayzer

SSDP Scalable Sensor Data Processor Breadboard

SSE Safety and Security Engineering

STO Scientific and Technical Objective

SVN Subversion

Sw Software

SWD Software Design

SWv Software Verification & Validation

SysML System Modelling Language

TARA Threat Analysis and Risk Assessment

TC TeleComand

™ Telemetry

TRL Technology Readiness Levels

TSIM Simulator tool

UL Underwriters Laboratories

UML Unified Modelling Language

us Usage Scenario
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V&V Verification and validation

VAM Video Acquisition Module

WEFACT Workflow Engine for Analysis, Certification and Test
XML eXtensible Markup Language

XSAP eXtended Safety Assessment Platform
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Appendix B: MORETO

The Model-based Security Requirements Management Tool (MORETO) is a SysML-based tool for security
analysis, requirements, and architecture design. The toolbox starts with four diagrams for the modelling
process and security analysis process (i.e. Network Topology Diagram, Internal Block Diagram, Dataflow
Diagram, and Requirements Diagram for IEC 62443-4-2) as is shown in Figure 128.

Block Definition Diagram

Internal Block Diagram

Dataflow Diagram (DFD) Requirement diagram for

(BDD) for network elements (IBD) for detailed modeling for Threat Modeling security requirements
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FR & = Timely response o events
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Figure 128. MORETO four diagrams

Recently, two additional diagrams have been integrated with MORETO to expand the functionality of the
MORETO toolbox (i.e. RTU-Remote Terminal Unit Diagram, and IEEE 1686 Requirements Diagram) (see

Figure 129).
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|IEEE1686
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+ Connectors
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Electronic Access Control

+ 5.2 Avdit tradl
2 5.2.1 Audit trad background
4 sz
L 5.23 Storage record

Storage capability

L3 5.24 Audit trail event types

7 Audst Trial
« 5.3 Supervisory monitoring and control
5.3.1 Overview of supervisory mo

5

3.2 Events
5.3.3 Alarms
5.3.4 Alarm point change detect
5.3.5 Event and alarm grouping

5.356 Supervisory permissive cont

JEEEEEE

PoTY P

Figure 129. MORETO new Diagrams
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Figure 130 shows the workflow model of all MORETO working phases. MORETO has six different stages that
can be followed by the user to define his/her system modelling components, scan the security
vulnerabilities in the system, and cover the detected security weaknesses by suitable security standards.

Modeling '

' Modeling Process

MORETO
Diagrams

! i | J
MORETO i o - = =

Modeling C
Process ‘ é ‘

Network Topology Diagram Data Flow Diagram Remote Terminal Unit Internal Block Diagram

m
= [ — =
= = e &8

Security |
Requirements

Self-requirements generation Manual Requirements Generalion

Reporting

Full D

Figure 130. Workflow of the MORETO Toolbox

The user chooses the appropriate diagram which fits into his/her requirements for describing the system
components. The security analysis process constitutes an integral part of MORETO, which is able to scan all
elements of the user's model and detect security flaws. Afterwards, MORETO covers these flaws with
proper security requirements. Finally, MORETO is collecting all the details of the security analysis and
requirements in a neat report.

For the 3™ iteration (P2) the use of the FMVEA tool is planned. An integrative approach could be used to
determine the security level by means of the FMVEA and use this result in MORETO for selecting the
appropriate security requirements. The FMVEA shall be contained and described in D4.6 Prototype for
multi-concern assurance (b).

MORETO Layers

The modelling process in MORETO can be done in three different layers. This feature gives the MORETO
user the flexibility to describe his/her system components in detail in a traceable way to follow the system
components in a simple way.

Top Layer

The top layer design reflects the external view of the modelling process. In other words, MORETO tries to
divide the modelling process into sub-layers of which each one has more details than other layers. The
external layer defines a general schematic form of network parts or components in the real world, such as
an industrial apparatus. Figure 131 depicts a network topology which was created by MORETO toolbox.
MORETO gives the user different network elements to construct his/her needs.
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Figure 131. MORETO External Layer

Intermediate Layer

The user defines the interactions between different components of the network topology using internal
block diagram. This layer defines the internal components of each unit which is provided in the external
layer. In the example, the internal design of the RTU unit was designed. Enterprise Architect (EA) provides a
unique service which makes the navigation process between different layers possible. By double clicking on
the RTU unit, EA would generate internal connections between the RTU unit on the external level with the
intermediate layer. Figure 132 shows the internal design of the RTU unit.

<Container>
RTU: Hardware

1
<Container>

Firewall Router

Figure 132. MORETO Intermediate Layer
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As defined before, the intermediate layer aims to define the internal connections and components of a
particular external unit. However, there are some details not defined yet in this layer, so MORETO gives the
user another area to add new details of the internal design of components by defining another sub-layer,
which is called internal layer. For example, the above figure describes a simple graphical notation about the
internal design of the RTU unit.

Internal Layer

This layer defines the internal structure or decomposition of a block of a system into its sub parts or
subsystems. The internal layer defines more details about the internal components and connections of a
particular component. In this example, the software component was chosen in order to define more details
about its internal structure. Figure 133 depicts the internal connections and interactions between
components of the SW unit.

,,,,,,,,,,,,,,,,,,,,,,,

s e
‘\‘\ r}’/
8
.

Figure 133. MORETO Internal Design

Security Analysis in MORETO

Security requirements generation features one of the unique services provided by MORETO toolbox to
cover security gaps in the user’s model. The security generation process could be manual or automatic. The
following Figure 134 shows a graphical representation of the generation process of security requirements.

Security Requirements

Generation
Automatically
¥
‘ Drag and Drop ] [ Importing CSV file

Figure 134. MORETO Hierarchy for generation of Security requirements
Manual Mode

The user uses this mode to create or generate his/her security requirements. This process can be done
either by drag and drop or by importing a CSV file.

Drag and Drop
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This feature is standard of system modelling software, so the user could specify the security requirements
from the toolbox and then drag and drop into the workspace. Figure 135 shows a simple example about how
to create security requirements manually. The user would navigate into the security requirements on the
left-hand-side and then drag and drop the needed security requirements into the workspace.

MORETO Toolbon - Entenpiis - o
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= OO B | s y
== =t B0 g, S [* S s
weh Fint S Reussbde Fublish T3V Fackage Beport Inpot Rublish  Technologies
Diagram ® Image aciats .+ Conbole Ml Eble . .
Show Pooumerkation Model Exchangs Technalogy
QO+ 7 » Wedd » MORETD y =
Toglbox = 8w [€ T SeculySundad ECERUI42 DN MOAETD" T & Project Browser - 8o
B Building & MO Technologs | By ™ = q
Mooy | = | T8 Bulkdng & MDG Terhnoingy | By *MORETD e + 3
F2 1 - Identificaion and suthenication co ! Modd
¥ Identrication and Authantication ] MCRETO
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Figure 135. Drag-and-Drop in MORETO

Importing CSV Files

Importing CSV files is another way to generate security requirements quickly without any efforts from the
user side. This feature makes the generating process of security requirements much more comfortable than
creating these security requirements one-by-one. For example, if the user has security requirements stored
on CSV of excel sheet and he/she wants to transfer all of these requirements into the Enterprise Architect
(EA) environment. Figure 136 shows how the user can import CSV contents into EA.
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Figure 136. Importing CSV files in MORETO

By this way, the EA converts all the contents of CSV into a list of requirements and integrates it with its
environment. Now, the user can deal with the imported data as security requirements and choose which of
these imported data can be used to be as security needs for his model.

Automatic Mode

As is depicted in Figure 134, there are two different ways for generating security requirements
automatically: either by using scripts or patterns.

Patterns

The pattern is a pre-defined template implemented by MORETO developers team. This feature can
generate a list of security requirements with their connection paths without assistance from the users.
Figure 137 shows the security requirements toolbox with pattern icons for each classification of these
requirements.
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Figure 137. Pattern for automatic generation of security requirements in MORETO

As described above in the drag and drop section, the user can drag one of these patterns into the
workspace to generate a list of integrated security requirements. Figure 138 depicts the automatic
generation process of security requirements.
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Figure 138. Security requirements pattern in MORETO

Scripts (Automation)

The automation in MORETO considers the unique feature which is provided my MORETO toolbox, which is
able to scan the whole system components of the user and detect the security gaps. Afterwards, MORETO
covers the security gaps with proper security standards. By scripts feature, MORETO is able to generate a
list of security requirements automatically on behalf of the user. Figure 139 shows an example of using the
scripts feature to generate security requirements.

To automatically generate a list of security requirements for a particular model, the user can fire this
service by choosing “Security Requirement Generation” from the extension is as follows.
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Figure 139. Automatic generation of security requirements in MORETO

Afterwards, MORETO starts to scan and analyse security issues of the system components and generate a
list of security requirements based on the detected security gaps.
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