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• Co-assessment  is a central prerequisite for efficient 
assurance of safety and security (& other concerns):
– Traditionally, co-engineering is supported by applying separate, safety 

specific and security specific tools.

– For a few years, combined approaches have been a topic in research 
and are now producing first tools as results.

• Using separate tools has drawbacks:
– results may (and mostly do) influence the assumptions for applying 

the other one.

– An additional analysis of the mutual influences between the quality 
attributes (Supporting/Conflicting/Dependency Impact Relationship) 
and of the trade-offs between them is necessary.

– At least one additional iteration of the (concern-specific, parallel) 
assurance steps is required to integrate the trade-off analysis results.

Introduction
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Concepts: Relations between Claims wrt. Quality Attributes

Dependency relationship.

• The claim A of one attribute depends on the fulfillment of claim B of another 
attribute.

• E.g. a fail-safe claim (safety) depends on safety system not tampered (security).  

Conflicting relationship.

• The assurance measure of attribute A is in conflict with the assurance measure of 
attribute B.

• E.g. “strong password or blocking a terminal after several failed login attempts” 
(security) conflicts with “emergency shutdown” (safety).

• Resolution of such a conflict needs to be noted in the Assurance Case.

Supporting relationship.

• Assurance measure of attribute A is also applicable to assurance of attribute B
=> one assurance measure can be used to replace two separate ones.

• E.g., encryption can be used for both confidentiality (security) and to check data 
integrity instead of checksum (safety).
=> This means two goals can be addressed by one argumentation.

32nd EAB Workshop, Västerås, Sept 17, 2018
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ARTA: Building Blocks for Multiconcern Assurance
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How Standards deal with Co-Engineering

SAE-J3061 Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

52nd EAB Workshop, Västerås, Sept 17, 2018

Guidebook and not a standard

Only available for a few months,
then back to Work in Progress 

Multiple methods proposed,
but no consistent approach
(e.g. risk rating differs on used
method)

Process copied from ISO26262
Alignment is needed but cybersecurity 
needs to include later stages

„Potential Communication Path“
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How Standards deal with Co-Engineering

62nd EAB Workshop, Västerås, Sept 17, 2018

ISO/SAE 21434 WD Road Vehicles - Cybersecurity Engineering

• Based on SAE-J3061 but much more detailed guidance
• Scope:

– Requirements for cybersecurity risk management for road vehicles, 
their components and interfaces, throughout engineering (concept, 
design, development), production, operation, maintenance, and 
decommissioning.

– A framework that includes requirements for cybersecurity processes 
and a common language for communicating and managing 
cybersecurity risk among stakeholders

– applicable to road vehicles that include electrical and electronic (E/E) 
systems, their interfaces and their communications

– Standard does not prescribe specific technology or solutions related to 
cybersecurity

– Engineering rigor depends on CAL (Cybersecurity Assurance Level)
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How Standards deal with Co-Engineering

72nd EAB Workshop, Västerås, Sept 17, 2018

Security

Lifecycle

IEC62443  Industrial

communication networks –

Network and system security
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How Standards deal with Co-Engineering

IEC 62443 Industrial communication networks - Network and system security:

Mapping between safety and security lifecycles

82nd EAB Workshop, Västerås, Sept 17, 2018
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Two Ways to Realize Co-Engineering

92nd EAB Workshop, Västerås, Sept 17, 2018
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• 2 ways of realizing co-engineering

• AMASS prefers efficient combined tools

• Other projects rely on separated ones, e.g. AQUAS, whose interaction
point approach is similar to „potential communication paths“ in SAE-
J3061 „Cybersecurity Guidebook for Cyber-Physical Vehicle Systems” 

• Standardization for safety and security is still separate. In the case study
we used:

• For safety

– IEC 61508 Functional Safety of Electrical / Electronic / Programmable 
Electronic safety-related systems

• For security

– IEEE 1686-2013 - IEEE Standard for Intelligent Electronic Devices Cyber
Security Capabilities, and 

– IEC 62443 Industrial communication networks – Network and system security

Co-Engineering Processes

2nd EAB Workshop, Västerås, Sept 17, 2018
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• Developing an Industrial Automation domain CPS in Case Study 1: 
Industrial and Automation Control Systems (IACS)

• Different tools are used for system analysis and requirements generation 
(so far MORETO, in the 3rd project year FMVEA)

– FMVEA is included in the recent delivery of the 3rd AMASS platform iteration 
P2 as an external tool.

• The AMASS Platform is used for assurance & certification-specific 
activities:

– Security analysis and security requirements allocation in compliance with the 
requirements of IEEE 1686-2013 “IEEE Standard for Intelligent Electronic 
Devices Cyber Security Capabilities” and IEC 62443 “Industrial communication 
networks - Network and system security“

– Combined safety and security analysis in compliance with IEC 61508 and IEC 
62443 avoiding iterations due to conflicts detected in the trade-off analysis

• The company aims to be able manage safety and security analysis; risk 
assessment based on a common model in the AMASS Platform

Multiconcern Assurance Scenario Overview
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Higher-level objectives & expected gains

• O2: define a multi-concern assurance approach to ensure not only 
safety and security, but also other dependability aspects such as 
availability, robustness and reliability.

• Metrics

– Effort for assurance and certification

– Effectiveness in failure/threat identification capabilities

– Number of requirements fed back into the model

– time needed for separate safety and security engineering process
and the co-engineering process

– architectural/design modifications saved by combined
safety/security co-engineering

• G1: to demonstrate a potential gain for design efficiency of complex 
CPS by reducing their assurance and certification/qualification effort by 
50% (STO1&2). 

122nd EAB Workshop, Västerås, Sept 17, 2018
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Intro to MORETO  &  WEFACT/FMVEA Scenarios

• Case Study 1: Industrial Automation domain: Industrial and Automation 
Control Systems (IACS)

• Usage Scenario 2: Perform safety and security co-assessment

• Timeline:

132nd EAB Workshop, Västerås, Sept 17, 2018

1st Iteration - Pcore 2nd Iteration – P1 3rd Iteration – P2Platform
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1) Not yet for RTU
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Scenario in 2nd Iteration P1

• Design System in MORETO model editor or import SysML
model

• Add security relevant properties including already present
security controls into model

• Start requirements generation

• Feed back corresponding security controls into the model
(with IEC 62443: corresponding to SL-T (Target security
level)

142nd Project Review, Brussels, June 7, 2018
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Scenario in the 2nd Iteration P1 with MORETO

• Workflow

152nd EAB Workshop, Västerås, Sept 17, 2018
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MORETO Workflow

2nd EAB Workshop, Västerås, Sept 17, 2018
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4 different diagrams for the system modeling process: 

MORETO Design

2nd EAB Workshop, Västerås, Sept 17, 2018

Block Definition Diagram 

(BDD) for network elements 

Internal Block Diagram (IBD) for
detailed modeling

Dataflow Diagram  (DFD)
for Threat Modeling

Requirement diagram for security 
requirements
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The external layer = network architecture

External / Intermedate / Internal Layer

2nd EAB Workshop, Västerås, Sept 17, 2018

The intermediate layer = component details

The interal layer = further 
details  about components
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• Manual Mode:

– With Drag and Drop, or

– Importing a CSV File

• Automated mode:
– With patterns

– With Scripts

Requirements Generation

2nd EAB Workshop, Västerås, Sept 17, 2018
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WEFACT and FMVEA Presentation

• Workflow

202nd EAB Workshop, Västerås, Sept 17, 2018
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Activities in Iteration 3

• The WEFACT workflow engine executes the tool FMVEA

• The user creates the system model with dependability-relevant 
properties in FMVEA or imports a SysML model and enhances it with
the required properties.

• The user can add rules in FMVEA or re-uses a previously created threat
and failure database with these rules. In the case study, the rules
correspond to the requirements of the applied standard.

• The database is applied to the system model yielding respective safety
and security requirements.

– In the case study we focus on safety and security, but these rules are not 
restricted to these quality attributes. The user could as well include
multiple concerns, e.g. add a performance requirement like a WCET or a 
maximum memory usage.

• Two outputs:
– These security requirments are fed back into the model manually and/or

automatically.

– The requirements are mported in WEFACT to crerate the executable assurance
processes which create the evidences

212nd EAB Workshop, Västerås, Sept 17, 2018
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WEFACT Lifecycle Activity for HARA/TARA

• Eclipse RCP application WEFACT is started

• Its process model (edited in WEFACT or imported from EPF-C in UMA dialect format) has
associated lifecycle activities.

• In the Lifecycle the HARA/TARA phase is reached by the workflow

• The process starts the FMVEA tool

222nd EAB Workshop, Västerås, Sept 17, 2018
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FMVEA Starts with the Model Editor

• Model (with dependability relevant properties) can be edited in FMVEA 
tool or imported eg. from Papyrus/CHESS via SysML

232nd EAB Workshop, Västerås, Sept 17, 2018
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Safety/Security Rules Are Defined or Re-Used from DB

• FMVEA allows do define rules

• Or to use a previously created database,
e.g. realizing the rules of a specific standard

242nd EAB Workshop, Västerås, Sept 17, 2018
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Automated Rule-based Safety/Security Analysis

• FMVEA applies its rules on model elements and thereby performs the
FMVEA safety and security analysis.

252nd EAB Workshop, Västerås, Sept 17, 2018
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• Requirements generated according to the rules

• Export function to open format ReqIF

262nd EAB Workshop, Västerås, Sept 17, 2018
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FMVEA in an Excel File

• This shows a sheet for a manual FMVEA  analysis -> Effort intensive

272nd EAB Workshop, Västerås, Sept 17, 2018
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• Requirements lead to security controls whose presence/correctness must be assured.

• This leads back to WEFACT activities which implement the axecutable assurance processes
for these new requirements

282nd EAB Workshop, Västerås, Sept 17, 2018
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Scenario Outcome (expected in P2)

• Reduced effort for assurance and certification through
automation and co-assessment

• Effectiveness in failure/threat identification capabilities by 
following standards

• Update of the model according to the requirements created

• time needed for separate safety and security engineering
process is significantly reduced when applying the combined co-
engineering process

• Iterations for deriving requirements for architectural or design
modifications reduced by combined safety/security co-
engineering

292nd EAB Workshop, Västerås, Sept 17, 2018
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Y2 Achievements:  Delivery for P2 on August 31st, 2018

302nd EAB Workshop, Västerås, Sept 17, 2018

openCert Assurance

Case Editor

Abstract functions in the

contracts specification

multiconcern contracts in assurance 
via argument-fragment generation

Contract-based trade-off analysis
In parameterized architectures

General extensions
To contract based
multi-concern assurance

Contract-based trade-off analysis
with Analytical Network Process

External tool

Medini Analyzer

SiSoPLE for enabling

process-related co-assessment
System dependability
co-analysis via 
ConcertoFLA

Many functional extensions delivered in:

D4.6 Prototype for multi-concern assurance (c) 

FMVEA- Failure Modes,

Vulnerabilities & Effects

Analysis

P1

External MORETO Security analysis

and requirements generation tool
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System Dependability Co-analysis via ConcertoFLA

• A compositional technique to qualitatively assess the dependability of 
component-based systems. Users can

• decorate CHESSML models with dependability-related information

• execute Failure Logic Analysis (FLA) techniques (based on Failure Propagation 
Transformation Calculus (FPTC) and using the FlaMM meta model), and

• calculate the failure behaviour
of a component based system
at system-level, based on the
specification of the failure
behaviour of the individual
components

• get results back-propagated
onto the original model.

312nd EAB Workshop, Västerås, Sept 17, 2018
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Medini Analyzer 

Safety Analyzer available for a long time

Features:

• Eclipse based

• PHA, HARA, FMEA, FMEDA, FTA, 
HAZOP, Safety requirements & plans

SESAMO: prototype for security analysis

322nd EAB Workshop, Västerås, Sept 17, 2018

Cybersecurity analysis

now available as a

mature comercial tool

Features:

• Attack trees, TARA,
Security FMEA,
Security requirements
allocation,
confirmation measures

• AMASS integration via

• SCADE Architect
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openCert Assurance Case Editor

• Edit in graphical GSN syntax, internal data in SACM,

• Support multiconcern
argumentation

• Argument patterns,

• Assurance case
contracts

• Implements Basic
Building block
„Assurance case
specification“

• Delivered in Pcore and P1

332nd EAB Workshop, Västerås, Sept 17, 2018
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General Extensions to Contract-based Multi-concern Assurance

• Extensions in CHESS for contract-based trade-off analysis

• Model treats conflicts between dependability attribute-specific goals

342nd EAB Workshop, Västerås, Sept 17, 2018
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Multiconcern Contracts in Assurance via Argument-Fragment Generation

• Out of defined processes for generating evidences, corresponding
arguments for the assurance case can be generated.

• Feature strongly related to WP6 and therefore descried there.

352nd EAB Workshop, Västerås, Sept 17, 2018
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Extended Safetey Architect

• All4Tec commercial tool

• Supports FMEA, FTA with
automatic detection ofthe FE
(feared events), 

• extended during the MERgE ITEA
and French Clarity Project to support
Safety and Security Co-Analysis

• For describing failure and threat propagation, Safety Architect provides 
safety view, security view & merged view

• dysfunctional analysis techniques applied for automatic fault or attack 
tree generation

• interfaces with many system engineering tools, such as Capella, System 
Architect, Papyrus, and the AMASS platform

362nd EAB Workshop, Västerås, Sept 17, 2018
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AMT 2.0 – Analogue Mixed Signal Monitoring

• Apart from Contract-Based Multiconcern Assurance (STO2), 
tool is also related to Architecture-driven Assurance (STO1)

• deploy methods for monitoring and diagnosing Cyber-
Physical System (CPS) models in Simulink

• translating informal system specifications into formal 
specification expressed in the extended Signal Temporal 
Logic (STL)

• Tool integrates existing monitoring techniques at AIT to the 
Simulink environment (CS3 in P2)

• Novel methods developed for system diagnosis and error 
localization in the Simulink models upon the detection of 
the specification violations.

372nd EAB Workshop, Västerås, Sept 17, 2018
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Conclusion

382nd EAB Workshop, Västerås, Sept 17, 2018

• Guidance from standards getting slowly improved

• Other projects take partly comparable approaches

• Progress based on CS1, US2 demonstrated

• Integrating heterogeneous external tools essential

• Coupling workflows of single-concern tools 
necessary

• Few combined (integrated) tools available


